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Résumé
Avertissement : désolé si ya des phrases qui n’ont pas de sens, il me reste 10 minutes pour pas dépasser

la deadline :). Oups, +2. Le système d’ouverture des pièces jointes fonctionne pas top chez moi. Considérez
utiliser :

$ pdftk report.pdf unpack_files
$ #

On commence avec un fichier de capture réseau. Le flux contenu est un téléchargement d’un zip par
HTTP. Ce zip contient un serveur web avec un jeu.

I Récupération du jeu
Sur le site il nous est donné un ficher http://static.sstic.org/challenge2016/challenge.pcap.

On l’ouvre avec Wireshark et on observe du trafic HTTP où un fichier zip est téléchargé. Pour obtenir
le zip, clique droit sur un paquet > Follow > TCP Stream > Save as. En enlevant les headers HTTP du
fichier sauvegardé l’archive peut être extraite.
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$ unzip file challenge.zip
challenge.zip: Zip archive data, at least v2.0 to extract
$ md5sum challenge.zip
431ff5610451ea120e693e5b1060dc46 challenge.zip
$ unzip challenge.zip
Archive: challenge.zip

inflating: rpgjs/core/scene/Scene_Gameover.js
inflating: Audio/BGM/level_1a_24db_44100_56k_mono.ogg
inflating: plugins/sham-data.js
creating: fancybox/

inflating: plugins/bonus-data.js
creating: plugins/Sham/

inflating: rpgjs/core/scene/Scene_Title.js
inflating: fancybox/jquery.fancybox-1.3.4.css
creating: plugins/Bonus/

inflating: wood.png
inflating: rpgjs/core/scene/Scene_Map.js
inflating: fancybox/jquery.fancybox-1.3.4.pack.js
inflating: plugins/Sham/Game_Sham.js
inflating: rpgjs/rpgjs.min.js
inflating: fancybox/jquery.js
inflating: Audio/BGM/level_2a_24db_44100_56k_mono.ogg
inflating: rpgjs/core/scene/Scene_Load.js
inflating: index.html
inflating: Audio/BGM/maison.ogg
inflating: plugins/Bonus/Game_Bonus.js
inflating: rpgjs/core/scene/Scene_Menu.js
inflating: Audio/BGM/level_1b_24db_44100_56k_mono.ogg
inflating: rpgjs/core/scene/Scene_Generated.js
inflating: plugins/sham.min.js
inflating: Audio/BGM/level_2b_24db_44100_56k_mono.ogg
inflating: plugins/Sham/Sprite_Sham.js
inflating: rpgjs/canvasengine.min.js
inflating: plugins/fs-data.js
inflating: Audio/BGM/final_44100_56k_mono.ogg
inflating: rpgjs/core/scene/Scene_Window.js
inflating: plugins/soundmanager2-jsmin.js
inflating: Audio/BGM/level_3_24db_44100_56k_mono.ogg
inflating: plugins/Bonus/Sprite_Bonus.js

$ xdg-open index.html

Un navigateur web et c’est parti.

II Niveau 1
Trois challenges possibles pour ce niveau.
SOS-Fant0me.zip Capture réseau du trojan GhOst RAT
calc.zip Programme de calculatrice TI-83+
radio.zip Samples SDR d’une session GSM?

II.1 SOS
II.1.1 En deux mots

Décoder Gh0st RAT traffic en utilisant chopshop.

II.1.2 En trois

Wireshark à nouveau. Les données TCP sont préfixée par Gh0st. Avec l’aide du net, on se doute
rapidement que c’est une session du trojan Gh0st RAT. Pour décoder le trafic https://github.com/
MITRECND/chopshop/blob/master/modules/gh0st_decode.py.
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$ chopshop --savedir=tmp/ -f SOS-Fant0me.pcap "gh0st_decode --savefiles"
$ unzip ’C__Users_sstic_Documents_Challenge SSTIC 2016_Stage

1_sstic2016-stage1-solution.zip’↪→

$ cat solution.txt
368BE8C1CC7CC70C2245030934301C15
# $

Clé: 368BE8C1CC7CC70C2245030934301C15

II.2 Calc
II.2.1 TL ;DR

TI83+ instructions vers C++ pour bruteforce input.

II.2.2 J’annonce, cette partie est chiante

$ file SSTIC16.8xp
SSTIC16.8xp: TI-83+ Graphing Calculator (program)
$

Dans l’émulateur http://lpg.ticalc.org/prj_tilem/, clique droit > Send file, puis choisir SS-
TIC16.8xp. Ensuite il faut cliquer sur les boutons PRGM > 1 > Enter. Le programme nous demande
un chiffre. Au bout d’un certain temps après en avoir rentré un, s’affiche WHP le message PERDU.
Le challenge est de trouver le bon numéro. Il est possible de regarder les sources du programmes en
cliquant PRGM > Flèche Droite (Menu Edit) > 1 > Enter. Mais bon, c’est vraiment pas pratique
de lire le code comme çà. Il est possible de convertir le fichier 8xp en instructions texte à http:
//ti.zewaren.net/fr/83p--txt-converter.php.

En jetant un oeil aux instructions, on trouve :

Lbl 19
ClrHome
If A=3298472535:Then
Z->rand
21->S
1->X
4->Y
Output(3,7,"KEY:")
Goto 21
Else
Output(3,6,"PERDU")
End
Goto X

On connaît maintenant la condition de succès. Malheureusement la clé affichée n’est pas hardcodée
dans les instructions mais décodée au cours du programme. Au début du programme on observe aussi :

Lbl 2
" "->Str1
Repeat not(A
A/2->A
sub("01",1+not(not(fPart(Ans))),1)+Str1->Str1
iPart(A->A
End
sub(Str1,1,length(Str1)-1)->Str1
While length(Str1)<32
"0"+Str1->Str1
End
Goto 0
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Cette fonction donne la représentation binaire d’un nombre et ajuste la chaine de caractère pour
qu’elle soit de taille au moins 32. On en déduit que le nombre attendu soit représentable sur 32 bits.
Çà ouvre la voix du bruteforce. J’ai jamais écrit de programme ti83+ et aussi le programme s’exécute
sur plusieurs seconds. Pas d’approche black box donc :(. J’ai pas trouvé de compilateur vers x86 des
instructions TI (peu cherché aussi), alors il va falloir transcrire le programme dans un autre langage
(ici C++). Les instructions annotées sont visible dans ce . Une fois annoté, il n’est pas difficile de
trouver le code équivalent.

// Bruteforcing of the key.
u32 tb[] = {

0, 1996959894, 3993919788, 2567524794, 124634137, 1886057615,
3915621685, 2657392035, 249268274, 2044508324, 3772115230, 2547177864,

..
/* Edited for display*/
};

const u32 resv = 3298472535;

u32 proc(u32 a) {

u32 c0 = 4294967295;
REP (n, 4) {

u32 ax = a >> (n * 8) & 0xff;
u32 cx = ax ^ (c0 & 0xff);
c0 = c0 >> 8;
c0 = tb[cx] ^ c0;

}
c0 = ~c0;
return c0;

}

int main() {
for (u32 i = 0;; ++i) {

u32 res = proc(i);
if (res == resv) {

printf("found at %u\n", i);
break;

}
// res: c49ab257

if ((i + 1) == 0)
break;

// found at 89594902
// 57D9F82b49c1eb3993cb82d26e37f69c

}

return 0;
}

Le fichier complet est disponible dans la section ressources.
Le nombre à rentrer est 89594902.
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Variable Name: SSTIC16
Comment:  =====  SSTIC 2016 =====================
Store Type: RAM
----------
ClrHome
Goto 1

GetBinaryRepr
Lbl 2
" "->Str1
Repeat not(A
A/2->A
sub("01",1+not(not(fPart(Ans))),1)+Str1->Str1
iPart(A->A
End
sub(Str1,1,length(Str1)-1)->Str1
While length(Str1)<32
"0"+Str1->Str1
End
Goto 0


Lbl 1
Input "Entrez le code : ",Z
4294967295->C
0->N
{0,1996959894,3993919788,2567524794,124634137,1886057615,3915621685,2657392035,249268274,2044508324,3772115230,2547177864,162941995,2125561021,3887607047,2428444049,498536548,1789927666,4089016648,2227061214,450548861,1843258603,4107580753,2211677639,325883990,1684777152,4251122042,2321926636,335633487,1661365465,4195302755,2366115317,997073096,1281953886,3579855332,2724688242,1006888145,1258607687,3524101629,2768942443,901097722,1119000684,3686517206,2898065728,853044451,1172266101,3705015759,2882616665,651767980,1373503546,3369554304,3218104598,565507253,1454621731,3485111705,3099436303,671266974,1594198024,3322730930,2970347812,795835527,1483230225,3244367275,3060149565,1994146192,31158534,2563907772,4023717930,1907459465,112637215,2680153253,3904427059,2013776290,251722036,2517215374,3775830040,2137656763,141376813,2439277719,3865271297,1802195444,476864866,2238001368,4066508878,1812370925,453092731,2181625025,4111451223,1706088902,314042704,2344532202,4240017532,1658658271,366619977,2362670323,4224994405,1303535960,984961486,2747007092,3569037538,1256170817,1037604311,2765210733,3554079995,1131014506,879679996,2909243462,3663771856,1141124467,855842277,2852801631,3708648649,1342533948,654459306,3188396048,3373015174,1466479909,544179635,3110523913,3462522015,1591671054,702138776,2966460450,3352799412,1504918807,783551873,3082640443,3233442989,3988292384,2596254646,62317068,1957810842,3939845945,2647816111,81470997,1943803523,3814918930,2489596804,225274430,2053790376,3826175755,2466906013,167816743,2097651377,4027552580,2265490386,503444072,1762050814,4150417245,2154129355,426522225,1852507879,4275313526,2312317920,282753626,1742555852,4189708143,2394877945,397917763,1622183637,3604390888,2714866558,953729732,1340076626,3518719985,2797360999,1068828381,1219638859,3624741850,2936675148,906185462,1090812512,3747672003,2825379669,829329135,1181335161,3412177804,3160834842,628085408,1382605366,3423369109,3138078467,570562233,1426400815,3317316542,2998733608,733239954,1555261956,3268935591,3050360625,752459403,1541320221,2607071920,3965973030,1969922972,40735498,2617837225,3943577151,1913087877,83908371,2512341634,3803740692,2075208622,213261112,2463272603,3855990285,2094854071,198958881,2262029012,4057260610,1759359992,534414190,2176718541,4139329115,1873836001,414664567,2282248934,4279200368,1711684554,285281116,2405801727,4167216745,1634467795,376229701,2685067896,3608007406,1308918612,956543938,2808555105,3495958263,1231636301,1047427035,2932959818,3654703836,1088359270,936918000,2847714899,3736837829,1202900863,817233897,3183342108,3401237130,1404277552,615818150,3134207493,3453421203,1423857449,601450431,3009837614,3294710456,1567103746,711928724,3020668471,3272380065,1510334235,755167117}->L�
Z->A
5->S

GetBinaryReptr(A)

Lbl 5
Str1->Str_Input
C->A
11->S
Goto 2 GetbinaryRepr(A) -> S1  

Lbl 11
Str1->Str_C0
Goto 12

Lbl 12
Str_C0->Str1
0->A
13->S
Goto 3: Str1[-8*(A+1):-8*A] -> Str1

Lbl 13
Str1->Str7
Str_Input->Str1
N->A
14->S
Goto 3: Str1[-8*(A+1):-8*A] -> Str1

Lbl 14
Str1->Str1
Str7->Str2
6->S
Goto 4 XOR S1,S2 -> S3

Lbl 6
Str3->Str1
8->S
Goto 7 -> StrToNum(Str1) -> A

Lbl 8
L�(A+1)->A
9->S
Goto 2 GetbinaryRepr(A) -> S1  

GetBinaryRepr

Lbl 9
Str1->Str8
Str_C0->Str1
10->S
Goto 15: ShiftRight8(Str1)

Lbl 10
Str8->Str2
16->S
Goto 4 XOR S1,S2 -> S3

xORsTRING(STR1, STR2) -> str3

Lbl 16
Str3->Str1
11->S
N+1->N
If N=4
Goto 17
Goto 0

if (N==4){
Lbl 17
"11111111111111111111111111111111"->Str2
18->S
Goto 4 XOR S1,S2 -> S3

Lbl 18
Str3->Str1
19->S
Goto 7 -> StrToNum(Str1) -> A

StrToNum(str1)-> A

Lbl 19
ClrHome
If A=3298472535:Then
Z->rand
21->S
1->X
4->Y
Output(3,7,"KEY:")
Goto 21
Else
Output(3,6,"PERDU")
End
Goto X

}else{
Lbl 11
Str1->Str_C0
Goto 12


Lbl 12
Str_C0->Str1
0->A
13->S
Goto 3: Str1[-8*(A+1):-8*A] -> Str1
ExtractsomePart of str1 based on a


Lbl 13
Str1->Str7
Str_Input->Str1
N->A
14->S
Goto 3: Str1[-8*(A+1):-8*A] -> Str1


Lbl 14
Str1->Str1
Str7->Str2
6->S
Goto 4 XOR S1,S2 -> S3 -> XOR


Lbl 6
Str3->Str1
8->S
Goto 7 -> StrToNum(Str1) -> A


Lbl 8
L�(A+1)->A
9->S
Goto 2 GetbinaryRepr(A) -> S1  


Lbl 9
Str1->Str8
Str_C0->Str1
10->S
Goto 15: ShiftRight8(Str1)

Lbl 10
Str8->Str2
16->S
Goto 4 XOR S1,S2 -> S3




}




GetBinaryRepr(C)

Lbl 0
If S=5:Goto 5
If S=6:Goto 6
If S=8:Goto 8
If S=9:Goto 9
If S=10:Goto 10
If S=11:Goto 11
If S=13:Goto 13
If S=14:Goto 14
If S=16:Goto 16
If S=17:Goto 17
If S=18:Goto 18
If S=19:Goto 19
If S=21:Goto 21
If S=23:Goto 23
Disp "DISPATCH ERROR"
Stop

Lbl 3
sub(Str1,length(Str1)-((A+1)*8)+1,8)->Str1
Goto 0


Lbl 4
" "->Str3
For(I,1,length(Str1)
If "1"=sub(Str1,length(Str1)-I+1,1) xor "1"=sub(Str2,length(Str1)-I+1,1):Then
"1"+Str3->Str3
Else
"0"+Str3->Str3
End
End
sub(Str3,1,length(Str3)-1)->Str3
Goto 0


Lbl 7
StrToNum
0->A
For(I,1,length(Str1)
If "1"=sub(Str1,length(Str1)-I+1,1):Then
A+2^(I-1->A
End
End
Goto 0


Lbl 15
"00000000"+sub(Str1,1,24)->Str1
Goto 0

Lbl 22
" "->Str1
0->C
While A
iPart(A/16)->C
fPart(A/16)*16->B
sub("0123456789ABCDEF",B+1,1)+Str1->Str1
C->A
End
sub(Str1,1,length(Str1)-1)->Str1
If length(Str1)<2
"0"+Str1->Str1
Goto 0




Lbl 11
Str1->Str_C0
Goto 12


Lbl 12
Str_C0->Str1
0->A
13->S
Goto 3: Str1[-8*(A+1):-8*A] -> Str1


Lbl 13
Str1->Str7
Str_Input->Str1
N->A
14->S
Goto 3: Str1[-8*(A+1):-8*A] -> Str1


Lbl 14
Str1->Str1
Str7->Str2
6->S
Goto 4 XOR S1,S2 -> S3


Lbl 6
Str3->Str1
8->S
Goto 7 -> StrToNum(Str1) -> A


Lbl 8
L�(A+1)->A
9->S
Goto 2 GetbinaryRepr(A) -> S1  


Lbl 9
Str1->Str8
Str_C0->Str1
10->S
Goto 15: ShiftRight8(Str1)


Lbl 10
Str8->Str2
16->S
Goto 4 XOR S1,S2 -> S3


Lbl 16
Str3->Str1
11->S
N+1->N
If N=4
Goto 17
Goto 0


Lbl 17
"11111111111111111111111111111111"->Str2
18->S
Goto 4 XOR S1,S2 -> S3


Lbl 18
Str3->Str1
19->S
Goto 7 -> StrToNum(Str1) -> A


Lbl 19
ClrHome
If A=3298472535:Then
Z->rand
21->S
1->X
4->Y
Output(3,7,"KEY:")
Goto 21
Else
Output(3,6,"PERDU")
End
Goto X


Lbl 21
iPart(rand*256)->A
23->S
Goto 22


Lbl 23
If X=17:Then
If Y=5:Then
Goto X
End
1->X
5->Y
End
Output(Y,X,Str1)
X+2->X
Goto 21

Lbl X
Stop




En rentrant ce nombre dans l’émulateur, on obtient :

57D9F82b49c1eb3993cb82d26e37f69c

II.2.3 Ressources

—
—

III Niveau 2
Après avoir rentré les clés trouvées en parlant au garde (d’ailleurs impossible de faire copier coller,

injouable !), on débloque d’autres challenges.
efi Une application EFI.
huge Une tar bomb contenant un elf.
loader Un exe (j’en sais pas plus :) .)
À ce moment là j’avais que mon portable avec 4Go de RAM. C’est pas une expérience plaisante de

lancer une VM windows dans ces conditions. En plus je connais très peu Windows (à mon futur regret),
donc efi et huge ce sera.

III.1 efi
III.1.1 La version où je raconte pas ma vie

Patch du binaire pour bruteforcer char par char. Automatisation du tout avec communication pty
qemu + génération de script efi.
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Variable Name: SSTIC16
Comment:  =====  SSTIC 2016 =====================
Store Type: RAM
----------
ClrHome
Goto 1

GetBinaryRepr
Lbl 2
" "->Str1
Repeat not(A
A/2->A
sub("01",1+not(not(fPart(Ans))),1)+Str1->Str1
iPart(A->A
End
sub(Str1,1,length(Str1)-1)->Str1
While length(Str1)<32
"0"+Str1->Str1
End
Goto 0


Lbl 1
Input "Entrez le code : ",Z
4294967295->C
0->N
{0,1996959894,3993919788,2567524794,124634137,1886057615,3915621685,2657392035,249268274,2044508324,3772115230,2547177864,162941995,2125561021,3887607047,2428444049,498536548,1789927666,4089016648,2227061214,450548861,1843258603,4107580753,2211677639,325883990,1684777152,4251122042,2321926636,335633487,1661365465,4195302755,2366115317,997073096,1281953886,3579855332,2724688242,1006888145,1258607687,3524101629,2768942443,901097722,1119000684,3686517206,2898065728,853044451,1172266101,3705015759,2882616665,651767980,1373503546,3369554304,3218104598,565507253,1454621731,3485111705,3099436303,671266974,1594198024,3322730930,2970347812,795835527,1483230225,3244367275,3060149565,1994146192,31158534,2563907772,4023717930,1907459465,112637215,2680153253,3904427059,2013776290,251722036,2517215374,3775830040,2137656763,141376813,2439277719,3865271297,1802195444,476864866,2238001368,4066508878,1812370925,453092731,2181625025,4111451223,1706088902,314042704,2344532202,4240017532,1658658271,366619977,2362670323,4224994405,1303535960,984961486,2747007092,3569037538,1256170817,1037604311,2765210733,3554079995,1131014506,879679996,2909243462,3663771856,1141124467,855842277,2852801631,3708648649,1342533948,654459306,3188396048,3373015174,1466479909,544179635,3110523913,3462522015,1591671054,702138776,2966460450,3352799412,1504918807,783551873,3082640443,3233442989,3988292384,2596254646,62317068,1957810842,3939845945,2647816111,81470997,1943803523,3814918930,2489596804,225274430,2053790376,3826175755,2466906013,167816743,2097651377,4027552580,2265490386,503444072,1762050814,4150417245,2154129355,426522225,1852507879,4275313526,2312317920,282753626,1742555852,4189708143,2394877945,397917763,1622183637,3604390888,2714866558,953729732,1340076626,3518719985,2797360999,1068828381,1219638859,3624741850,2936675148,906185462,1090812512,3747672003,2825379669,829329135,1181335161,3412177804,3160834842,628085408,1382605366,3423369109,3138078467,570562233,1426400815,3317316542,2998733608,733239954,1555261956,3268935591,3050360625,752459403,1541320221,2607071920,3965973030,1969922972,40735498,2617837225,3943577151,1913087877,83908371,2512341634,3803740692,2075208622,213261112,2463272603,3855990285,2094854071,198958881,2262029012,4057260610,1759359992,534414190,2176718541,4139329115,1873836001,414664567,2282248934,4279200368,1711684554,285281116,2405801727,4167216745,1634467795,376229701,2685067896,3608007406,1308918612,956543938,2808555105,3495958263,1231636301,1047427035,2932959818,3654703836,1088359270,936918000,2847714899,3736837829,1202900863,817233897,3183342108,3401237130,1404277552,615818150,3134207493,3453421203,1423857449,601450431,3009837614,3294710456,1567103746,711928724,3020668471,3272380065,1510334235,755167117}->L�
Z->A
5->S

GetBinaryReptr(A)

Lbl 5
Str1->Str_Input
C->A
11->S
Goto 2 GetbinaryRepr(A) -> S1  

Lbl 11
Str1->Str_C0
Goto 12

Lbl 12
Str_C0->Str1
0->A
13->S
Goto 3: Str1[-8*(A+1):-8*A] -> Str1

Lbl 13
Str1->Str7
Str_Input->Str1
N->A
14->S
Goto 3: Str1[-8*(A+1):-8*A] -> Str1

Lbl 14
Str1->Str1
Str7->Str2
6->S
Goto 4 XOR S1,S2 -> S3

Lbl 6
Str3->Str1
8->S
Goto 7 -> StrToNum(Str1) -> A

Lbl 8
L�(A+1)->A
9->S
Goto 2 GetbinaryRepr(A) -> S1  

GetBinaryRepr

Lbl 9
Str1->Str8
Str_C0->Str1
10->S
Goto 15: ShiftRight8(Str1)

Lbl 10
Str8->Str2
16->S
Goto 4 XOR S1,S2 -> S3

xORsTRING(STR1, STR2) -> str3

Lbl 16
Str3->Str1
11->S
N+1->N
If N=4
Goto 17
Goto 0

if (N==4){
Lbl 17
"11111111111111111111111111111111"->Str2
18->S
Goto 4 XOR S1,S2 -> S3

Lbl 18
Str3->Str1
19->S
Goto 7 -> StrToNum(Str1) -> A

StrToNum(str1)-> A

Lbl 19
ClrHome
If A=3298472535:Then
Z->rand
21->S
1->X
4->Y
Output(3,7,"KEY:")
Goto 21
Else
Output(3,6,"PERDU")
End
Goto X

}else{
Lbl 11
Str1->Str_C0
Goto 12


Lbl 12
Str_C0->Str1
0->A
13->S
Goto 3: Str1[-8*(A+1):-8*A] -> Str1
ExtractsomePart of str1 based on a


Lbl 13
Str1->Str7
Str_Input->Str1
N->A
14->S
Goto 3: Str1[-8*(A+1):-8*A] -> Str1


Lbl 14
Str1->Str1
Str7->Str2
6->S
Goto 4 XOR S1,S2 -> S3 -> XOR


Lbl 6
Str3->Str1
8->S
Goto 7 -> StrToNum(Str1) -> A


Lbl 8
L�(A+1)->A
9->S
Goto 2 GetbinaryRepr(A) -> S1  


Lbl 9
Str1->Str8
Str_C0->Str1
10->S
Goto 15: ShiftRight8(Str1)

Lbl 10
Str8->Str2
16->S
Goto 4 XOR S1,S2 -> S3




}




GetBinaryRepr(C)

Lbl 0
If S=5:Goto 5
If S=6:Goto 6
If S=8:Goto 8
If S=9:Goto 9
If S=10:Goto 10
If S=11:Goto 11
If S=13:Goto 13
If S=14:Goto 14
If S=16:Goto 16
If S=17:Goto 17
If S=18:Goto 18
If S=19:Goto 19
If S=21:Goto 21
If S=23:Goto 23
Disp "DISPATCH ERROR"
Stop

Lbl 3
sub(Str1,length(Str1)-((A+1)*8)+1,8)->Str1
Goto 0


Lbl 4
" "->Str3
For(I,1,length(Str1)
If "1"=sub(Str1,length(Str1)-I+1,1) xor "1"=sub(Str2,length(Str1)-I+1,1):Then
"1"+Str3->Str3
Else
"0"+Str3->Str3
End
End
sub(Str3,1,length(Str3)-1)->Str3
Goto 0


Lbl 7
StrToNum
0->A
For(I,1,length(Str1)
If "1"=sub(Str1,length(Str1)-I+1,1):Then
A+2^(I-1->A
End
End
Goto 0


Lbl 15
"00000000"+sub(Str1,1,24)->Str1
Goto 0

Lbl 22
" "->Str1
0->C
While A
iPart(A/16)->C
fPart(A/16)*16->B
sub("0123456789ABCDEF",B+1,1)+Str1->Str1
C->A
End
sub(Str1,1,length(Str1)-1)->Str1
If length(Str1)<2
"0"+Str1->Str1
Goto 0




Lbl 11
Str1->Str_C0
Goto 12


Lbl 12
Str_C0->Str1
0->A
13->S
Goto 3: Str1[-8*(A+1):-8*A] -> Str1


Lbl 13
Str1->Str7
Str_Input->Str1
N->A
14->S
Goto 3: Str1[-8*(A+1):-8*A] -> Str1


Lbl 14
Str1->Str1
Str7->Str2
6->S
Goto 4 XOR S1,S2 -> S3


Lbl 6
Str3->Str1
8->S
Goto 7 -> StrToNum(Str1) -> A


Lbl 8
L�(A+1)->A
9->S
Goto 2 GetbinaryRepr(A) -> S1  


Lbl 9
Str1->Str8
Str_C0->Str1
10->S
Goto 15: ShiftRight8(Str1)


Lbl 10
Str8->Str2
16->S
Goto 4 XOR S1,S2 -> S3


Lbl 16
Str3->Str1
11->S
N+1->N
If N=4
Goto 17
Goto 0


Lbl 17
"11111111111111111111111111111111"->Str2
18->S
Goto 4 XOR S1,S2 -> S3


Lbl 18
Str3->Str1
19->S
Goto 7 -> StrToNum(Str1) -> A


Lbl 19
ClrHome
If A=3298472535:Then
Z->rand
21->S
1->X
4->Y
Output(3,7,"KEY:")
Goto 21
Else
Output(3,6,"PERDU")
End
Goto X


Lbl 21
iPart(rand*256)->A
23->S
Goto 22


Lbl 23
If X=17:Then
If Y=5:Then
Goto X
End
1->X
5->Y
End
Output(Y,X,Str1)
X+2->X
Goto 21

Lbl X
Stop



#include <vector>
#include <list>
#include <map>
#include <set>
#include <deque>
#include <queue>
#include <stack>
#include <algorithm>
#include <numeric>
#include <utility>
#include <sstream>
#include <iostream>
#include <cstdlib>
#include <string>
#include <cstring>
#include <cstdio>
#include <cmath>
#include <cstdlib>
#include <ctime>
#include <cassert>
#include <climits>
//#include <ext/hash_map>

using namespace std;
using namespace __gnu_cxx;

#define REP(i, n) for (int i = 0; i < int(n); ++i)
#define REPV(i, n) for (int i = (n)-1; (int)i >= 0; --i)
#define FOR(i, a, b) for (int i = (int)(a); i < (int)(b); ++i)

#define FE(i, t)                                                               \
  for (__typeof((t).begin()) i = (t).begin(); i != (t).end(); ++i)
#define FEV(i, t)                                                              \
  for (__typeof((t).rbegin()) i = (t).rbegin(); i != (t).rend(); ++i)

#define two(x) (1LL << (x))
#define ALL(a) (a).begin(), (a).end()

#define pb push_back
#define ST first
#define ND second
#define MP(x, y) make_pair(x, y)

typedef long long ll;
typedef unsigned long long ull;
typedef unsigned int uint;
typedef pair<int, int> pii;
typedef vector<int> vi;
typedef vector<string> vs;
typedef signed char s8;
typedef unsigned char u8;
typedef signed short s16;
typedef unsigned short u16;
typedef signed int s32;
typedef unsigned int u32;
typedef signed long long s64;
typedef unsigned long long u64;

template <class T> void checkmin(T &a, T b) {
  if (b < a)
    a = b;
}
template <class T> void checkmax(T &a, T b) {
  if (b > a)
    a = b;
}
template <class T> void out(T t[], int n) {
  REP (i, n)
    cout << t[i] << " ";
  cout << endl;
}
template <class T> void out(vector<T> t, int n = -1) {
  for (int i = 0; i < (n == -1 ? t.size() : n); ++i)
    cout << t[i] << " ";
  cout << endl;
}
inline int count_bit(int n) {
  return (n == 0) ? 0 : 1 + count_bit(n & (n - 1));
}
inline int low_bit(int n) { return (n ^ n - 1) & n; }
inline int ctz(int n) { return (n == 0 ? -1 : ctz(n >> 1) + 1); }
int toInt(string s) {
  int a;
  istringstream(s) >> a;
  return a;
}
string toStr(int a) {
  ostringstream os;
  os << a;
  return os.str();
}

u32 tb[] = {
  0,          1996959894, 3993919788, 2567524794, 124634137,  1886057615,
  3915621685, 2657392035, 249268274,  2044508324, 3772115230, 2547177864,
  162941995,  2125561021, 3887607047, 2428444049, 498536548,  1789927666,
  4089016648, 2227061214, 450548861,  1843258603, 4107580753, 2211677639,
  325883990,  1684777152, 4251122042, 2321926636, 335633487,  1661365465,
  4195302755, 2366115317, 997073096,  1281953886, 3579855332, 2724688242,
  1006888145, 1258607687, 3524101629, 2768942443, 901097722,  1119000684,
  3686517206, 2898065728, 853044451,  1172266101, 3705015759, 2882616665,
  651767980,  1373503546, 3369554304, 3218104598, 565507253,  1454621731,
  3485111705, 3099436303, 671266974,  1594198024, 3322730930, 2970347812,
  795835527,  1483230225, 3244367275, 3060149565, 1994146192, 31158534,
  2563907772, 4023717930, 1907459465, 112637215,  2680153253, 3904427059,
  2013776290, 251722036,  2517215374, 3775830040, 2137656763, 141376813,
  2439277719, 3865271297, 1802195444, 476864866,  2238001368, 4066508878,
  1812370925, 453092731,  2181625025, 4111451223, 1706088902, 314042704,
  2344532202, 4240017532, 1658658271, 366619977,  2362670323, 4224994405,
  1303535960, 984961486,  2747007092, 3569037538, 1256170817, 1037604311,
  2765210733, 3554079995, 1131014506, 879679996,  2909243462, 3663771856,
  1141124467, 855842277,  2852801631, 3708648649, 1342533948, 654459306,
  3188396048, 3373015174, 1466479909, 544179635,  3110523913, 3462522015,
  1591671054, 702138776,  2966460450, 3352799412, 1504918807, 783551873,
  3082640443, 3233442989, 3988292384, 2596254646, 62317068,   1957810842,
  3939845945, 2647816111, 81470997,   1943803523, 3814918930, 2489596804,
  225274430,  2053790376, 3826175755, 2466906013, 167816743,  2097651377,
  4027552580, 2265490386, 503444072,  1762050814, 4150417245, 2154129355,
  426522225,  1852507879, 4275313526, 2312317920, 282753626,  1742555852,
  4189708143, 2394877945, 397917763,  1622183637, 3604390888, 2714866558,
  953729732,  1340076626, 3518719985, 2797360999, 1068828381, 1219638859,
  3624741850, 2936675148, 906185462,  1090812512, 3747672003, 2825379669,
  829329135,  1181335161, 3412177804, 3160834842, 628085408,  1382605366,
  3423369109, 3138078467, 570562233,  1426400815, 3317316542, 2998733608,
  733239954,  1555261956, 3268935591, 3050360625, 752459403,  1541320221,
  2607071920, 3965973030, 1969922972, 40735498,   2617837225, 3943577151,
  1913087877, 83908371,   2512341634, 3803740692, 2075208622, 213261112,
  2463272603, 3855990285, 2094854071, 198958881,  2262029012, 4057260610,
  1759359992, 534414190,  2176718541, 4139329115, 1873836001, 414664567,
  2282248934, 4279200368, 1711684554, 285281116,  2405801727, 4167216745,
  1634467795, 376229701,  2685067896, 3608007406, 1308918612, 956543938,
  2808555105, 3495958263, 1231636301, 1047427035, 2932959818, 3654703836,
  1088359270, 936918000,  2847714899, 3736837829, 1202900863, 817233897,
  3183342108, 3401237130, 1404277552, 615818150,  3134207493, 3453421203,
  1423857449, 601450431,  3009837614, 3294710456, 1567103746, 711928724,
  3020668471, 3272380065, 1510334235, 755167117
};

const u32 resv = 3298472535;

u32 proc(u32 a) {

  u32 c0 = 4294967295;
  REP (n, 4) {
    u32 ax = a >> (n * 8) & 0xff;
    u32 cx = ax ^ (c0 & 0xff);
    c0 = c0 >> 8;
    c0 = tb[cx] ^ c0;
  }
  c0 = ~c0;
  return c0;
}

int main() {
  for (u32 i = 0;; ++i) {
    u32 res = proc(i);
    if (res == resv) {
      printf("found at %u\n", i);
      break;
    }
    // res: c49ab257

    if ((i + 1) == 0)
      break;
    // found at 89594902
    // 57D9F82b49c1eb3993cb82d26e37f69c
  }

  return 0;
}




III.1.2 Par contre là...

Pour une introduction sur EFI, je vous renvoie sur https://en.wikipedia.org/wiki/Unified_
Extensible_Firmware_Interface. Cette page en connaît plus que moi.

Première étape, faire tourner le programme. J’ai encore que mon portable et j’ai pas envie de ruiner
mon installation trifouillant dans le BIOS. QEMU est une solution plus sûre. On trouve des infos sur
http://www.tianocore.org/ovmf/

$ unzip OVMF-X64-r15214.zip
$ mkdir hda-contents
$ cp foo.efi ./hda-contents
$ qemu-system-x86_64 -L . -hda fat:hda-contents -bios OVMF.fd

# trying to boot on the network, mkay
Shell > fs0:
FS0:\> f00.efi aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
UEFI checker
Sorry :(

L’application s’attend à une chaine hexa de 32 caractères. Ce sera probablement la clé du niveau.
IDA peut ouvrir des applis EFI, fantastique. Pas de symboles externes, les fonctions de l’équivalent

libc sont accessibles par les arguments du main. Çà ressemble à :

EFI_STATUS
efi_main(EFI_HANDLE image, EFI_SYSTEM_TABLE *systab) {

SIMPLE_TEXT_OUTPUT_INTERFACE *conout;
}

Pour reverser proprement faudra s’amuser avec beaucoup d’offsets. Mieux vaut trouver autre chose. En
regardant un peu les instructions, çà à pas l’air d’être obfusqué donc identifier la fonction de vérification
se fera sans trop de soucis. Dans l’onglet Strings de IDA on trouve "Missing key", "Success !", "Sorry :(".
En allant à l’unique référence de "Success" on identifie la fonction de vérification.

La fonction prepare_input vérifie la validité de l’input (on y trouve toutes les références aux chaînes
du type "Invalid character...", "Key mus be exactly...").

check est plus intéressante. Le retour de la fonction est stocké dans le registre R7. On va voir direc-
tement à la fin de la fonction pour voir comment est calculé R7.
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Jackpot, tout ce dont on a besoin se trouve dans ce snippet. On a quelque chose du genre :

for i in range(0x10):
var_2c = var_2c | (input[i]^checkval[i])

R7 = 2 if var_2c else 0
# 0 for success

Pas de timing attack donc (bien que je n’aurais pas su comment compter les instructions).
Deux options se présentent.
— Reverser le décodage de checkval.
— On est une grosse feignasse et on automatise la résolution en patchant le compteur de la boucle

pour trouver le résultat caractère par caractère.
La cible est l’instruction .text :10000974 CMPI32wgte R7, 0x10. L’octet représentant le 0x10 se situe

à 0x10000976. Pour trouver l’offset dans le fichier, on exécute dans IDA python :

idaapi.get_fileregion_offset(0x10000976)
# 2422

On s’attend à devoir effectuer 2(7+4) invocations du programmes pour trouver la bonne réponse.
Comme QEMU met des plombes à se lancer (j’ai pas réussi à désactiver PXE), c’est hors de question de
le relancer à chaque fois.
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Toutefois il est possible de faire passer les IO de QEMU à travers un pty. On peut donc espérer
construire quelque chose du style :

ans_string=b’X’*0x10
for i in range(0x10):

patch_file_with_end_condition(i+1)
pty=launch_qemu()

for j in range(0x256):
ans_string[i]=j
if pty.launch_program(ans_string).output.find("Success")!=-1:

break
else:

assert 0
print(binascii.hexlify(ans_string))

La solution en pratique est un peu différente. Comme l’EFI supporte les scripts, je génère un scipt qui
effectue 256 appels à l’application avec chacun des candidates pour le caractère qu’on essaie de découvrir.

La solution complète peut être trouvée dans la section ressources.
La clé de challenge est 347d8c72720d6ec7a501583be0bccc0c

III.1.3 Ressources

—

III.2 Huge
III.2.1 Sparse representation

Extraction ELF avec la librairie do GO archive/tar/reader.go. Unicorn engine pour faire tourner le
binaire avec hooks et logs pour trouver les early exit rapidement. Il se faisait tard et j’arrivais plus... C’est
vrai. cosinus bruteforce

III.2.2 TL ;WTL

$ tar xvf huge.tar
Huge
tar: Huge: Cannot seek to 25297854992384: Invalid argument
tar: Exiting with failure status due to previous errors
$ # wut, j’ai jamais vu cette erreur. Listons le contenu de l’archive
$ tar -tvf huge.tar
-rwxr-xr-x 0/0 128574140715008 1970-01-01 01:00 Huge
$ # besoin d’un nombre pair de \$ pour vim :)

Ouf, on peut facilement imaginer des scénarios plus catastrophiques. Légère digression, je tournais
pas sous VM pour les 2 premiers niveaux (si j’avais pu pour le 3ème, j’aurais continué :) ). Merci aux
organisateurs de pas avoir (censément) mis de la merde dans les binaires.

Bon, même si le dés-archivage marche pas, tar nous sort gentiment le début du fichier.
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#!/usr/bin/env python

import binascii
import subprocess as sp
import mmap
from chdrft.tube.serial import Serial
import re
import traceback
import time

def get_ok_pos(data):
  res=re.findall(b'(Sorry|Success)', data)
  for pos, e in enumerate(res):
    if e==b'Success':
      return pos
  return None

def solve(buf, pos):
  res=None

  proc=None
  try:
    filename='test.nsh'
    with open('./hda-contents/%s'%filename, 'w') as f:
      f.write('echo -off\n')
      for i in range(256):
        buf[pos]=i
        bufhex=binascii.hexlify(buf)
        f.write('foo.efi %s\n'%bufhex.decode())
      f.write('echo DONE_KAPPA\n')
      f.write('echo DONE_KAPPA > done_file\n')

    cmd='qemu-system-x86_64 -L . -hda fat:hda-contents -bios bios.bin  -nographic -serial pty -monitor stdio -S'
    proc=sp.Popen(cmd, shell=True, stdin=sp.PIPE, stdout=sp.PIPE, stderr=sp.PIPE)
    data=b''
    pts=None
    while True:
      data+=proc.stderr.read(1)
      m=re.search(b'(/dev/pts/[0-9]+)\s', data)
      if m:
        pts=m.group(1).decode()
        break
    print(data)
    print(pts)
    proc.stdin.write(b'c\n')
    proc.stdin.flush()


    with Serial(pts) as conn:
      data=b''
      while True:
        data+=conn.recv(1)
        if data.find(b'Shell>')!=-1:
          break
      print('START HERE')
      conn.send(b'fs0:\r\n')
      time.sleep(0.5)

      conn.send(('%s\r\n'%filename).encode())

      data=b''
      while True:
        data+=conn.recv(1)
        if data.find(b'DONE_KAPPA')!=-1:
          break

      print('res >>', data)
      res=get_ok_pos(data)
  except Exception as e:
    print('exception >> ', e)
    traceback.print_exc()
    pass
  proc.stdin.write(b'q\n')
  proc.stdin.flush()
  proc.kill()
  return res


#idaapi.get_fileregion_offset(0x10000976)
byte_offset=2422

def main():
  buf=bytearray([0]*16)
  sp.check_call('cp ./orig.efi ./hda-contents/foo.efi', shell=True)
  with open('./hda-contents/foo.efi', 'r+b') as efi:
    mp=mmap.mmap(efi.fileno(), 0)
    for pos in range(16):
      if 0:
        print(mp[byte_offset])
        print(binascii.hexlify(mp[byte_offset-10:byte_offset+10]))

      mp[byte_offset]=pos+1
      res=solve(buf, pos)
      buf[pos]=res
      print('currently on ', binascii.hexlify(buf))
main()





$ file Huge
Huge: ELF 64-bit LSB exécutable, x86-64, version 1 (SYSV), statically linked,

corrupted section header size↪→

$ readelf --segments Huge
Elf file type is EXEC (Executable file)
Entry point 0x51466a42e705
There are 3 program headers, starting at offset 64

Program Headers:
Type Offset VirtAddr PhysAddr

FileSiz MemSiz Flags Align
LOAD 0x0000000000001000 0x00002b0000000000 0x00002b0000000000

0x00001ef000000000 0x00001ef000000000 R E 1000
LOAD 0x00002afffffe1000 0x000049f000000000 0x000049f000000000

0x0000161000000000 0x0000161000000000 R E 1000
LOAD 0x000049effffe1000 0x0000000000020000 0x0000000000020000

0x00002afffffe0000 0x00002afffffe0000 R E 1000

Pas de WX, ouf ! Par contre, ce sera pas du gâteau non plus.

III.2.2.1 Récupérer les données Dans un premier temps il faut récupérer les différents bouts du
fichier. En errant sur le web, on trouve que tar peut représenter des fichiers sparses. Encore une fois, j’ai
pas envie de mettre le nez dans une quelconque spec. Patcher GNU tar, ce sera pour un autre jour. Ok,
navigateur web, recherchons tar sparse reader. Tada, https://golang.org/src/archive/tar/reader.
go. Bien sûr les fonctions intéressantes ne sont pas exportées (shout out aux lowercases). Tant pis, je
copie le dossier complet de archive/* dans mon répertoire.
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package tar

import (
"bytes"
"fmt"
"io"
"io/ioutil"
"log"
"reflect"

)

import "encoding/json"

func check(e error) {
if e != nil {

panic(e)
}

}

type Test1 struct {
Data []byte
Offset int64

}

func Example() {
// Create a buffer to write our archive to.
dat, err := ioutil.ReadFile("./huge.tar")
check(err)
fmt.Print("Contents of %d\n", len(dat))

// Open the tar archive for reading.
r := bytes.NewReader(dat)
tr := NewReader(r)

// Iterate through the files in the archive.
var entries []Test1
for {

hdr, err := tr.Next()
if err == io.EOF {

// end of tar archive
break

}
if err != nil {

log.Fatalln(err)
}
fmt.Println(reflect.TypeOf(hdr))
fmt.Println(tr.curr)
entry := tr.curr.(*sparseFileReader)

for index, elem1 := range entry.sp {
var s = make([]byte, elem1.numBytes)
n, err := entry.rfr.Read(s)
fmt.Printf("Got sp entry of idx=%d %s: %d %s >> %s\n",
index, elem1, n, err, s)
entries = append(entries, Test1{Data: s, Offset: elem1.offset})

}
res, _ := json.Marshal(entries)
err = ioutil.WriteFile("/tmp/dat1", res, 0644)
check(err)
fmt.Println()

}
}
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En pièce jointe :
Le script me pond un fichier json avec chaque entrée de la sparse table.

III.2.2.2 Trouver la clé Ok, on a le contenu de l’elf mais aucun moyen de l’exécuter. Rebelotte,
j’ai pas envie de reverser le fichier. L’espace d’adressage virtuel de l’elf est contigu avec le contenu
mémoire à zéro hormis pour les morceaux qu’on a extrait de la sparse table. On va donc se manger
pleins d’instructions type add byte ptr [rax], al (’\x00\x00’). Ya des chances qu’on puisse ignorer
ces opérations (ou du moins les compresser (genre si on a N instructions de ce type, on a juste à exécuter
N mod 256 instructions puis sauter à la prochaine instruction intéressante.)

Une solution possible est de patcher le header elf pour modifier les champs Offset et FileSiz en mettant
les entrées sparse bout à bout. En scriptant gdb il serait possible de hook les segfaults et effectuer les
jump nous même.

Mais non.
<histoire fantastique> Il y a de cela quelques mois, je me suis attaqué à la résolution d’un crackme.

Ce crackme fort obfusqué, exécutaient ses instructions à travers sa propre VM (outre plus, les points
d’arrêts n’étaient pas facilité de par la vérification de l’intégrité du code (d’abondant, mes breakpoints
matériels me donnaient de joli SIGBUS, pour raison que j’ignore encore)). De par ma flemme de reverser se
binaire, </histoire fantastique> j’avais été amené à utiliser http://www.unicorn-engine.org/. En
gros c’est un émulateur multi-architectures basé sur QEMU où on peut foutre autant de hooks (mémoire,
code, interrupt) qu’on veut.

En plus comme l’elf qu’on a ne fait que des syscalls triviaux (read, write et exit), on a quasiment rien
à émuler nous même. Le seul taff à faire est de charger l’elf, mettre les hooks entre les entrées sparse et
avoir un système de log décent pour naviguer facilement la trace.

Fâcheusement c’est pas une solution automatique mais comme le binaire est en early exit on s’en sort.
En rétrospective il aura d’ailleurs été possible d’employer une timing attack puisque les vérifications se
font par groupe de 4 octets au maximum, mais comme le système de trace était assez joli, l’identification
des conditions fut très rapide.

Voici une explication du déroulement du programme :
Bonne nouvelle, unicorn fonctionne bien :)
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package tar

import (
  "bytes"
  "fmt"
  "io"
  "io/ioutil"
  "log"
  "reflect"
)

import "encoding/json"

func check(e error) {
  if e != nil {
    panic(e)
  }
}

type Test1 struct {
  Data   []byte
  Offset int64
}

func Example() {
  // Create a buffer to write our archive to.
  dat, err := ioutil.ReadFile("./huge.tar")
  check(err)
  fmt.Print("Contents of %d\n", len(dat))

  // Open the tar archive for reading.
  r := bytes.NewReader(dat)
  tr := NewReader(r)

  // Iterate through the files in the archive.
  var entries []Test1
  for {
    hdr, err := tr.Next()
    if err == io.EOF {
      // end of tar archive
      break
    }
    if err != nil {
      log.Fatalln(err)
    }
    fmt.Println(reflect.TypeOf(hdr))
    fmt.Println(tr.curr)
    entry := tr.curr.(*sparseFileReader)

    for index, elem1 := range entry.sp {
      var s = make([]byte, elem1.numBytes)
      n, err := entry.rfr.Read(s)
      fmt.Printf("Got sp entry of idx=%d %s: %d %s >> %s\n", 
      index, elem1, n, err, s)
      entries = append(entries, Test1{Data: s, Offset: elem1.offset})
    }
    res, _ := json.Marshal(entries)
    err = ioutil.WriteFile("/tmp/dat1", res, 0644)
    check(err)
    fmt.Println()
  }
}


http://www.unicorn-engine.org/


CODE at 0x51466a42e731 b’0f05’
0x51466a42e731: syscall bytearray(b’\x0f\x05’)
[1, 99265643088311, 27] #rdi, rsi, rdx
GOT HOOK >> write
WRITING >> bytearray(b’Please enter the password: ’)

...

CODE at 0x51466a42e741 b’0f05’
0x51466a42e741: syscall bytearray(b’\x0f\x05’)
[0, 1108992, 1024]
GOT HOOK >> read
# note: ici on écrit ce qu’on veut

... Lecture de notre buffer

0x10f338cf754d: movzx ebx, byte ptr [rsi] <<<< TRACEVENT, rax=0010ec00
OpReg ebx:00000000
ReadEvent addr:000000000010ec00 n:0000000000000001 val:0000000000000032
Regs
rbx:0000000000000000
rbx:0000000000000032

0x10f338cf7550: sub bl, 0x30 <<<< TRACEVENT, rax=0010ec00
OpReg bl:32
Regs
rbx:0000000000000032
rbx:0000000000000002

... On réécrit dans le même buffer le unhexlify

0x10f338cf75a4: mov byte ptr [rdi], bl <<<< TRACEVENT,
rax=0010ec00↪→

OpReg bl:29
WriteEvent addr:000000000010ec00 n:0000000000000001 nval:0000000000000029

val:0000000000000032↪→

Regs

Avec ses quelques logs, on voit que l’on s’attend à ce que nos données soient une chaine hexa et qu’on
le binary.unhexlify stocke le résultat dans le même buffer.
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-- First check :
0x43abdb4a0af9: cmp byte ptr [rsp], 0x29 <<<< TRACEVENT,

rax=0010ec00↪→

ReadEvent addr:000000000010ec00 n:0000000000000001 val:00000000000000aa
-> 29XXXXXX

======================

-- Second check :
0x4a170682ede1: cmp word ptr [rsp + 2], 0xd17e <<<< TRACEVENT,

rax=0010ec00↪→

ReadEvent addr:000000000010ec02 n:0000000000000002 val:000000000000aaaa
-> 29XX7ED1

======================

-- Third check :
0x6f4b0e0f370: cmp byte ptr [rsp + 0xb], 0x8c <<<< TRACEVENT,

rax=0010ec00↪→

ReadEvent addr:000000000010ec0b n:0000000000000001 val:00000000000000aa
-> buf[0xb] = 0x8c

======================

-- Fourth check:
0x49e7e541be22: movzx rbx, byte ptr [rsp + 9] <<<< TRACEVENT, rax=0010ed03
OpReg rbx:000049e7e541000c
ReadEvent addr:000000000010ec01 n:0000000000000001 val:00000000000000aa
rbx:000049e7e541000c
rbx:00000000000000aa

0x49e7e541be28: mov byte ptr [rax], 0 <<<< TRACEVENT,
rax=0010ed03↪→

WriteEvent addr:000000000010ed03 n:0000000000000001 nval:0000000000000000
val:0000000000000000↪→

0x49e7e541be2b: lea rcx, qword ptr [rip + 6] <<<< TRACEVENT,
rax=0010ed03↪→

OpReg rcx:0000000000000000
rcx:0000000000000000
rcx:000049e7e541be38

0x49e7e541be32: lea rcx, qword ptr [rcx + rbx*2] <<<<
TRACEVENT, rax=0010ed03↪→

OpReg rcx:000049e7e541be38
rcx:000049e7e541be38
rcx:000049e7e541bf8c

0x49e7e541be36: jmp rcx <<<< TRACEVENT, rax=0010ed03
OpReg rcx:000049e7e541bf8c

0x49e7e541bf8c: add byte ptr [rax], al <<<< TRACEVENT,
rax=0010ed03↪→

OpReg al:10ed03
ReadEvent addr:000000000010ed03 n:0000000000000001 val:0000000000000000
WriteEvent addr:000000000010ed03 n:0000000000000001 nval:0000000000000003

val:0000000000000000↪→

+++++++++++++++++ Multiple iterations here

0x49e7e541c038: cmp byte ptr [rax], 0x65 <<<< TRACEVENT,
rax=0010ed03↪→

ReadEvent addr:000000000010ed03 n:0000000000000001 val:0000000000000002
Regs
-> buf[1] = 0x89
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Voici le raisonnement pour que la quatrième condition soit vérifiée :
— byte ptr[rax]=0
— al = 3 -> on ajout 3 a chaque add byte ptr [rax], al
— On veut a la fin que byte ptr [rax] = 0x65.
— On doit exécuter 6516/3 ≡ 119 mod 256
— Sur les 256 instructions exécutées au maximum, on en saut buf[1].
— On veut donc buf [1] = 256− 119 = 8916.

-- Fifth check:
0x352845ab3bd5: xor ebx, dword ptr [rsp + 0xc] <<<< TRACEVENT,

rax=0010ec00↪→

OpReg ebx:352845ab3bd5
ReadEvent addr:000000000010ec0c n:0000000000000004 val:00000000aaaaaaaa
Regs
rbx:0000352845ab3bd5
rbx:00000000ef01917f

0x352845ab3bd9: cmp ebx, 0xa9b00f5c <<<< TRACEVENT,
rax=0010ec00↪→

OpReg ebx:ef01917f
Regs
-> buf[0xc -> 0x10] = 0xec1b3489 = 0xa9b00f5c ^ 0x45ab3bd5

=======

-- Sixth check:
0x59cb440c4536: mov eax, dword ptr [rsp + 0x10] <<<< TRACEVENT,

rax=8caaaaaa↪→

OpReg eax:0010ec00
ReadEvent addr:000000000010ec08 n:0000000000000004 val:000000008caaaaaa
Regs
rax:000000000010ec00
rax:000000008caaaaaa

0x59cb440c453a: xor rax, rbx <<<< TRACEVENT, rax=59cb4466a129
OpReg rax:000000008caaaaaa rbx:000059cbc8cc0b83
Regs
rax:000000008caaaaaa
rax:000059cb4466a129

0x59cb440c453d: movabs rbx, 0x2a7ee24a000c <<<< TRACEVENT,
rax=59cb4466a129↪→

OpReg rbx:000059cbc8cc0b83
Regs
rbx:000059cbc8cc0b83
rbx:00002a7ee24a000c

0x59cb440c4547: cmpxchg rcx, rbx <<<< TRACEVENT,
rax=59cb440c4556↪→

OpReg rbx:00002a7ee24a000c rcx:000059cb440c4556
Regs
rax:000059cb4466a129
rax:000059cb440c4556
Want rax = rax -> buf[0x8] = 0xc8cc0b83 ^ 0x440c4556 = 0x8cc04ed5

Pour la dernière vérification des instructions pour nombres à virgule sont utilisées.
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0x2a7ee24aae3d: xor dword ptr [rsp + 0x1c], ebx <<<< TRACEVENT,
rax=0010ec00↪→

OpReg ebx:aaaaaaaa
ReadEvent addr:000000000010ec14 n:0000000000000004 val:0000000024b87838
WriteEvent addr:000000000010ec14 n:0000000000000004 nval:000000008e12d292

val:0000000024b87838↪→

Regs

0x2a7ee24aae41: wait <<<< TRACEVENT, rax=0010ec00
Regs

0x2a7ee24aae42: fnclex <<<< TRACEVENT, rax=0010ec00
Regs

Content of [rsp+0x18] b’cb6d711eecae34bdfe3f333431626563’
0x2a7ee24aae44: fld xword ptr [rsp + 0x18] <<<< TRACEVENT,

rax=0010ec00↪→

Regs

CODE at 0x2a7ee24aae44 b’db6c2418’
0x2a7ee24aae44: fld xword ptr [rsp + 0x18]

0x2a7ee24aae48: fld st(0) <<<< TRACEVENT, rax=0010ec00
Regs

0x2a7ee24aae4a: fcos <<<< TRACEVENT, rax=0010ec00
Regs

0x2a7ee24aae4c: fcompp <<<< TRACEVENT, rax=0010ec00
Regs

0x2a7ee24aae4e: wait <<<< TRACEVENT, rax=0010ec00
Regs

0x2a7ee24aae4f: fnstsw ax <<<< TRACEVENT, rax=00100000
OpReg ax:10ec00
Regs
rax:000000000010ec00
rax:0000000000100000

On vérifie que x = quad_float(rsp+ 0x18) : x = cos(x)− > x ≈ 0.739085.
Rien de mieux qu’un
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int main() {
for (u64 i = 0; i < 1ull << 32; ++i) {

u64 a = 0x1e716dcb + (i << 32);
u64 b = 0x6365623134333ffe;
u64 res;

// ok at 3174346476
//a=0xbd34aeec1e716dcbull;
//b=0x6365623134333ffeull;

__asm__ volatile("mov rax, %2\n"
"pushq rax\n"
"mov rax, %1\n"
"pushq rax\n"
"wait\n"
"fnclex\n"
"fld tbyte ptr [rsp]\n"
"fld st(0)\n"
"fcos\n"
"fcompp\n"
"wait\n"
"fnstsw ax\n"
"and rax, 0xffdf\n"
"mov %0, rax\n"
"popq rax\n"
"popq rax\n"
: "=r"(res)
: "r"(a), "r"(b)
: "%rax");

if (res == 0x4000) {
printf("ok at %Lu\n", i);

}
}
return 0;

}

La programme trouve la solution pour i = 3174346476 =⇒ buf [0x4 : 0x8] = 3174346476 ⊕
0x24b87838 = 0x998cd6d4 L’input que l’on doit spécifier est 29897ed1d4d68c99d54ec08c89341bec.

Petit bémol, QEMU se rate sur le fcompp et me retourne fail. J’ai pas creusé pourquoi, mais en
ignorant le fail jump, j’obtiens :

CODE at 0x99a380575e2 b’0f05’
0x99a380575e2: syscall bytearray(b’\x0f\x05’)
[1, 99265643088338, 12]
GOT HOOK >> write
WRITING >> bytearray(b’The key is: ’)

---

CODE at 0x99a380575f3 b’0f05’
0x99a380575f3: syscall bytearray(b’\x0f\x05’)
[1, 1108992, 32]
GOT HOOK >> write
WRITING >> bytearray(b’E574B514667F6AB2D83047BB871A54F5’)

La clé de ce niveau est E574B514667F6AB2D83047BB871A54F5

III.2.3 Ressources

—
— -> des librairies perso sont utilisées mais ça peut quand même donner une idée.
—
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package tar

import (
  "bytes"
  "fmt"
  "io"
  "io/ioutil"
  "log"
  "reflect"
)

import "encoding/json"

func check(e error) {
  if e != nil {
    panic(e)
  }
}

type Test1 struct {
  Data   []byte
  Offset int64
}

func Example() {
  // Create a buffer to write our archive to.
  dat, err := ioutil.ReadFile("./huge.tar")
  check(err)
  fmt.Print("Contents of %d\n", len(dat))

  // Open the tar archive for reading.
  r := bytes.NewReader(dat)
  tr := NewReader(r)

  // Iterate through the files in the archive.
  var entries []Test1
  for {
    hdr, err := tr.Next()
    if err == io.EOF {
      // end of tar archive
      break
    }
    if err != nil {
      log.Fatalln(err)
    }
    fmt.Println(reflect.TypeOf(hdr))
    fmt.Println(tr.curr)
    entry := tr.curr.(*sparseFileReader)

    for index, elem1 := range entry.sp {
      var s = make([]byte, elem1.numBytes)
      n, err := entry.rfr.Read(s)
      fmt.Printf("Got sp entry of idx=%d %s: %d %s >> %s\n", 
      index, elem1, n, err, s)
      entries = append(entries, Test1{Data: s, Offset: elem1.offset})
    }
    res, _ := json.Marshal(entries)
    err = ioutil.WriteFile("/tmp/dat1", res, 0644)
    check(err)
    fmt.Println()
  }
}



#!/usr/bin/env python
from unicorn import *
from chdrft.main import app
from chdrft.utils.misc import cwdpath, Attributize, Arch, opa_print, to_list, lowercase_norm
from chdrft.utils.math import rotlu32, modu32
from chdrft.emu.elf import ElfUtils, MEM_FLAGS
from chdrft.emu.binary import X86Machine, cs_print_x86_insn, Memory, Regs
from chdrft.emu.syscall import SyscallDb
from chdrft.emu.code_db import g_code, g_asm
from chdrft.emu.structures import StructureReader, Structure, BufferMemReader
from chdrft.emu.trace import Tracer, TraceDiff, WatchedMem, TraceEvent, VmOp
from chdrft.emu.kernel import Kernel, load_elf
from chdrft.tube.sock import Sock
import multiprocessing as mp

import binascii
import ctypes
import pprint as pp
import threading
import time

import struct
from capstone.x86_const import *
import traceback
import jsonpickle
import sys
from unicorn.x86_const import *


import json
import base64
from chdrft.utils.misc import Attributize
from chdrft.emu.elf import ElfUtils


def get1(a):
  x = Attributize()
  x.data = base64.b64decode(a['Data'])
  x.offset = a['Offset']
  return x

def try_one(tb, buf):
  stack_seg=0x100000
  stack_size=0x10000

  entry_addr = 0x51466a42e705
  offset_addr_size = [[0x0000000000001000, 0x00002b0000000000, 0x00001ef000000000],
                 [0x00002afffffe1000, 0x000049f000000000, 0x0000161000000000],
                 [0x000049effffe1000, 0x0000000000020000, 0x00002afffffe0000],]

  def read_handler(data):
    print('read handler KAPAPA', data)
    addr=data.args[1].val._val
    print(buf)
    print('read handler iat  addr ', hex(addr))
    kern.mem.write(addr, buf)
    kern.regs.rax=len(buf)

  got_exc=0

  def safe_hook(func):
    def hook_func(uc, *args):
      try:
        func(uc, *args)
      except Exception as e:
        traceback.print_exc()
        print('FUUU')
        print('Got exceptino , stopping emu>> ', e)
        got_exc=1
        uc.emu_stop()

    return hook_func



  mu = Uc(UC_ARCH_X86, UC_MODE_64)
  log_file = '/tmp/info.out'
  kern = Kernel(mu, log_file, read_handler=read_handler)
  kern.regs.rip = entry_addr

  mu.mem_map(stack_seg, stack_size, UC_PROT_WRITE|UC_PROT_READ)
  kern.regs.rsp=stack_seg+stack_size-0x100
  mapped=[]
  for e in tb:
    for offset, addr, size in offset_addr_size:
      if offset<=e.offset<offset+size:
        cur_addr=addr+e.offset-offset
        print('mapping addr ', hex(cur_addr), e.data[0xc:30])
        mu.mem_map(cur_addr, len(e.data), UC_PROT_EXEC|UC_PROT_READ)
        mapped.append(cur_addr)
        mu.mem_write(cur_addr, e.data)
        break
  mapped.sort()

  mu.hook_add(UC_HOOK_INTR, safe_hook(kern.hook_intr))
  mu.hook_add(UC_HOOK_MEM_FETCH_UNMAPPED, safe_hook(kern.hook_unmapped))

  mu.hook_add(UC_HOOK_INSN, safe_hook(kern.hook_syscall), None, 1, 0, UC_X86_INS_SYSCALL)
  mu.hook_add(UC_HOOK_CODE, safe_hook(kern.hook_code), None, 0, -1)
  mu.hook_add(UC_HOOK_MEM_READ | UC_HOOK_MEM_WRITE, safe_hook(kern.hook_mem_access), None,
              1, 0)

  #addrx=0x000049e7e541be38
  #insn=kern.mem.read(addrx, 0x200)
  #kern.dec.disp_ins(insn, addrx)
  #sys.exit(0)


  input_start=0x000000000010ec00
  input_end=input_start+0x20
  print('look at ', hex(input_start), hex(input_end))
  read_log=[]
  def input_read(uc, access, address, size, value, user_data):
    if kern.ignore_mem_access:
      return
    offset=address-input_start
    read_log.append([hex(kern.regs.rip), offset, size])

  mu.hook_add(UC_HOOK_MEM_READ, safe_hook(input_read), None,
              input_start, input_end)



  print('BUF >> ', binascii.hexlify(kern.mem.read(0x000049e7e541be38, 0x200)))

  event_log = open('/tmp/events.out', 'w')
  kern.tracer.cb = lambda x: event_handle(x, event_log)

  while True:
    try:
      print('starting >> ', hex(kern.regs.rip))
      kern.start()
    except UcError as e:
      print(e)
    except AssertionError as e:
      break
    if got_exc:
      break
    np=None
    for e in mapped:
      if e>=kern.regs.rip:
        np=e
        break
    if not np:
      break
    if kern.regs.rip==np:
      break
    print('GO from ', hex(kern.regs.rip), 'to', hex(np), 'with', hex(kern.regs.rax))
    kern.regs.rip=np
  return read_log


def main():
  tb = json.loads(open('/tmp/dat1', 'r').read())
  tb = list([get1(x) for x in tb])
  for e in tb:
    print(hex(e.offset))

#Type           Offset             VirtAddr           PhysAddr
#FileSiz            MemSiz              Flags  Align
#LOAD           0x0000000000001000 0x00002b0000000000 0x00002b0000000000
#0x00001ef000000000 0x00001ef000000000  R E    1000
#LOAD           0x00002afffffe1000 0x000049f000000000 0x000049f000000000
#0x0000161000000000 0x0000161000000000  R E    1000
#LOAD           0x000049effffe1000 0x0000000000020000 0x0000000000020000
#0x00002afffffe0000 0x00002afffffe0000  R E    1000

  fx=open('/tmp/t1', 'wb')
  for e in tb:
    fx.write(e.data)

  buf=bytearray(b'a'*0x20)

  def setx(pos, v):
    buf[pos*2:pos*2+len(v)]=v
  def set32(pos, v):
    setx(pos, binascii.hexlify(struct.pack('<I', v)))
  setx(0, b'29')
  ## need 256+0x65 / 3 = 119 iterations -> put at 256-119 = 137 = 0x89
  setx(2, b'7ed1')
  setx(0xb, b'8c')
  setx(1, b'89')
  setx(0xc, b'89341bec')
  setx(8, b'd54ec08c')
  set32(4, 3174346476^0x0000000024b87838)
  #buf=bytearray(b'29897ED13878B824D54EC08C89341BEC')
  buf.append(0)
  print('GOT BUF >>', buf)

  if 0:
    i=15
    buf[i]=buf[i]^1

  #setx(1, b'ff')

  buf2=bytes(buf)
  res=try_one(tb, buf2)
  print('EVENT KAPPA', len(res))

    #print('WRITING >> ', buf)
    #self.info.append('WRITING >> ' + bytes(buf).decode())
    #self.dump_log()



def event_handle(e, fevent):
  if isinstance(e, TraceEvent):
    fevent.write(str(e) + '\n\n')
    fevent.flush()

main()



0x51466a42e705: sub rsp, 0x1000 		 <<<< TRACEVENT, rax=00000000
OpReg rsp:000000000010ff00 
Regs
rsp:000000000010ff00 
rsp:000000000010ef00 


0x51466a42e70c: and rsp, 0xfffffffffffffc00 		 <<<< TRACEVENT, rax=00000000
OpReg rsp:000000000010ef00 
Regs
rsp:000000000010ef00 
rsp:000000000010ec00 


0x51466a42e713: mov rbp, rsp 		 <<<< TRACEVENT, rax=00000000
OpReg rbp:0000000000000000 rsp:000000000010ec00 
Regs
rbp:0000000000000000 
rbp:000000000010ec00 


0x51466a42e716: xor rax, rax 		 <<<< TRACEVENT, rax=00000000
OpReg rax:0000000000000000 
Regs




0x51466a42e719: inc rax 		 <<<< TRACEVENT, rax=00000001
OpReg rax:0000000000000000 
Regs
rax:0000000000000000 
rax:0000000000000001 


0x51466a42e71c: xor rdi, rdi 		 <<<< TRACEVENT, rax=00000001
OpReg rdi:0000000000000000 
Regs




0x51466a42e71f: inc rdi 		 <<<< TRACEVENT, rax=00000001
OpReg rdi:0000000000000000 
Regs
rdi:0000000000000000 
rdi:0000000000000001 


0x51466a42e722: movabs rsi, 0x5a48156509b7 		 <<<< TRACEVENT, rax=00000001
OpReg rsi:0000000000000000 
Regs
rsi:0000000000000000 
rsi:00005a48156509b7 


0x51466a42e72c: mov edx, 0x1b 		 <<<< TRACEVENT, rax=00000001
OpReg edx:00000000 
Regs
rdx:0000000000000000 
rdx:000000000000001b 


0x51466a42e731: syscall  		 <<<< TRACEVENT, rax=00000001
Regs




0x51466a42e733: xor rax, rax 		 <<<< TRACEVENT, rax=00000000
OpReg rax:0000000000000001 
Regs
rax:0000000000000001 
rax:0000000000000000 


0x51466a42e736: xor rdi, rdi 		 <<<< TRACEVENT, rax=00000000
OpReg rdi:0000000000000001 
Regs
rdi:0000000000000001 
rdi:0000000000000000 


0x51466a42e739: mov rsi, rbp 		 <<<< TRACEVENT, rax=00000000
OpReg rbp:000000000010ec00 rsi:00005a48156509b7 
Regs
rsi:00005a48156509b7 
rsi:000000000010ec00 


0x51466a42e73c: mov edx, 0x400 		 <<<< TRACEVENT, rax=00000000
OpReg edx:0000001b 
Regs
rdx:000000000000001b 
rdx:0000000000000400 


0x51466a42e741: syscall  		 <<<< TRACEVENT, rax=00000021
Regs
rax:0000000000000000 
rax:0000000000000021 


0x51466a42e743: mov rax, rsp 		 <<<< TRACEVENT, rax=0010ec00
OpReg rax:0000000000000021 rsp:000000000010ec00 
Regs
rax:0000000000000021 
rax:000000000010ec00 


0x51466a42e746: mov rdi, rsp 		 <<<< TRACEVENT, rax=0010ec00
OpReg rdi:0000000000000000 rsp:000000000010ec00 
Regs
rdi:0000000000000000 
rdi:000000000010ec00 


0x51466a42e749: mov rsi, rsp 		 <<<< TRACEVENT, rax=0010ec00
OpReg rsi:000000000010ec00 rsp:000000000010ec00 
Regs




0x51466a42e74c: movabs r15, 0x10f338cf000c 		 <<<< TRACEVENT, rax=0010ec00
OpReg r15:0000000000000000 
Regs
r15:0000000000000000 
r15:000010f338cf000c 


0x51466a42e756: call r15 		 <<<< TRACEVENT, rax=0010ec00
OpReg r15:000010f338cf000c 
WriteEvent addr:000000000010ebf8 n:0000000000000008 nval:000051466a42e759 val:0000000000000000 
Regs
rsp:000000000010ec00 
rsp:000000000010ebf8 


0x10f338cf000c: add byte ptr [rax], al 		 <<<< TRACEVENT, rax=0010ec00
OpReg al:10ec00 
ReadEvent addr:000000000010ec00 n:0000000000000001 val:0000000000000032 
WriteEvent addr:000000000010ec00 n:0000000000000001 nval:0000000000000032 val:0000000000000032 
Regs




0x10f338cf7548: mov ecx, 0x10 		 <<<< TRACEVENT, rax=0010ec00
OpReg ecx:00000000 
Regs
rcx:0000000000000000 
rcx:0000000000000010 


0x10f338cf754d: movzx ebx, byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
OpReg ebx:00000000 
ReadEvent addr:000000000010ec00 n:0000000000000001 val:0000000000000032 
Regs
rbx:0000000000000000 
rbx:0000000000000032 


0x10f338cf7550: sub bl, 0x30 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:32 
Regs
rbx:0000000000000032 
rbx:0000000000000002 


0x10f338cf7553: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7555: cmp bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:02 
Regs




0x10f338cf7558: jb 0x10f338cf7571 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7571: inc rsi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rsi:000000000010ec00 
Regs
rsi:000000000010ec00 
rsi:000000000010ec01 


0x10f338cf7574: shl ebx, 8 		 <<<< TRACEVENT, rax=0010ec00
OpReg ebx:00000002 
Regs
rbx:0000000000000002 
rbx:0000000000000200 


0x10f338cf7577: mov bl, byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:200 
ReadEvent addr:000000000010ec01 n:0000000000000001 val:0000000000000039 
Regs
rbx:0000000000000200 
rbx:0000000000000239 


0x10f338cf7579: sub bl, 0x30 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:239 
Regs
rbx:0000000000000239 
rbx:0000000000000209 


0x10f338cf757c: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf757e: cmp bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:209 
Regs




0x10f338cf7581: jb 0x10f338cf759a 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf759a: inc rsi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rsi:000000000010ec01 
Regs
rsi:000000000010ec01 
rsi:000000000010ec02 


0x10f338cf759d: shl bl, 4 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:209 
Regs
rbx:0000000000000209 
rbx:0000000000000290 


0x10f338cf75a0: shr bx, 4 		 <<<< TRACEVENT, rax=0010ec00
OpReg bx:0290 
Regs
rbx:0000000000000290 
rbx:0000000000000029 


0x10f338cf75a4: mov byte ptr [rdi], bl 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:29 
WriteEvent addr:000000000010ec00 n:0000000000000001 nval:0000000000000029 val:0000000000000032 
Regs




0x10f338cf75a6: inc rdi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rdi:000000000010ec00 
Regs
rdi:000000000010ec00 
rdi:000000000010ec01 


0x10f338cf75a9: loop 0x10f338cf754d 		 <<<< TRACEVENT, rax=0010ec00
Regs
rcx:0000000000000010 
rcx:000000000000000f 


0x10f338cf754d: movzx ebx, byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
OpReg ebx:00000029 
ReadEvent addr:000000000010ec02 n:0000000000000001 val:0000000000000038 
Regs
rbx:0000000000000029 
rbx:0000000000000038 


0x10f338cf7550: sub bl, 0x30 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:38 
Regs
rbx:0000000000000038 
rbx:0000000000000008 


0x10f338cf7553: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7555: cmp bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:08 
Regs




0x10f338cf7558: jb 0x10f338cf7571 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7571: inc rsi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rsi:000000000010ec02 
Regs
rsi:000000000010ec02 
rsi:000000000010ec03 


0x10f338cf7574: shl ebx, 8 		 <<<< TRACEVENT, rax=0010ec00
OpReg ebx:00000008 
Regs
rbx:0000000000000008 
rbx:0000000000000800 


0x10f338cf7577: mov bl, byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:800 
ReadEvent addr:000000000010ec03 n:0000000000000001 val:0000000000000039 
Regs
rbx:0000000000000800 
rbx:0000000000000839 


0x10f338cf7579: sub bl, 0x30 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:839 
Regs
rbx:0000000000000839 
rbx:0000000000000809 


0x10f338cf757c: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf757e: cmp bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:809 
Regs




0x10f338cf7581: jb 0x10f338cf759a 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf759a: inc rsi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rsi:000000000010ec03 
Regs
rsi:000000000010ec03 
rsi:000000000010ec04 


0x10f338cf759d: shl bl, 4 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:809 
Regs
rbx:0000000000000809 
rbx:0000000000000890 


0x10f338cf75a0: shr bx, 4 		 <<<< TRACEVENT, rax=0010ec00
OpReg bx:0890 
Regs
rbx:0000000000000890 
rbx:0000000000000089 


0x10f338cf75a4: mov byte ptr [rdi], bl 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:89 
WriteEvent addr:000000000010ec01 n:0000000000000001 nval:0000000000000089 val:0000000000000039 
Regs




0x10f338cf75a6: inc rdi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rdi:000000000010ec01 
Regs
rdi:000000000010ec01 
rdi:000000000010ec02 


0x10f338cf75a9: loop 0x10f338cf754d 		 <<<< TRACEVENT, rax=0010ec00
Regs
rcx:000000000000000f 
rcx:000000000000000e 


0x10f338cf754d: movzx ebx, byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
OpReg ebx:00000089 
ReadEvent addr:000000000010ec04 n:0000000000000001 val:0000000000000037 
Regs
rbx:0000000000000089 
rbx:0000000000000037 


0x10f338cf7550: sub bl, 0x30 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:37 
Regs
rbx:0000000000000037 
rbx:0000000000000007 


0x10f338cf7553: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7555: cmp bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:07 
Regs




0x10f338cf7558: jb 0x10f338cf7571 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7571: inc rsi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rsi:000000000010ec04 
Regs
rsi:000000000010ec04 
rsi:000000000010ec05 


0x10f338cf7574: shl ebx, 8 		 <<<< TRACEVENT, rax=0010ec00
OpReg ebx:00000007 
Regs
rbx:0000000000000007 
rbx:0000000000000700 


0x10f338cf7577: mov bl, byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:700 
ReadEvent addr:000000000010ec05 n:0000000000000001 val:0000000000000065 
Regs
rbx:0000000000000700 
rbx:0000000000000765 


0x10f338cf7579: sub bl, 0x30 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:765 
Regs
rbx:0000000000000765 
rbx:0000000000000735 


0x10f338cf757c: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf757e: cmp bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:735 
Regs




0x10f338cf7581: jb 0x10f338cf759a 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7583: sub bl, 0x11 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:735 
Regs
rbx:0000000000000735 
rbx:0000000000000724 


0x10f338cf7586: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7588: cmp bl, 6 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:724 
Regs




0x10f338cf758b: jb 0x10f338cf7597 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf758d: sub bl, 0x20 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:724 
Regs
rbx:0000000000000724 
rbx:0000000000000704 


0x10f338cf7590: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7592: cmp bl, 6 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:704 
Regs




0x10f338cf7595: jae 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7597: add bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:704 
Regs
rbx:0000000000000704 
rbx:000000000000070e 


0x10f338cf759a: inc rsi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rsi:000000000010ec05 
Regs
rsi:000000000010ec05 
rsi:000000000010ec06 


0x10f338cf759d: shl bl, 4 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:70e 
Regs
rbx:000000000000070e 
rbx:00000000000007e0 


0x10f338cf75a0: shr bx, 4 		 <<<< TRACEVENT, rax=0010ec00
OpReg bx:07e0 
Regs
rbx:00000000000007e0 
rbx:000000000000007e 


0x10f338cf75a4: mov byte ptr [rdi], bl 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:7e 
WriteEvent addr:000000000010ec02 n:0000000000000001 nval:000000000000007e val:0000000000000038 
Regs




0x10f338cf75a6: inc rdi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rdi:000000000010ec02 
Regs
rdi:000000000010ec02 
rdi:000000000010ec03 


0x10f338cf75a9: loop 0x10f338cf754d 		 <<<< TRACEVENT, rax=0010ec00
Regs
rcx:000000000000000e 
rcx:000000000000000d 


0x10f338cf754d: movzx ebx, byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
OpReg ebx:0000007e 
ReadEvent addr:000000000010ec06 n:0000000000000001 val:0000000000000064 
Regs
rbx:000000000000007e 
rbx:0000000000000064 


0x10f338cf7550: sub bl, 0x30 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:64 
Regs
rbx:0000000000000064 
rbx:0000000000000034 


0x10f338cf7553: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7555: cmp bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:34 
Regs




0x10f338cf7558: jb 0x10f338cf7571 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf755a: sub bl, 0x11 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:34 
Regs
rbx:0000000000000034 
rbx:0000000000000023 


0x10f338cf755d: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf755f: cmp bl, 6 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:23 
Regs




0x10f338cf7562: jb 0x10f338cf756e 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7564: sub bl, 0x20 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:23 
Regs
rbx:0000000000000023 
rbx:0000000000000003 


0x10f338cf7567: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7569: cmp bl, 6 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:03 
Regs




0x10f338cf756c: jae 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf756e: add bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:03 
Regs
rbx:0000000000000003 
rbx:000000000000000d 


0x10f338cf7571: inc rsi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rsi:000000000010ec06 
Regs
rsi:000000000010ec06 
rsi:000000000010ec07 


0x10f338cf7574: shl ebx, 8 		 <<<< TRACEVENT, rax=0010ec00
OpReg ebx:0000000d 
Regs
rbx:000000000000000d 
rbx:0000000000000d00 


0x10f338cf7577: mov bl, byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:d00 
ReadEvent addr:000000000010ec07 n:0000000000000001 val:0000000000000031 
Regs
rbx:0000000000000d00 
rbx:0000000000000d31 


0x10f338cf7579: sub bl, 0x30 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:d31 
Regs
rbx:0000000000000d31 
rbx:0000000000000d01 


0x10f338cf757c: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf757e: cmp bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:d01 
Regs




0x10f338cf7581: jb 0x10f338cf759a 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf759a: inc rsi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rsi:000000000010ec07 
Regs
rsi:000000000010ec07 
rsi:000000000010ec08 


0x10f338cf759d: shl bl, 4 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:d01 
Regs
rbx:0000000000000d01 
rbx:0000000000000d10 


0x10f338cf75a0: shr bx, 4 		 <<<< TRACEVENT, rax=0010ec00
OpReg bx:0d10 
Regs
rbx:0000000000000d10 
rbx:00000000000000d1 


0x10f338cf75a4: mov byte ptr [rdi], bl 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:d1 
WriteEvent addr:000000000010ec03 n:0000000000000001 nval:00000000000000d1 val:0000000000000039 
Regs




0x10f338cf75a6: inc rdi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rdi:000000000010ec03 
Regs
rdi:000000000010ec03 
rdi:000000000010ec04 


0x10f338cf75a9: loop 0x10f338cf754d 		 <<<< TRACEVENT, rax=0010ec00
Regs
rcx:000000000000000d 
rcx:000000000000000c 


0x10f338cf754d: movzx ebx, byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
OpReg ebx:000000d1 
ReadEvent addr:000000000010ec08 n:0000000000000001 val:0000000000000064 
Regs
rbx:00000000000000d1 
rbx:0000000000000064 


0x10f338cf7550: sub bl, 0x30 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:64 
Regs
rbx:0000000000000064 
rbx:0000000000000034 


0x10f338cf7553: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7555: cmp bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:34 
Regs




0x10f338cf7558: jb 0x10f338cf7571 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf755a: sub bl, 0x11 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:34 
Regs
rbx:0000000000000034 
rbx:0000000000000023 


0x10f338cf755d: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf755f: cmp bl, 6 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:23 
Regs




0x10f338cf7562: jb 0x10f338cf756e 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7564: sub bl, 0x20 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:23 
Regs
rbx:0000000000000023 
rbx:0000000000000003 


0x10f338cf7567: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7569: cmp bl, 6 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:03 
Regs




0x10f338cf756c: jae 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf756e: add bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:03 
Regs
rbx:0000000000000003 
rbx:000000000000000d 


0x10f338cf7571: inc rsi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rsi:000000000010ec08 
Regs
rsi:000000000010ec08 
rsi:000000000010ec09 


0x10f338cf7574: shl ebx, 8 		 <<<< TRACEVENT, rax=0010ec00
OpReg ebx:0000000d 
Regs
rbx:000000000000000d 
rbx:0000000000000d00 


0x10f338cf7577: mov bl, byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:d00 
ReadEvent addr:000000000010ec09 n:0000000000000001 val:0000000000000034 
Regs
rbx:0000000000000d00 
rbx:0000000000000d34 


0x10f338cf7579: sub bl, 0x30 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:d34 
Regs
rbx:0000000000000d34 
rbx:0000000000000d04 


0x10f338cf757c: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf757e: cmp bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:d04 
Regs




0x10f338cf7581: jb 0x10f338cf759a 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf759a: inc rsi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rsi:000000000010ec09 
Regs
rsi:000000000010ec09 
rsi:000000000010ec0a 


0x10f338cf759d: shl bl, 4 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:d04 
Regs
rbx:0000000000000d04 
rbx:0000000000000d40 


0x10f338cf75a0: shr bx, 4 		 <<<< TRACEVENT, rax=0010ec00
OpReg bx:0d40 
Regs
rbx:0000000000000d40 
rbx:00000000000000d4 


0x10f338cf75a4: mov byte ptr [rdi], bl 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:d4 
WriteEvent addr:000000000010ec04 n:0000000000000001 nval:00000000000000d4 val:0000000000000037 
Regs




0x10f338cf75a6: inc rdi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rdi:000000000010ec04 
Regs
rdi:000000000010ec04 
rdi:000000000010ec05 


0x10f338cf75a9: loop 0x10f338cf754d 		 <<<< TRACEVENT, rax=0010ec00
Regs
rcx:000000000000000c 
rcx:000000000000000b 


0x10f338cf754d: movzx ebx, byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
OpReg ebx:000000d4 
ReadEvent addr:000000000010ec0a n:0000000000000001 val:0000000000000064 
Regs
rbx:00000000000000d4 
rbx:0000000000000064 


0x10f338cf7550: sub bl, 0x30 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:64 
Regs
rbx:0000000000000064 
rbx:0000000000000034 


0x10f338cf7553: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7555: cmp bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:34 
Regs




0x10f338cf7558: jb 0x10f338cf7571 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf755a: sub bl, 0x11 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:34 
Regs
rbx:0000000000000034 
rbx:0000000000000023 


0x10f338cf755d: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf755f: cmp bl, 6 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:23 
Regs




0x10f338cf7562: jb 0x10f338cf756e 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7564: sub bl, 0x20 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:23 
Regs
rbx:0000000000000023 
rbx:0000000000000003 


0x10f338cf7567: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7569: cmp bl, 6 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:03 
Regs




0x10f338cf756c: jae 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf756e: add bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:03 
Regs
rbx:0000000000000003 
rbx:000000000000000d 


0x10f338cf7571: inc rsi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rsi:000000000010ec0a 
Regs
rsi:000000000010ec0a 
rsi:000000000010ec0b 


0x10f338cf7574: shl ebx, 8 		 <<<< TRACEVENT, rax=0010ec00
OpReg ebx:0000000d 
Regs
rbx:000000000000000d 
rbx:0000000000000d00 


0x10f338cf7577: mov bl, byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:d00 
ReadEvent addr:000000000010ec0b n:0000000000000001 val:0000000000000036 
Regs
rbx:0000000000000d00 
rbx:0000000000000d36 


0x10f338cf7579: sub bl, 0x30 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:d36 
Regs
rbx:0000000000000d36 
rbx:0000000000000d06 


0x10f338cf757c: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf757e: cmp bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:d06 
Regs




0x10f338cf7581: jb 0x10f338cf759a 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf759a: inc rsi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rsi:000000000010ec0b 
Regs
rsi:000000000010ec0b 
rsi:000000000010ec0c 


0x10f338cf759d: shl bl, 4 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:d06 
Regs
rbx:0000000000000d06 
rbx:0000000000000d60 


0x10f338cf75a0: shr bx, 4 		 <<<< TRACEVENT, rax=0010ec00
OpReg bx:0d60 
Regs
rbx:0000000000000d60 
rbx:00000000000000d6 


0x10f338cf75a4: mov byte ptr [rdi], bl 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:d6 
WriteEvent addr:000000000010ec05 n:0000000000000001 nval:00000000000000d6 val:0000000000000065 
Regs




0x10f338cf75a6: inc rdi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rdi:000000000010ec05 
Regs
rdi:000000000010ec05 
rdi:000000000010ec06 


0x10f338cf75a9: loop 0x10f338cf754d 		 <<<< TRACEVENT, rax=0010ec00
Regs
rcx:000000000000000b 
rcx:000000000000000a 


0x10f338cf754d: movzx ebx, byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
OpReg ebx:000000d6 
ReadEvent addr:000000000010ec0c n:0000000000000001 val:0000000000000038 
Regs
rbx:00000000000000d6 
rbx:0000000000000038 


0x10f338cf7550: sub bl, 0x30 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:38 
Regs
rbx:0000000000000038 
rbx:0000000000000008 


0x10f338cf7553: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7555: cmp bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:08 
Regs




0x10f338cf7558: jb 0x10f338cf7571 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7571: inc rsi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rsi:000000000010ec0c 
Regs
rsi:000000000010ec0c 
rsi:000000000010ec0d 


0x10f338cf7574: shl ebx, 8 		 <<<< TRACEVENT, rax=0010ec00
OpReg ebx:00000008 
Regs
rbx:0000000000000008 
rbx:0000000000000800 


0x10f338cf7577: mov bl, byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:800 
ReadEvent addr:000000000010ec0d n:0000000000000001 val:0000000000000063 
Regs
rbx:0000000000000800 
rbx:0000000000000863 


0x10f338cf7579: sub bl, 0x30 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:863 
Regs
rbx:0000000000000863 
rbx:0000000000000833 


0x10f338cf757c: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf757e: cmp bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:833 
Regs




0x10f338cf7581: jb 0x10f338cf759a 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7583: sub bl, 0x11 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:833 
Regs
rbx:0000000000000833 
rbx:0000000000000822 


0x10f338cf7586: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7588: cmp bl, 6 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:822 
Regs




0x10f338cf758b: jb 0x10f338cf7597 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf758d: sub bl, 0x20 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:822 
Regs
rbx:0000000000000822 
rbx:0000000000000802 


0x10f338cf7590: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7592: cmp bl, 6 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:802 
Regs




0x10f338cf7595: jae 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7597: add bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:802 
Regs
rbx:0000000000000802 
rbx:000000000000080c 


0x10f338cf759a: inc rsi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rsi:000000000010ec0d 
Regs
rsi:000000000010ec0d 
rsi:000000000010ec0e 


0x10f338cf759d: shl bl, 4 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:80c 
Regs
rbx:000000000000080c 
rbx:00000000000008c0 


0x10f338cf75a0: shr bx, 4 		 <<<< TRACEVENT, rax=0010ec00
OpReg bx:08c0 
Regs
rbx:00000000000008c0 
rbx:000000000000008c 


0x10f338cf75a4: mov byte ptr [rdi], bl 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:8c 
WriteEvent addr:000000000010ec06 n:0000000000000001 nval:000000000000008c val:0000000000000064 
Regs




0x10f338cf75a6: inc rdi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rdi:000000000010ec06 
Regs
rdi:000000000010ec06 
rdi:000000000010ec07 


0x10f338cf75a9: loop 0x10f338cf754d 		 <<<< TRACEVENT, rax=0010ec00
Regs
rcx:000000000000000a 
rcx:0000000000000009 


0x10f338cf754d: movzx ebx, byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
OpReg ebx:0000008c 
ReadEvent addr:000000000010ec0e n:0000000000000001 val:0000000000000039 
Regs
rbx:000000000000008c 
rbx:0000000000000039 


0x10f338cf7550: sub bl, 0x30 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:39 
Regs
rbx:0000000000000039 
rbx:0000000000000009 


0x10f338cf7553: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7555: cmp bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:09 
Regs




0x10f338cf7558: jb 0x10f338cf7571 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7571: inc rsi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rsi:000000000010ec0e 
Regs
rsi:000000000010ec0e 
rsi:000000000010ec0f 


0x10f338cf7574: shl ebx, 8 		 <<<< TRACEVENT, rax=0010ec00
OpReg ebx:00000009 
Regs
rbx:0000000000000009 
rbx:0000000000000900 


0x10f338cf7577: mov bl, byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:900 
ReadEvent addr:000000000010ec0f n:0000000000000001 val:0000000000000039 
Regs
rbx:0000000000000900 
rbx:0000000000000939 


0x10f338cf7579: sub bl, 0x30 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:939 
Regs
rbx:0000000000000939 
rbx:0000000000000909 


0x10f338cf757c: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf757e: cmp bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:909 
Regs




0x10f338cf7581: jb 0x10f338cf759a 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf759a: inc rsi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rsi:000000000010ec0f 
Regs
rsi:000000000010ec0f 
rsi:000000000010ec10 


0x10f338cf759d: shl bl, 4 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:909 
Regs
rbx:0000000000000909 
rbx:0000000000000990 


0x10f338cf75a0: shr bx, 4 		 <<<< TRACEVENT, rax=0010ec00
OpReg bx:0990 
Regs
rbx:0000000000000990 
rbx:0000000000000099 


0x10f338cf75a4: mov byte ptr [rdi], bl 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:99 
WriteEvent addr:000000000010ec07 n:0000000000000001 nval:0000000000000099 val:0000000000000031 
Regs




0x10f338cf75a6: inc rdi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rdi:000000000010ec07 
Regs
rdi:000000000010ec07 
rdi:000000000010ec08 


0x10f338cf75a9: loop 0x10f338cf754d 		 <<<< TRACEVENT, rax=0010ec00
Regs
rcx:0000000000000009 
rcx:0000000000000008 


0x10f338cf754d: movzx ebx, byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
OpReg ebx:00000099 
ReadEvent addr:000000000010ec10 n:0000000000000001 val:0000000000000064 
Regs
rbx:0000000000000099 
rbx:0000000000000064 


0x10f338cf7550: sub bl, 0x30 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:64 
Regs
rbx:0000000000000064 
rbx:0000000000000034 


0x10f338cf7553: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7555: cmp bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:34 
Regs




0x10f338cf7558: jb 0x10f338cf7571 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf755a: sub bl, 0x11 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:34 
Regs
rbx:0000000000000034 
rbx:0000000000000023 


0x10f338cf755d: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf755f: cmp bl, 6 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:23 
Regs




0x10f338cf7562: jb 0x10f338cf756e 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7564: sub bl, 0x20 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:23 
Regs
rbx:0000000000000023 
rbx:0000000000000003 


0x10f338cf7567: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7569: cmp bl, 6 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:03 
Regs




0x10f338cf756c: jae 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf756e: add bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:03 
Regs
rbx:0000000000000003 
rbx:000000000000000d 


0x10f338cf7571: inc rsi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rsi:000000000010ec10 
Regs
rsi:000000000010ec10 
rsi:000000000010ec11 


0x10f338cf7574: shl ebx, 8 		 <<<< TRACEVENT, rax=0010ec00
OpReg ebx:0000000d 
Regs
rbx:000000000000000d 
rbx:0000000000000d00 


0x10f338cf7577: mov bl, byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:d00 
ReadEvent addr:000000000010ec11 n:0000000000000001 val:0000000000000035 
Regs
rbx:0000000000000d00 
rbx:0000000000000d35 


0x10f338cf7579: sub bl, 0x30 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:d35 
Regs
rbx:0000000000000d35 
rbx:0000000000000d05 


0x10f338cf757c: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf757e: cmp bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:d05 
Regs




0x10f338cf7581: jb 0x10f338cf759a 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf759a: inc rsi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rsi:000000000010ec11 
Regs
rsi:000000000010ec11 
rsi:000000000010ec12 


0x10f338cf759d: shl bl, 4 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:d05 
Regs
rbx:0000000000000d05 
rbx:0000000000000d50 


0x10f338cf75a0: shr bx, 4 		 <<<< TRACEVENT, rax=0010ec00
OpReg bx:0d50 
Regs
rbx:0000000000000d50 
rbx:00000000000000d5 


0x10f338cf75a4: mov byte ptr [rdi], bl 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:d5 
WriteEvent addr:000000000010ec08 n:0000000000000001 nval:00000000000000d5 val:0000000000000064 
Regs




0x10f338cf75a6: inc rdi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rdi:000000000010ec08 
Regs
rdi:000000000010ec08 
rdi:000000000010ec09 


0x10f338cf75a9: loop 0x10f338cf754d 		 <<<< TRACEVENT, rax=0010ec00
Regs
rcx:0000000000000008 
rcx:0000000000000007 


0x10f338cf754d: movzx ebx, byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
OpReg ebx:000000d5 
ReadEvent addr:000000000010ec12 n:0000000000000001 val:0000000000000034 
Regs
rbx:00000000000000d5 
rbx:0000000000000034 


0x10f338cf7550: sub bl, 0x30 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:34 
Regs
rbx:0000000000000034 
rbx:0000000000000004 


0x10f338cf7553: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7555: cmp bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:04 
Regs




0x10f338cf7558: jb 0x10f338cf7571 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7571: inc rsi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rsi:000000000010ec12 
Regs
rsi:000000000010ec12 
rsi:000000000010ec13 


0x10f338cf7574: shl ebx, 8 		 <<<< TRACEVENT, rax=0010ec00
OpReg ebx:00000004 
Regs
rbx:0000000000000004 
rbx:0000000000000400 


0x10f338cf7577: mov bl, byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:400 
ReadEvent addr:000000000010ec13 n:0000000000000001 val:0000000000000065 
Regs
rbx:0000000000000400 
rbx:0000000000000465 


0x10f338cf7579: sub bl, 0x30 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:465 
Regs
rbx:0000000000000465 
rbx:0000000000000435 


0x10f338cf757c: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf757e: cmp bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:435 
Regs




0x10f338cf7581: jb 0x10f338cf759a 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7583: sub bl, 0x11 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:435 
Regs
rbx:0000000000000435 
rbx:0000000000000424 


0x10f338cf7586: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7588: cmp bl, 6 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:424 
Regs




0x10f338cf758b: jb 0x10f338cf7597 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf758d: sub bl, 0x20 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:424 
Regs
rbx:0000000000000424 
rbx:0000000000000404 


0x10f338cf7590: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7592: cmp bl, 6 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:404 
Regs




0x10f338cf7595: jae 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7597: add bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:404 
Regs
rbx:0000000000000404 
rbx:000000000000040e 


0x10f338cf759a: inc rsi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rsi:000000000010ec13 
Regs
rsi:000000000010ec13 
rsi:000000000010ec14 


0x10f338cf759d: shl bl, 4 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:40e 
Regs
rbx:000000000000040e 
rbx:00000000000004e0 


0x10f338cf75a0: shr bx, 4 		 <<<< TRACEVENT, rax=0010ec00
OpReg bx:04e0 
Regs
rbx:00000000000004e0 
rbx:000000000000004e 


0x10f338cf75a4: mov byte ptr [rdi], bl 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:4e 
WriteEvent addr:000000000010ec09 n:0000000000000001 nval:000000000000004e val:0000000000000034 
Regs




0x10f338cf75a6: inc rdi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rdi:000000000010ec09 
Regs
rdi:000000000010ec09 
rdi:000000000010ec0a 


0x10f338cf75a9: loop 0x10f338cf754d 		 <<<< TRACEVENT, rax=0010ec00
Regs
rcx:0000000000000007 
rcx:0000000000000006 


0x10f338cf754d: movzx ebx, byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
OpReg ebx:0000004e 
ReadEvent addr:000000000010ec14 n:0000000000000001 val:0000000000000063 
Regs
rbx:000000000000004e 
rbx:0000000000000063 


0x10f338cf7550: sub bl, 0x30 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:63 
Regs
rbx:0000000000000063 
rbx:0000000000000033 


0x10f338cf7553: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7555: cmp bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:33 
Regs




0x10f338cf7558: jb 0x10f338cf7571 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf755a: sub bl, 0x11 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:33 
Regs
rbx:0000000000000033 
rbx:0000000000000022 


0x10f338cf755d: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf755f: cmp bl, 6 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:22 
Regs




0x10f338cf7562: jb 0x10f338cf756e 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7564: sub bl, 0x20 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:22 
Regs
rbx:0000000000000022 
rbx:0000000000000002 


0x10f338cf7567: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7569: cmp bl, 6 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:02 
Regs




0x10f338cf756c: jae 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf756e: add bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:02 
Regs
rbx:0000000000000002 
rbx:000000000000000c 


0x10f338cf7571: inc rsi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rsi:000000000010ec14 
Regs
rsi:000000000010ec14 
rsi:000000000010ec15 


0x10f338cf7574: shl ebx, 8 		 <<<< TRACEVENT, rax=0010ec00
OpReg ebx:0000000c 
Regs
rbx:000000000000000c 
rbx:0000000000000c00 


0x10f338cf7577: mov bl, byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:c00 
ReadEvent addr:000000000010ec15 n:0000000000000001 val:0000000000000030 
Regs
rbx:0000000000000c00 
rbx:0000000000000c30 


0x10f338cf7579: sub bl, 0x30 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:c30 
Regs
rbx:0000000000000c30 
rbx:0000000000000c00 


0x10f338cf757c: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf757e: cmp bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:c00 
Regs




0x10f338cf7581: jb 0x10f338cf759a 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf759a: inc rsi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rsi:000000000010ec15 
Regs
rsi:000000000010ec15 
rsi:000000000010ec16 


0x10f338cf759d: shl bl, 4 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:c00 
Regs




0x10f338cf75a0: shr bx, 4 		 <<<< TRACEVENT, rax=0010ec00
OpReg bx:0c00 
Regs
rbx:0000000000000c00 
rbx:00000000000000c0 


0x10f338cf75a4: mov byte ptr [rdi], bl 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:c0 
WriteEvent addr:000000000010ec0a n:0000000000000001 nval:00000000000000c0 val:0000000000000064 
Regs




0x10f338cf75a6: inc rdi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rdi:000000000010ec0a 
Regs
rdi:000000000010ec0a 
rdi:000000000010ec0b 


0x10f338cf75a9: loop 0x10f338cf754d 		 <<<< TRACEVENT, rax=0010ec00
Regs
rcx:0000000000000006 
rcx:0000000000000005 


0x10f338cf754d: movzx ebx, byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
OpReg ebx:000000c0 
ReadEvent addr:000000000010ec16 n:0000000000000001 val:0000000000000038 
Regs
rbx:00000000000000c0 
rbx:0000000000000038 


0x10f338cf7550: sub bl, 0x30 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:38 
Regs
rbx:0000000000000038 
rbx:0000000000000008 


0x10f338cf7553: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7555: cmp bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:08 
Regs




0x10f338cf7558: jb 0x10f338cf7571 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7571: inc rsi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rsi:000000000010ec16 
Regs
rsi:000000000010ec16 
rsi:000000000010ec17 


0x10f338cf7574: shl ebx, 8 		 <<<< TRACEVENT, rax=0010ec00
OpReg ebx:00000008 
Regs
rbx:0000000000000008 
rbx:0000000000000800 


0x10f338cf7577: mov bl, byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:800 
ReadEvent addr:000000000010ec17 n:0000000000000001 val:0000000000000063 
Regs
rbx:0000000000000800 
rbx:0000000000000863 


0x10f338cf7579: sub bl, 0x30 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:863 
Regs
rbx:0000000000000863 
rbx:0000000000000833 


0x10f338cf757c: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf757e: cmp bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:833 
Regs




0x10f338cf7581: jb 0x10f338cf759a 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7583: sub bl, 0x11 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:833 
Regs
rbx:0000000000000833 
rbx:0000000000000822 


0x10f338cf7586: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7588: cmp bl, 6 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:822 
Regs




0x10f338cf758b: jb 0x10f338cf7597 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf758d: sub bl, 0x20 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:822 
Regs
rbx:0000000000000822 
rbx:0000000000000802 


0x10f338cf7590: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7592: cmp bl, 6 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:802 
Regs




0x10f338cf7595: jae 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7597: add bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:802 
Regs
rbx:0000000000000802 
rbx:000000000000080c 


0x10f338cf759a: inc rsi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rsi:000000000010ec17 
Regs
rsi:000000000010ec17 
rsi:000000000010ec18 


0x10f338cf759d: shl bl, 4 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:80c 
Regs
rbx:000000000000080c 
rbx:00000000000008c0 


0x10f338cf75a0: shr bx, 4 		 <<<< TRACEVENT, rax=0010ec00
OpReg bx:08c0 
Regs
rbx:00000000000008c0 
rbx:000000000000008c 


0x10f338cf75a4: mov byte ptr [rdi], bl 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:8c 
WriteEvent addr:000000000010ec0b n:0000000000000001 nval:000000000000008c val:0000000000000036 
Regs




0x10f338cf75a6: inc rdi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rdi:000000000010ec0b 
Regs
rdi:000000000010ec0b 
rdi:000000000010ec0c 


0x10f338cf75a9: loop 0x10f338cf754d 		 <<<< TRACEVENT, rax=0010ec00
Regs
rcx:0000000000000005 
rcx:0000000000000004 


0x10f338cf754d: movzx ebx, byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
OpReg ebx:0000008c 
ReadEvent addr:000000000010ec18 n:0000000000000001 val:0000000000000038 
Regs
rbx:000000000000008c 
rbx:0000000000000038 


0x10f338cf7550: sub bl, 0x30 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:38 
Regs
rbx:0000000000000038 
rbx:0000000000000008 


0x10f338cf7553: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7555: cmp bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:08 
Regs




0x10f338cf7558: jb 0x10f338cf7571 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7571: inc rsi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rsi:000000000010ec18 
Regs
rsi:000000000010ec18 
rsi:000000000010ec19 


0x10f338cf7574: shl ebx, 8 		 <<<< TRACEVENT, rax=0010ec00
OpReg ebx:00000008 
Regs
rbx:0000000000000008 
rbx:0000000000000800 


0x10f338cf7577: mov bl, byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:800 
ReadEvent addr:000000000010ec19 n:0000000000000001 val:0000000000000039 
Regs
rbx:0000000000000800 
rbx:0000000000000839 


0x10f338cf7579: sub bl, 0x30 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:839 
Regs
rbx:0000000000000839 
rbx:0000000000000809 


0x10f338cf757c: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf757e: cmp bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:809 
Regs




0x10f338cf7581: jb 0x10f338cf759a 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf759a: inc rsi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rsi:000000000010ec19 
Regs
rsi:000000000010ec19 
rsi:000000000010ec1a 


0x10f338cf759d: shl bl, 4 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:809 
Regs
rbx:0000000000000809 
rbx:0000000000000890 


0x10f338cf75a0: shr bx, 4 		 <<<< TRACEVENT, rax=0010ec00
OpReg bx:0890 
Regs
rbx:0000000000000890 
rbx:0000000000000089 


0x10f338cf75a4: mov byte ptr [rdi], bl 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:89 
WriteEvent addr:000000000010ec0c n:0000000000000001 nval:0000000000000089 val:0000000000000038 
Regs




0x10f338cf75a6: inc rdi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rdi:000000000010ec0c 
Regs
rdi:000000000010ec0c 
rdi:000000000010ec0d 


0x10f338cf75a9: loop 0x10f338cf754d 		 <<<< TRACEVENT, rax=0010ec00
Regs
rcx:0000000000000004 
rcx:0000000000000003 


0x10f338cf754d: movzx ebx, byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
OpReg ebx:00000089 
ReadEvent addr:000000000010ec1a n:0000000000000001 val:0000000000000033 
Regs
rbx:0000000000000089 
rbx:0000000000000033 


0x10f338cf7550: sub bl, 0x30 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:33 
Regs
rbx:0000000000000033 
rbx:0000000000000003 


0x10f338cf7553: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7555: cmp bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:03 
Regs




0x10f338cf7558: jb 0x10f338cf7571 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7571: inc rsi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rsi:000000000010ec1a 
Regs
rsi:000000000010ec1a 
rsi:000000000010ec1b 


0x10f338cf7574: shl ebx, 8 		 <<<< TRACEVENT, rax=0010ec00
OpReg ebx:00000003 
Regs
rbx:0000000000000003 
rbx:0000000000000300 


0x10f338cf7577: mov bl, byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:300 
ReadEvent addr:000000000010ec1b n:0000000000000001 val:0000000000000034 
Regs
rbx:0000000000000300 
rbx:0000000000000334 


0x10f338cf7579: sub bl, 0x30 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:334 
Regs
rbx:0000000000000334 
rbx:0000000000000304 


0x10f338cf757c: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf757e: cmp bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:304 
Regs




0x10f338cf7581: jb 0x10f338cf759a 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf759a: inc rsi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rsi:000000000010ec1b 
Regs
rsi:000000000010ec1b 
rsi:000000000010ec1c 


0x10f338cf759d: shl bl, 4 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:304 
Regs
rbx:0000000000000304 
rbx:0000000000000340 


0x10f338cf75a0: shr bx, 4 		 <<<< TRACEVENT, rax=0010ec00
OpReg bx:0340 
Regs
rbx:0000000000000340 
rbx:0000000000000034 


0x10f338cf75a4: mov byte ptr [rdi], bl 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:34 
WriteEvent addr:000000000010ec0d n:0000000000000001 nval:0000000000000034 val:0000000000000063 
Regs




0x10f338cf75a6: inc rdi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rdi:000000000010ec0d 
Regs
rdi:000000000010ec0d 
rdi:000000000010ec0e 


0x10f338cf75a9: loop 0x10f338cf754d 		 <<<< TRACEVENT, rax=0010ec00
Regs
rcx:0000000000000003 
rcx:0000000000000002 


0x10f338cf754d: movzx ebx, byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
OpReg ebx:00000034 
ReadEvent addr:000000000010ec1c n:0000000000000001 val:0000000000000031 
Regs
rbx:0000000000000034 
rbx:0000000000000031 


0x10f338cf7550: sub bl, 0x30 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:31 
Regs
rbx:0000000000000031 
rbx:0000000000000001 


0x10f338cf7553: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7555: cmp bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:01 
Regs




0x10f338cf7558: jb 0x10f338cf7571 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7571: inc rsi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rsi:000000000010ec1c 
Regs
rsi:000000000010ec1c 
rsi:000000000010ec1d 


0x10f338cf7574: shl ebx, 8 		 <<<< TRACEVENT, rax=0010ec00
OpReg ebx:00000001 
Regs
rbx:0000000000000001 
rbx:0000000000000100 


0x10f338cf7577: mov bl, byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:100 
ReadEvent addr:000000000010ec1d n:0000000000000001 val:0000000000000062 
Regs
rbx:0000000000000100 
rbx:0000000000000162 


0x10f338cf7579: sub bl, 0x30 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:162 
Regs
rbx:0000000000000162 
rbx:0000000000000132 


0x10f338cf757c: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf757e: cmp bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:132 
Regs




0x10f338cf7581: jb 0x10f338cf759a 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7583: sub bl, 0x11 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:132 
Regs
rbx:0000000000000132 
rbx:0000000000000121 


0x10f338cf7586: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7588: cmp bl, 6 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:121 
Regs




0x10f338cf758b: jb 0x10f338cf7597 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf758d: sub bl, 0x20 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:121 
Regs
rbx:0000000000000121 
rbx:0000000000000101 


0x10f338cf7590: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7592: cmp bl, 6 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:101 
Regs




0x10f338cf7595: jae 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7597: add bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:101 
Regs
rbx:0000000000000101 
rbx:000000000000010b 


0x10f338cf759a: inc rsi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rsi:000000000010ec1d 
Regs
rsi:000000000010ec1d 
rsi:000000000010ec1e 


0x10f338cf759d: shl bl, 4 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:10b 
Regs
rbx:000000000000010b 
rbx:00000000000001b0 


0x10f338cf75a0: shr bx, 4 		 <<<< TRACEVENT, rax=0010ec00
OpReg bx:01b0 
Regs
rbx:00000000000001b0 
rbx:000000000000001b 


0x10f338cf75a4: mov byte ptr [rdi], bl 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:1b 
WriteEvent addr:000000000010ec0e n:0000000000000001 nval:000000000000001b val:0000000000000039 
Regs




0x10f338cf75a6: inc rdi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rdi:000000000010ec0e 
Regs
rdi:000000000010ec0e 
rdi:000000000010ec0f 


0x10f338cf75a9: loop 0x10f338cf754d 		 <<<< TRACEVENT, rax=0010ec00
Regs
rcx:0000000000000002 
rcx:0000000000000001 


0x10f338cf754d: movzx ebx, byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
OpReg ebx:0000001b 
ReadEvent addr:000000000010ec1e n:0000000000000001 val:0000000000000065 
Regs
rbx:000000000000001b 
rbx:0000000000000065 


0x10f338cf7550: sub bl, 0x30 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:65 
Regs
rbx:0000000000000065 
rbx:0000000000000035 


0x10f338cf7553: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7555: cmp bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:35 
Regs




0x10f338cf7558: jb 0x10f338cf7571 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf755a: sub bl, 0x11 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:35 
Regs
rbx:0000000000000035 
rbx:0000000000000024 


0x10f338cf755d: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf755f: cmp bl, 6 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:24 
Regs




0x10f338cf7562: jb 0x10f338cf756e 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7564: sub bl, 0x20 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:24 
Regs
rbx:0000000000000024 
rbx:0000000000000004 


0x10f338cf7567: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7569: cmp bl, 6 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:04 
Regs




0x10f338cf756c: jae 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf756e: add bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:04 
Regs
rbx:0000000000000004 
rbx:000000000000000e 


0x10f338cf7571: inc rsi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rsi:000000000010ec1e 
Regs
rsi:000000000010ec1e 
rsi:000000000010ec1f 


0x10f338cf7574: shl ebx, 8 		 <<<< TRACEVENT, rax=0010ec00
OpReg ebx:0000000e 
Regs
rbx:000000000000000e 
rbx:0000000000000e00 


0x10f338cf7577: mov bl, byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:e00 
ReadEvent addr:000000000010ec1f n:0000000000000001 val:0000000000000063 
Regs
rbx:0000000000000e00 
rbx:0000000000000e63 


0x10f338cf7579: sub bl, 0x30 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:e63 
Regs
rbx:0000000000000e63 
rbx:0000000000000e33 


0x10f338cf757c: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf757e: cmp bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:e33 
Regs




0x10f338cf7581: jb 0x10f338cf759a 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7583: sub bl, 0x11 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:e33 
Regs
rbx:0000000000000e33 
rbx:0000000000000e22 


0x10f338cf7586: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7588: cmp bl, 6 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:e22 
Regs




0x10f338cf758b: jb 0x10f338cf7597 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf758d: sub bl, 0x20 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:e22 
Regs
rbx:0000000000000e22 
rbx:0000000000000e02 


0x10f338cf7590: jb 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7592: cmp bl, 6 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:e02 
Regs




0x10f338cf7595: jae 0x10f338cf75ac 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x10f338cf7597: add bl, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:e02 
Regs
rbx:0000000000000e02 
rbx:0000000000000e0c 


0x10f338cf759a: inc rsi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rsi:000000000010ec1f 
Regs
rsi:000000000010ec1f 
rsi:000000000010ec20 


0x10f338cf759d: shl bl, 4 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:e0c 
Regs
rbx:0000000000000e0c 
rbx:0000000000000ec0 


0x10f338cf75a0: shr bx, 4 		 <<<< TRACEVENT, rax=0010ec00
OpReg bx:0ec0 
Regs
rbx:0000000000000ec0 
rbx:00000000000000ec 


0x10f338cf75a4: mov byte ptr [rdi], bl 		 <<<< TRACEVENT, rax=0010ec00
OpReg bl:ec 
WriteEvent addr:000000000010ec0f n:0000000000000001 nval:00000000000000ec val:0000000000000039 
Regs




0x10f338cf75a6: inc rdi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rdi:000000000010ec0f 
Regs
rdi:000000000010ec0f 
rdi:000000000010ec10 


0x10f338cf75a9: loop 0x10f338cf754d 		 <<<< TRACEVENT, rax=0010ec00
Regs
rcx:0000000000000001 
rcx:0000000000000000 


0x10f338cf75ab: ret  		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:000000000010ebf8 n:0000000000000008 val:000051466a42e759 
Regs
rsp:000000000010ebf8 
rsp:000000000010ec00 


0x51466a42e759: movabs rbx, 0x43abdb4a000c 		 <<<< TRACEVENT, rax=0010ec00
OpReg rbx:00000000000000ec 
Regs
rbx:00000000000000ec 
rbx:000043abdb4a000c 


0x51466a42e763: jmp rbx 		 <<<< TRACEVENT, rax=0010ec00
OpReg rbx:000043abdb4a000c 
Regs




0x43abdb4a000c: add byte ptr [rax], al 		 <<<< TRACEVENT, rax=0010ec00
OpReg al:10ec00 
ReadEvent addr:000000000010ec00 n:0000000000000001 val:0000000000000029 
WriteEvent addr:000000000010ec00 n:0000000000000001 nval:0000000000000029 val:0000000000000029 
Regs




0x43abdb4a0aee: nop  		 <<<< TRACEVENT, rax=0010ec00
Regs




0x43abdb4a0aef: movabs rbx, 0x43abdb4a0b0b 		 <<<< TRACEVENT, rax=0010ec00
OpReg rbx:000043abdb4a000c 
Regs
rbx:000043abdb4a000c 
rbx:000043abdb4a0b0b 


0x43abdb4a0af9: cmp byte ptr [rsp], 0x29 		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:000000000010ec00 n:0000000000000001 val:0000000000000029 
Regs




0x43abdb4a0afd: jne 0x43abdb4a0b09 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x43abdb4a0aff: movabs rbx, 0x4a170682000c 		 <<<< TRACEVENT, rax=0010ec00
OpReg rbx:000043abdb4a0b0b 
Regs
rbx:000043abdb4a0b0b 
rbx:00004a170682000c 


0x43abdb4a0b09: jmp rbx 		 <<<< TRACEVENT, rax=0010ec00
OpReg rbx:00004a170682000c 
Regs




0x4a170682000c: add byte ptr [rax], al 		 <<<< TRACEVENT, rax=0010ec00
OpReg al:10ec00 
ReadEvent addr:000000000010ec00 n:0000000000000001 val:0000000000000029 
WriteEvent addr:000000000010ec00 n:0000000000000001 nval:0000000000000029 val:0000000000000029 
Regs




0x4a170682ede0: nop  		 <<<< TRACEVENT, rax=0010ec00
Regs




0x4a170682ede1: cmp word ptr [rsp + 2], 0xd17e 		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:000000000010ec02 n:0000000000000002 val:000000000000d17e 
Regs




0x4a170682ede8: movabs rbx, 0x6f4b0e0000c 		 <<<< TRACEVENT, rax=0010ec00
OpReg rbx:00004a170682000c 
Regs
rbx:00004a170682000c 
rbx:000006f4b0e0000c 


0x4a170682edf2: movabs r14, 0x4a170682ee02 		 <<<< TRACEVENT, rax=0010ec00
OpReg r14:0000000000000000 
Regs
r14:0000000000000000 
r14:00004a170682ee02 


0x4a170682edfc: cmovne rbx, r14 		 <<<< TRACEVENT, rax=0010ec00
OpReg r14:00004a170682ee02 rbx:000006f4b0e0000c 
Regs




0x4a170682ee00: jmp rbx 		 <<<< TRACEVENT, rax=0010ec00
OpReg rbx:000006f4b0e0000c 
Regs




0x6f4b0e0000c: add byte ptr [rax], al 		 <<<< TRACEVENT, rax=0010ec00
OpReg al:10ec00 
ReadEvent addr:000000000010ec00 n:0000000000000001 val:0000000000000029 
WriteEvent addr:000000000010ec00 n:0000000000000001 nval:0000000000000029 val:0000000000000029 
Regs




0x6f4b0e0f370: cmp byte ptr [rsp + 0xb], 0x8c 		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:000000000010ec0b n:0000000000000001 val:000000000000008c 
Regs




0x6f4b0e0f375: movabs rbx, 0x6f4b0e0f38f 		 <<<< TRACEVENT, rax=0010ec00
OpReg rbx:000006f4b0e0000c 
Regs
rbx:000006f4b0e0000c 
rbx:000006f4b0e0f38f 


0x6f4b0e0f37f: movabs r14, 0x49e7e541000c 		 <<<< TRACEVENT, rax=0010ec00
OpReg r14:00004a170682ee02 
Regs
r14:00004a170682ee02 
r14:000049e7e541000c 


0x6f4b0e0f389: cmove rbx, r14 		 <<<< TRACEVENT, rax=0010ec00
OpReg r14:000049e7e541000c rbx:000006f4b0e0f38f 
Regs
rbx:000006f4b0e0f38f 
rbx:000049e7e541000c 


0x6f4b0e0f38d: jmp rbx 		 <<<< TRACEVENT, rax=0010ec00
OpReg rbx:000049e7e541000c 
Regs




0x49e7e541000c: add byte ptr [rax], al 		 <<<< TRACEVENT, rax=0010ec00
OpReg al:10ec00 
ReadEvent addr:000000000010ec00 n:0000000000000001 val:0000000000000029 
WriteEvent addr:000000000010ec00 n:0000000000000001 nval:0000000000000029 val:0000000000000029 
Regs




0x49e7e541be18: nop  		 <<<< TRACEVENT, rax=0010ec00
Regs




0x49e7e541be19: push rax 		 <<<< TRACEVENT, rax=0010ec00
OpReg rax:000000000010ec00 
WriteEvent addr:000000000010ebf8 n:0000000000000008 nval:000000000010ec00 val:000051466a42e759 
Regs
rsp:000000000010ec00 
rsp:000000000010ebf8 


0x49e7e541be1a: lea rax, qword ptr [rsp + 0x10b] 		 <<<< TRACEVENT, rax=0010ed03
OpReg rax:000000000010ec00 
Regs
rax:000000000010ec00 
rax:000000000010ed03 


0x49e7e541be22: movzx rbx, byte ptr [rsp + 9] 		 <<<< TRACEVENT, rax=0010ed03
OpReg rbx:000049e7e541000c 
ReadEvent addr:000000000010ec01 n:0000000000000001 val:0000000000000089 
Regs
rbx:000049e7e541000c 
rbx:0000000000000089 


0x49e7e541be28: mov byte ptr [rax], 0 		 <<<< TRACEVENT, rax=0010ed03
WriteEvent addr:000000000010ed03 n:0000000000000001 nval:0000000000000000 val:0000000000000000 
Regs




0x49e7e541be2b: lea rcx, qword ptr [rip + 6] 		 <<<< TRACEVENT, rax=0010ed03
OpReg rcx:0000000000000000 
Regs
rcx:0000000000000000 
rcx:000049e7e541be38 


0x49e7e541be32: lea rcx, qword ptr [rcx + rbx*2] 		 <<<< TRACEVENT, rax=0010ed03
OpReg rcx:000049e7e541be38 
Regs
rcx:000049e7e541be38 
rcx:000049e7e541bf4a 


0x49e7e541be36: jmp rcx 		 <<<< TRACEVENT, rax=0010ed03
OpReg rcx:000049e7e541bf4a 
Regs




0x49e7e541bf4a: add byte ptr [rax], al 		 <<<< TRACEVENT, rax=0010ed03
OpReg al:10ed03 
ReadEvent addr:000000000010ed03 n:0000000000000001 val:0000000000000000 
WriteEvent addr:000000000010ed03 n:0000000000000001 nval:0000000000000003 val:0000000000000000 
Regs




0x49e7e541c038: cmp byte ptr [rax], 0x65 		 <<<< TRACEVENT, rax=0010ed03
ReadEvent addr:000000000010ed03 n:0000000000000001 val:0000000000000065 
Regs




0x49e7e541c03b: movabs rbx, 0x352845ab000c 		 <<<< TRACEVENT, rax=0010ed03
OpReg rbx:0000000000000089 
Regs
rbx:0000000000000089 
rbx:0000352845ab000c 


0x49e7e541c045: movabs r14, 0x49e7e541c056 		 <<<< TRACEVENT, rax=0010ed03
OpReg r14:000049e7e541000c 
Regs
r14:000049e7e541000c 
r14:000049e7e541c056 


0x49e7e541c04f: cmovne rbx, r14 		 <<<< TRACEVENT, rax=0010ed03
OpReg r14:000049e7e541c056 rbx:0000352845ab000c 
Regs




0x49e7e541c053: pop rax 		 <<<< TRACEVENT, rax=0010ec00
OpReg rax:000000000010ed03 
ReadEvent addr:000000000010ebf8 n:0000000000000008 val:000000000010ec00 
Regs
rsp:000000000010ebf8 rax:000000000010ed03 
rsp:000000000010ec00 rax:000000000010ec00 


0x49e7e541c054: jmp rbx 		 <<<< TRACEVENT, rax=0010ec00
OpReg rbx:0000352845ab000c 
Regs




0x352845ab000c: add byte ptr [rax], al 		 <<<< TRACEVENT, rax=0010ec00
OpReg al:10ec00 
ReadEvent addr:000000000010ec00 n:0000000000000001 val:0000000000000029 
WriteEvent addr:000000000010ec00 n:0000000000000001 nval:0000000000000029 val:0000000000000029 
Regs




0x352845ab3bce: lea rbx, qword ptr [rip] 		 <<<< TRACEVENT, rax=0010ec00
OpReg rbx:0000352845ab000c 
Regs
rbx:0000352845ab000c 
rbx:0000352845ab3bd5 


0x352845ab3bd5: xor ebx, dword ptr [rsp + 0xc] 		 <<<< TRACEVENT, rax=0010ec00
OpReg ebx:352845ab3bd5 
ReadEvent addr:000000000010ec0c n:0000000000000004 val:00000000ec1b3489 
Regs
rbx:0000352845ab3bd5 
rbx:00000000a9b00f5c 


0x352845ab3bd9: cmp ebx, 0xa9b00f5c 		 <<<< TRACEVENT, rax=0010ec00
OpReg ebx:a9b00f5c 
Regs




0x352845ab3bdf: movabs rbx, 0x352845ab3bf9 		 <<<< TRACEVENT, rax=0010ec00
OpReg rbx:00000000a9b00f5c 
Regs
rbx:00000000a9b00f5c 
rbx:0000352845ab3bf9 


0x352845ab3be9: movabs r14, 0x59cb440c000c 		 <<<< TRACEVENT, rax=0010ec00
OpReg r14:000049e7e541c056 
Regs
r14:000049e7e541c056 
r14:000059cb440c000c 


0x352845ab3bf3: cmove rbx, r14 		 <<<< TRACEVENT, rax=0010ec00
OpReg r14:000059cb440c000c rbx:0000352845ab3bf9 
Regs
rbx:0000352845ab3bf9 
rbx:000059cb440c000c 


0x352845ab3bf7: jmp rbx 		 <<<< TRACEVENT, rax=0010ec00
OpReg rbx:000059cb440c000c 
Regs




0x59cb440c000c: add byte ptr [rax], al 		 <<<< TRACEVENT, rax=0010ec00
OpReg al:10ec00 
ReadEvent addr:000000000010ec00 n:0000000000000001 val:0000000000000029 
WriteEvent addr:000000000010ec00 n:0000000000000001 nval:0000000000000029 val:0000000000000029 
Regs




0x59cb440c4524: movabs rbx, 0x59cbc8cc0b83 		 <<<< TRACEVENT, rax=0010ec00
OpReg rbx:000059cb440c000c 
Regs
rbx:000059cb440c000c 
rbx:000059cbc8cc0b83 


0x59cb440c452e: mov rcx, qword ptr [rip + 0x19] 		 <<<< TRACEVENT, rax=0010ec00
OpReg rcx:000049e7e541bf4a 
ReadEvent addr:000059cb440c454e n:0000000000000008 val:000059cb440c4556 
Regs
rcx:000049e7e541bf4a 
rcx:000059cb440c4556 


0x59cb440c4535: push rax 		 <<<< TRACEVENT, rax=0010ec00
OpReg rax:000000000010ec00 
WriteEvent addr:000000000010ebf8 n:0000000000000008 nval:000000000010ec00 val:000000000010ec00 
Regs
rsp:000000000010ec00 
rsp:000000000010ebf8 


0x59cb440c4536: mov eax, dword ptr [rsp + 0x10] 		 <<<< TRACEVENT, rax=8cc04ed5
OpReg eax:0010ec00 
ReadEvent addr:000000000010ec08 n:0000000000000004 val:000000008cc04ed5 
Regs
rax:000000000010ec00 
rax:000000008cc04ed5 


0x59cb440c453a: xor rax, rbx 		 <<<< TRACEVENT, rax=59cb440c4556
OpReg rax:000000008cc04ed5 rbx:000059cbc8cc0b83 
Regs
rax:000000008cc04ed5 
rax:000059cb440c4556 


0x59cb440c453d: movabs rbx, 0x2a7ee24a000c 		 <<<< TRACEVENT, rax=59cb440c4556
OpReg rbx:000059cbc8cc0b83 
Regs
rbx:000059cbc8cc0b83 
rbx:00002a7ee24a000c 


0x59cb440c4547: cmpxchg rcx, rbx 		 <<<< TRACEVENT, rax=59cb440c4556
OpReg rbx:00002a7ee24a000c rcx:000059cb440c4556 
Regs
rcx:000059cb440c4556 
rcx:00002a7ee24a000c 


0x59cb440c454b: pop rax 		 <<<< TRACEVENT, rax=0010ec00
OpReg rax:000059cb440c4556 
ReadEvent addr:000000000010ebf8 n:0000000000000008 val:000000000010ec00 
Regs
rsp:000000000010ebf8 rax:000059cb440c4556 
rsp:000000000010ec00 rax:000000000010ec00 


0x59cb440c454c: jmp rcx 		 <<<< TRACEVENT, rax=0010ec00
OpReg rcx:00002a7ee24a000c 
Regs




0x2a7ee24a000c: add byte ptr [rax], al 		 <<<< TRACEVENT, rax=0010ec00
OpReg al:10ec00 
ReadEvent addr:000000000010ec00 n:0000000000000001 val:0000000000000029 
WriteEvent addr:000000000010ec00 n:0000000000000001 nval:0000000000000029 val:0000000000000029 
Regs




0x2a7ee24aae24: nop  		 <<<< TRACEVENT, rax=0010ec00
Regs




0x2a7ee24aae25: push rax 		 <<<< TRACEVENT, rax=0010ec00
OpReg rax:000000000010ec00 
WriteEvent addr:000000000010ebf8 n:0000000000000008 nval:000000000010ec00 val:000000000010ec00 
Regs
rsp:000000000010ec00 
rsp:000000000010ebf8 


0x2a7ee24aae26: lea rdi, qword ptr [rsp + 0x18] 		 <<<< TRACEVENT, rax=0010ec00
OpReg rdi:000000000010ec10 
Regs




0x2a7ee24aae2b: lea rsi, qword ptr [rip + 0x42] 		 <<<< TRACEVENT, rax=0010ec00
OpReg rsi:000000000010ec20 
Regs
rsi:000000000010ec20 
rsi:00002a7ee24aae74 


0x2a7ee24aae32: mov ecx, 0xa 		 <<<< TRACEVENT, rax=0010ec00
OpReg ecx:2a7ee24a000c 
Regs
rcx:00002a7ee24a000c 
rcx:000000000000000a 


0x2a7ee24aae37: rep movsb byte ptr [rdi], byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:00002a7ee24aae74 n:0000000000000001 val:00000000000000cb 
WriteEvent addr:000000000010ec10 n:0000000000000001 nval:00000000000000cb val:0000000000000064 
Regs
rcx:000000000000000a rsi:00002a7ee24aae74 rdi:000000000010ec10 
rcx:0000000000000009 rsi:00002a7ee24aae75 rdi:000000000010ec11 


0x2a7ee24aae37: rep movsb byte ptr [rdi], byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:00002a7ee24aae75 n:0000000000000001 val:000000000000006d 
WriteEvent addr:000000000010ec11 n:0000000000000001 nval:000000000000006d val:0000000000000035 
Regs
rcx:0000000000000009 rsi:00002a7ee24aae75 rdi:000000000010ec11 
rcx:0000000000000008 rsi:00002a7ee24aae76 rdi:000000000010ec12 


0x2a7ee24aae37: rep movsb byte ptr [rdi], byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:00002a7ee24aae76 n:0000000000000001 val:0000000000000071 
WriteEvent addr:000000000010ec12 n:0000000000000001 nval:0000000000000071 val:0000000000000034 
Regs
rcx:0000000000000008 rsi:00002a7ee24aae76 rdi:000000000010ec12 
rcx:0000000000000007 rsi:00002a7ee24aae77 rdi:000000000010ec13 


0x2a7ee24aae37: rep movsb byte ptr [rdi], byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:00002a7ee24aae77 n:0000000000000001 val:000000000000001e 
WriteEvent addr:000000000010ec13 n:0000000000000001 nval:000000000000001e val:0000000000000065 
Regs
rcx:0000000000000007 rsi:00002a7ee24aae77 rdi:000000000010ec13 
rcx:0000000000000006 rsi:00002a7ee24aae78 rdi:000000000010ec14 


0x2a7ee24aae37: rep movsb byte ptr [rdi], byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:00002a7ee24aae78 n:0000000000000001 val:0000000000000038 
WriteEvent addr:000000000010ec14 n:0000000000000001 nval:0000000000000038 val:0000000000000063 
Regs
rcx:0000000000000006 rsi:00002a7ee24aae78 rdi:000000000010ec14 
rcx:0000000000000005 rsi:00002a7ee24aae79 rdi:000000000010ec15 


0x2a7ee24aae37: rep movsb byte ptr [rdi], byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:00002a7ee24aae79 n:0000000000000001 val:0000000000000078 
WriteEvent addr:000000000010ec15 n:0000000000000001 nval:0000000000000078 val:0000000000000030 
Regs
rcx:0000000000000005 rsi:00002a7ee24aae79 rdi:000000000010ec15 
rcx:0000000000000004 rsi:00002a7ee24aae7a rdi:000000000010ec16 


0x2a7ee24aae37: rep movsb byte ptr [rdi], byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:00002a7ee24aae7a n:0000000000000001 val:00000000000000b8 
WriteEvent addr:000000000010ec16 n:0000000000000001 nval:00000000000000b8 val:0000000000000038 
Regs
rcx:0000000000000004 rsi:00002a7ee24aae7a rdi:000000000010ec16 
rcx:0000000000000003 rsi:00002a7ee24aae7b rdi:000000000010ec17 


0x2a7ee24aae37: rep movsb byte ptr [rdi], byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:00002a7ee24aae7b n:0000000000000001 val:0000000000000024 
WriteEvent addr:000000000010ec17 n:0000000000000001 nval:0000000000000024 val:0000000000000063 
Regs
rcx:0000000000000003 rsi:00002a7ee24aae7b rdi:000000000010ec17 
rcx:0000000000000002 rsi:00002a7ee24aae7c rdi:000000000010ec18 


0x2a7ee24aae37: rep movsb byte ptr [rdi], byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:00002a7ee24aae7c n:0000000000000001 val:00000000000000fe 
WriteEvent addr:000000000010ec18 n:0000000000000001 nval:00000000000000fe val:0000000000000038 
Regs
rcx:0000000000000002 rsi:00002a7ee24aae7c rdi:000000000010ec18 
rcx:0000000000000001 rsi:00002a7ee24aae7d rdi:000000000010ec19 


0x2a7ee24aae37: rep movsb byte ptr [rdi], byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:00002a7ee24aae7d n:0000000000000001 val:000000000000003f 
WriteEvent addr:000000000010ec19 n:0000000000000001 nval:000000000000003f val:0000000000000039 
Regs
rcx:0000000000000001 rsi:00002a7ee24aae7d rdi:000000000010ec19 
rcx:0000000000000000 rsi:00002a7ee24aae7e rdi:000000000010ec1a 


0x2a7ee24aae37: rep movsb byte ptr [rdi], byte ptr [rsi] 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x2a7ee24aae39: mov ebx, dword ptr [rsp + 0xc] 		 <<<< TRACEVENT, rax=0010ec00
OpReg ebx:2a7ee24a000c 
ReadEvent addr:000000000010ec04 n:0000000000000004 val:00000000998cd6d4 
Regs
rbx:00002a7ee24a000c 
rbx:00000000998cd6d4 


0x2a7ee24aae3d: xor dword ptr [rsp + 0x1c], ebx 		 <<<< TRACEVENT, rax=0010ec00
OpReg ebx:998cd6d4 
ReadEvent addr:000000000010ec14 n:0000000000000004 val:0000000024b87838 
WriteEvent addr:000000000010ec14 n:0000000000000004 nval:00000000bd34aeec val:0000000024b87838 
Regs




0x2a7ee24aae41: wait  		 <<<< TRACEVENT, rax=0010ec00
Regs




0x2a7ee24aae42: fnclex  		 <<<< TRACEVENT, rax=0010ec00
Regs




0x2a7ee24aae44: fld xword ptr [rsp + 0x18] 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x2a7ee24aae48: fld st(0) 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x2a7ee24aae4a: fcos  		 <<<< TRACEVENT, rax=0010ec00
Regs




0x2a7ee24aae4c: fcompp  		 <<<< TRACEVENT, rax=0010ec00
Regs




0x2a7ee24aae4e: wait  		 <<<< TRACEVENT, rax=0010ec00
Regs




0x2a7ee24aae4f: fnstsw ax 		 <<<< TRACEVENT, rax=00100000
OpReg ax:10ec00 
Regs
rax:000000000010ec00 
rax:0000000000100000 


0x2a7ee24aae51: and ax, 0xffdf 		 <<<< TRACEVENT, rax=00004000
OpReg ax:100000 
Regs
rax:0000000000100000 
rax:0000000000004000 


0x2a7ee24aae55: cmp ax, 0x4000 		 <<<< TRACEVENT, rax=00004000
OpReg ax:4000 
Regs




0x2a7ee24aae59: movabs rbx, 0x99a3805000c 		 <<<< TRACEVENT, rax=00004000
OpReg rbx:00000000998cd6d4 
Regs
rbx:00000000998cd6d4 
rbx:0000099a3805000c 


0x2a7ee24aae63: movabs r14, 0x2a7ee24aae7e 		 <<<< TRACEVENT, rax=00004000
OpReg r14:000059cb440c000c 
Regs
r14:000059cb440c000c 
r14:00002a7ee24aae7e 


0x2a7ee24aae6d: cmovne rbx, r14 		 <<<< TRACEVENT, rax=00004000
OpReg r14:00002a7ee24aae7e rbx:0000099a3805000c 
Regs




0x2a7ee24aae71: pop rax 		 <<<< TRACEVENT, rax=0010ec00
OpReg rax:0000000000004000 
ReadEvent addr:000000000010ebf8 n:0000000000000008 val:000000000010ec00 
Regs
rsp:000000000010ebf8 rax:0000000000004000 
rsp:000000000010ec00 rax:000000000010ec00 


0x2a7ee24aae72: jmp rbx 		 <<<< TRACEVENT, rax=0010ec00
OpReg rbx:0000099a3805000c 
Regs




0x99a3805000c: add byte ptr [rax], al 		 <<<< TRACEVENT, rax=0010ec00
OpReg al:10ec00 
ReadEvent addr:000000000010ec00 n:0000000000000001 val:0000000000000029 
WriteEvent addr:000000000010ec00 n:0000000000000001 nval:0000000000000029 val:0000000000000029 
Regs




0x99a380575a6: nop  		 <<<< TRACEVENT, rax=0010ec00
Regs




0x99a380575a7: movdqa xmm0, xmmword ptr [rsp] 		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:000000000010ec00 n:0000000000000008 val:998cd6d4d17e8929 :addr:000000000010ec08 n:0000000000000008 val:ec1b34898cc04ed5 
Regs




0x99a380575ac: movdqa xmm1, xmmword ptr [rip + 0x6c] 		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:0000099a38057620 n:0000000000000008 val:2be6a9b2c5cbfdcc :addr:0000099a38057628 n:0000000000000008 val:194f2e0e37877e0d 
Regs




0x99a380575b4: pxor xmm0, xmm1 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x99a380575b8: mov rdi, rsp 		 <<<< TRACEVENT, rax=0010ec00
OpReg rdi:000000000010ec1a rsp:000000000010ec00 
Regs
rdi:000000000010ec1a 
rdi:000000000010ec00 


0x99a380575bb: movabs rbx, 0x2c7affef000c 		 <<<< TRACEVENT, rax=0010ec00
OpReg rbx:0000099a3805000c 
Regs
rbx:0000099a3805000c 
rbx:00002c7affef000c 


0x99a380575c5: call rbx 		 <<<< TRACEVENT, rax=0010ec00
OpReg rbx:00002c7affef000c 
WriteEvent addr:000000000010ebf8 n:0000000000000008 nval:0000099a380575c7 val:000000000010ec00 
Regs
rsp:000000000010ec00 
rsp:000000000010ebf8 


0x2c7affef000c: add byte ptr [rax], al 		 <<<< TRACEVENT, rax=0010ec00
OpReg al:10ec00 
ReadEvent addr:000000000010ec00 n:0000000000000001 val:0000000000000029 
WriteEvent addr:000000000010ec00 n:0000000000000001 nval:0000000000000029 val:0000000000000029 
Regs




0x2c7affef62ac: nop  		 <<<< TRACEVENT, rax=0010ec00
Regs




0x2c7affef62ad: movdqa xmm1, xmm0 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x2c7affef62b1: psrlw xmm1, 4 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x2c7affef62b6: xor edx, edx 		 <<<< TRACEVENT, rax=0010ec00
OpReg edx:00000400 
Regs
rdx:0000000000000400 
rdx:0000000000000000 


0x2c7affef62b8: xor ecx, ecx 		 <<<< TRACEVENT, rax=0010ec00
OpReg ecx:00000000 
Regs




0x2c7affef62ba: mov dl, 0xf 		 <<<< TRACEVENT, rax=0010ec00
OpReg dl:00 
Regs
rdx:0000000000000000 
rdx:000000000000000f 


0x2c7affef62bc: mov cl, dl 		 <<<< TRACEVENT, rax=0010ec00
OpReg cl:00 dl:0f 
Regs
rcx:0000000000000000 
rcx:000000000000000f 


0x2c7affef62be: xchg cl, dh 		 <<<< TRACEVENT, rax=0010ec00
OpReg cl:0f dh:0f 
Regs
rdx:000000000000000f rcx:000000000000000f 
rdx:0000000000000f0f rcx:0000000000000000 


0x2c7affef62c0: mov cx, dx 		 <<<< TRACEVENT, rax=0010ec00
OpReg cx:0000 dx:0f0f 
Regs
rcx:0000000000000000 
rcx:0000000000000f0f 


0x2c7affef62c3: bswap ecx 		 <<<< TRACEVENT, rax=0010ec00
OpReg ecx:00000f0f 
Regs
rcx:0000000000000f0f 
rcx:000000000f0f0000 


0x2c7affef62c5: or edx, ecx 		 <<<< TRACEVENT, rax=0010ec00
OpReg ecx:0f0f0000 edx:00000f0f 
Regs
rdx:0000000000000f0f 
rdx:000000000f0f0f0f 


0x2c7affef62c7: movd xmm2, edx 		 <<<< TRACEVENT, rax=0010ec00
OpReg edx:0f0f0f0f 
Regs




0x2c7affef62cb: pshufd xmm2, xmm2, 0 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x2c7affef62d0: pand xmm0, xmm2 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x2c7affef62d4: pand xmm1, xmm2 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x2c7affef62d8: movdqa xmm2, xmm1 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x2c7affef62dc: punpcklbw xmm1, xmm0 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x2c7affef62e0: punpckhbw xmm2, xmm0 		 <<<< TRACEVENT, rax=0010ec00
Regs




0x2c7affef62e4: movdqa xmmword ptr [rdi], xmm1 		 <<<< TRACEVENT, rax=0010ec00
WriteEvent addr:000000000010ec00 n:0000000000000008 nval:0401050b0407050e val:998cd6d4d17e8929 :addr:000000000010ec08 n:0000000000000008 nval:020b0a060f070606 val:ec1b34898cc04ed5 
Regs




0x2c7affef62e8: movdqa xmmword ptr [rdi + 0x10], xmm2 		 <<<< TRACEVENT, rax=0010ec00
WriteEvent addr:000000000010ec10 n:0000000000000008 nval:0b0b07040003080d val:bd34aeec1e716dcb :addr:000000000010ec18 n:0000000000000008 nval:050f04050a010708 val:6365623134333ffe 
Regs




0x2c7affef62ed: movabs rbx, 0x2c7affef630a 		 <<<< TRACEVENT, rax=0010ec00
OpReg rbx:00002c7affef000c 
Regs
rbx:00002c7affef000c 
rbx:00002c7affef630a 


0x2c7affef62f7: mov ecx, 0x20 		 <<<< TRACEVENT, rax=0010ec00
OpReg ecx:0f0f0000 
Regs
rcx:000000000f0f0000 
rcx:0000000000000020 


0x2c7affef62fc: mov al, byte ptr [rdi] 		 <<<< TRACEVENT, rax=0010ec0e
OpReg al:10ec00 
ReadEvent addr:000000000010ec00 n:0000000000000001 val:000000000000000e 
Regs
rax:000000000010ec00 
rax:000000000010ec0e 


0x2c7affef62fe: xlatb  		 <<<< TRACEVENT, rax=0010ec07
ReadEvent addr:00002c7affef6318 n:0000000000000001 val:0000000000000007 
Regs
rax:000000000010ec0e 
rax:000000000010ec07 


0x2c7affef62ff: add byte ptr [rdi], 0x30 		 <<<< TRACEVENT, rax=0010ec07
ReadEvent addr:000000000010ec00 n:0000000000000001 val:000000000000000e 
WriteEvent addr:000000000010ec00 n:0000000000000001 nval:000000000000003e val:000000000000000e 
Regs




0x2c7affef6302: add byte ptr [rdi], al 		 <<<< TRACEVENT, rax=0010ec07
OpReg al:10ec07 
ReadEvent addr:000000000010ec00 n:0000000000000001 val:000000000000003e 
WriteEvent addr:000000000010ec00 n:0000000000000001 nval:0000000000000045 val:000000000000003e 
Regs




0x2c7affef6304: inc rdi 		 <<<< TRACEVENT, rax=0010ec07
OpReg rdi:000000000010ec00 
Regs
rdi:000000000010ec00 
rdi:000000000010ec01 


0x2c7affef6307: loop 0x2c7affef62fc 		 <<<< TRACEVENT, rax=0010ec07
Regs
rcx:0000000000000020 
rcx:000000000000001f 


0x2c7affef62fc: mov al, byte ptr [rdi] 		 <<<< TRACEVENT, rax=0010ec05
OpReg al:10ec07 
ReadEvent addr:000000000010ec01 n:0000000000000001 val:0000000000000005 
Regs
rax:000000000010ec07 
rax:000000000010ec05 


0x2c7affef62fe: xlatb  		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:00002c7affef630f n:0000000000000001 val:0000000000000000 
Regs
rax:000000000010ec05 
rax:000000000010ec00 


0x2c7affef62ff: add byte ptr [rdi], 0x30 		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:000000000010ec01 n:0000000000000001 val:0000000000000005 
WriteEvent addr:000000000010ec01 n:0000000000000001 nval:0000000000000035 val:0000000000000005 
Regs




0x2c7affef6302: add byte ptr [rdi], al 		 <<<< TRACEVENT, rax=0010ec00
OpReg al:10ec00 
ReadEvent addr:000000000010ec01 n:0000000000000001 val:0000000000000035 
WriteEvent addr:000000000010ec01 n:0000000000000001 nval:0000000000000035 val:0000000000000035 
Regs




0x2c7affef6304: inc rdi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rdi:000000000010ec01 
Regs
rdi:000000000010ec01 
rdi:000000000010ec02 


0x2c7affef6307: loop 0x2c7affef62fc 		 <<<< TRACEVENT, rax=0010ec00
Regs
rcx:000000000000001f 
rcx:000000000000001e 


0x2c7affef62fc: mov al, byte ptr [rdi] 		 <<<< TRACEVENT, rax=0010ec07
OpReg al:10ec00 
ReadEvent addr:000000000010ec02 n:0000000000000001 val:0000000000000007 
Regs
rax:000000000010ec00 
rax:000000000010ec07 


0x2c7affef62fe: xlatb  		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:00002c7affef6311 n:0000000000000001 val:0000000000000000 
Regs
rax:000000000010ec07 
rax:000000000010ec00 


0x2c7affef62ff: add byte ptr [rdi], 0x30 		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:000000000010ec02 n:0000000000000001 val:0000000000000007 
WriteEvent addr:000000000010ec02 n:0000000000000001 nval:0000000000000037 val:0000000000000007 
Regs




0x2c7affef6302: add byte ptr [rdi], al 		 <<<< TRACEVENT, rax=0010ec00
OpReg al:10ec00 
ReadEvent addr:000000000010ec02 n:0000000000000001 val:0000000000000037 
WriteEvent addr:000000000010ec02 n:0000000000000001 nval:0000000000000037 val:0000000000000037 
Regs




0x2c7affef6304: inc rdi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rdi:000000000010ec02 
Regs
rdi:000000000010ec02 
rdi:000000000010ec03 


0x2c7affef6307: loop 0x2c7affef62fc 		 <<<< TRACEVENT, rax=0010ec00
Regs
rcx:000000000000001e 
rcx:000000000000001d 


0x2c7affef62fc: mov al, byte ptr [rdi] 		 <<<< TRACEVENT, rax=0010ec04
OpReg al:10ec00 
ReadEvent addr:000000000010ec03 n:0000000000000001 val:0000000000000004 
Regs
rax:000000000010ec00 
rax:000000000010ec04 


0x2c7affef62fe: xlatb  		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:00002c7affef630e n:0000000000000001 val:0000000000000000 
Regs
rax:000000000010ec04 
rax:000000000010ec00 


0x2c7affef62ff: add byte ptr [rdi], 0x30 		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:000000000010ec03 n:0000000000000001 val:0000000000000004 
WriteEvent addr:000000000010ec03 n:0000000000000001 nval:0000000000000034 val:0000000000000004 
Regs




0x2c7affef6302: add byte ptr [rdi], al 		 <<<< TRACEVENT, rax=0010ec00
OpReg al:10ec00 
ReadEvent addr:000000000010ec03 n:0000000000000001 val:0000000000000034 
WriteEvent addr:000000000010ec03 n:0000000000000001 nval:0000000000000034 val:0000000000000034 
Regs




0x2c7affef6304: inc rdi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rdi:000000000010ec03 
Regs
rdi:000000000010ec03 
rdi:000000000010ec04 


0x2c7affef6307: loop 0x2c7affef62fc 		 <<<< TRACEVENT, rax=0010ec00
Regs
rcx:000000000000001d 
rcx:000000000000001c 


0x2c7affef62fc: mov al, byte ptr [rdi] 		 <<<< TRACEVENT, rax=0010ec0b
OpReg al:10ec00 
ReadEvent addr:000000000010ec04 n:0000000000000001 val:000000000000000b 
Regs
rax:000000000010ec00 
rax:000000000010ec0b 


0x2c7affef62fe: xlatb  		 <<<< TRACEVENT, rax=0010ec07
ReadEvent addr:00002c7affef6315 n:0000000000000001 val:0000000000000007 
Regs
rax:000000000010ec0b 
rax:000000000010ec07 


0x2c7affef62ff: add byte ptr [rdi], 0x30 		 <<<< TRACEVENT, rax=0010ec07
ReadEvent addr:000000000010ec04 n:0000000000000001 val:000000000000000b 
WriteEvent addr:000000000010ec04 n:0000000000000001 nval:000000000000003b val:000000000000000b 
Regs




0x2c7affef6302: add byte ptr [rdi], al 		 <<<< TRACEVENT, rax=0010ec07
OpReg al:10ec07 
ReadEvent addr:000000000010ec04 n:0000000000000001 val:000000000000003b 
WriteEvent addr:000000000010ec04 n:0000000000000001 nval:0000000000000042 val:000000000000003b 
Regs




0x2c7affef6304: inc rdi 		 <<<< TRACEVENT, rax=0010ec07
OpReg rdi:000000000010ec04 
Regs
rdi:000000000010ec04 
rdi:000000000010ec05 


0x2c7affef6307: loop 0x2c7affef62fc 		 <<<< TRACEVENT, rax=0010ec07
Regs
rcx:000000000000001c 
rcx:000000000000001b 


0x2c7affef62fc: mov al, byte ptr [rdi] 		 <<<< TRACEVENT, rax=0010ec05
OpReg al:10ec07 
ReadEvent addr:000000000010ec05 n:0000000000000001 val:0000000000000005 
Regs
rax:000000000010ec07 
rax:000000000010ec05 


0x2c7affef62fe: xlatb  		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:00002c7affef630f n:0000000000000001 val:0000000000000000 
Regs
rax:000000000010ec05 
rax:000000000010ec00 


0x2c7affef62ff: add byte ptr [rdi], 0x30 		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:000000000010ec05 n:0000000000000001 val:0000000000000005 
WriteEvent addr:000000000010ec05 n:0000000000000001 nval:0000000000000035 val:0000000000000005 
Regs




0x2c7affef6302: add byte ptr [rdi], al 		 <<<< TRACEVENT, rax=0010ec00
OpReg al:10ec00 
ReadEvent addr:000000000010ec05 n:0000000000000001 val:0000000000000035 
WriteEvent addr:000000000010ec05 n:0000000000000001 nval:0000000000000035 val:0000000000000035 
Regs




0x2c7affef6304: inc rdi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rdi:000000000010ec05 
Regs
rdi:000000000010ec05 
rdi:000000000010ec06 


0x2c7affef6307: loop 0x2c7affef62fc 		 <<<< TRACEVENT, rax=0010ec00
Regs
rcx:000000000000001b 
rcx:000000000000001a 


0x2c7affef62fc: mov al, byte ptr [rdi] 		 <<<< TRACEVENT, rax=0010ec01
OpReg al:10ec00 
ReadEvent addr:000000000010ec06 n:0000000000000001 val:0000000000000001 
Regs
rax:000000000010ec00 
rax:000000000010ec01 


0x2c7affef62fe: xlatb  		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:00002c7affef630b n:0000000000000001 val:0000000000000000 
Regs
rax:000000000010ec01 
rax:000000000010ec00 


0x2c7affef62ff: add byte ptr [rdi], 0x30 		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:000000000010ec06 n:0000000000000001 val:0000000000000001 
WriteEvent addr:000000000010ec06 n:0000000000000001 nval:0000000000000031 val:0000000000000001 
Regs




0x2c7affef6302: add byte ptr [rdi], al 		 <<<< TRACEVENT, rax=0010ec00
OpReg al:10ec00 
ReadEvent addr:000000000010ec06 n:0000000000000001 val:0000000000000031 
WriteEvent addr:000000000010ec06 n:0000000000000001 nval:0000000000000031 val:0000000000000031 
Regs




0x2c7affef6304: inc rdi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rdi:000000000010ec06 
Regs
rdi:000000000010ec06 
rdi:000000000010ec07 


0x2c7affef6307: loop 0x2c7affef62fc 		 <<<< TRACEVENT, rax=0010ec00
Regs
rcx:000000000000001a 
rcx:0000000000000019 


0x2c7affef62fc: mov al, byte ptr [rdi] 		 <<<< TRACEVENT, rax=0010ec04
OpReg al:10ec00 
ReadEvent addr:000000000010ec07 n:0000000000000001 val:0000000000000004 
Regs
rax:000000000010ec00 
rax:000000000010ec04 


0x2c7affef62fe: xlatb  		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:00002c7affef630e n:0000000000000001 val:0000000000000000 
Regs
rax:000000000010ec04 
rax:000000000010ec00 


0x2c7affef62ff: add byte ptr [rdi], 0x30 		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:000000000010ec07 n:0000000000000001 val:0000000000000004 
WriteEvent addr:000000000010ec07 n:0000000000000001 nval:0000000000000034 val:0000000000000004 
Regs




0x2c7affef6302: add byte ptr [rdi], al 		 <<<< TRACEVENT, rax=0010ec00
OpReg al:10ec00 
ReadEvent addr:000000000010ec07 n:0000000000000001 val:0000000000000034 
WriteEvent addr:000000000010ec07 n:0000000000000001 nval:0000000000000034 val:0000000000000034 
Regs




0x2c7affef6304: inc rdi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rdi:000000000010ec07 
Regs
rdi:000000000010ec07 
rdi:000000000010ec08 


0x2c7affef6307: loop 0x2c7affef62fc 		 <<<< TRACEVENT, rax=0010ec00
Regs
rcx:0000000000000019 
rcx:0000000000000018 


0x2c7affef62fc: mov al, byte ptr [rdi] 		 <<<< TRACEVENT, rax=0010ec06
OpReg al:10ec00 
ReadEvent addr:000000000010ec08 n:0000000000000001 val:0000000000000006 
Regs
rax:000000000010ec00 
rax:000000000010ec06 


0x2c7affef62fe: xlatb  		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:00002c7affef6310 n:0000000000000001 val:0000000000000000 
Regs
rax:000000000010ec06 
rax:000000000010ec00 


0x2c7affef62ff: add byte ptr [rdi], 0x30 		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:000000000010ec08 n:0000000000000001 val:0000000000000006 
WriteEvent addr:000000000010ec08 n:0000000000000001 nval:0000000000000036 val:0000000000000006 
Regs




0x2c7affef6302: add byte ptr [rdi], al 		 <<<< TRACEVENT, rax=0010ec00
OpReg al:10ec00 
ReadEvent addr:000000000010ec08 n:0000000000000001 val:0000000000000036 
WriteEvent addr:000000000010ec08 n:0000000000000001 nval:0000000000000036 val:0000000000000036 
Regs




0x2c7affef6304: inc rdi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rdi:000000000010ec08 
Regs
rdi:000000000010ec08 
rdi:000000000010ec09 


0x2c7affef6307: loop 0x2c7affef62fc 		 <<<< TRACEVENT, rax=0010ec00
Regs
rcx:0000000000000018 
rcx:0000000000000017 


0x2c7affef62fc: mov al, byte ptr [rdi] 		 <<<< TRACEVENT, rax=0010ec06
OpReg al:10ec00 
ReadEvent addr:000000000010ec09 n:0000000000000001 val:0000000000000006 
Regs
rax:000000000010ec00 
rax:000000000010ec06 


0x2c7affef62fe: xlatb  		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:00002c7affef6310 n:0000000000000001 val:0000000000000000 
Regs
rax:000000000010ec06 
rax:000000000010ec00 


0x2c7affef62ff: add byte ptr [rdi], 0x30 		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:000000000010ec09 n:0000000000000001 val:0000000000000006 
WriteEvent addr:000000000010ec09 n:0000000000000001 nval:0000000000000036 val:0000000000000006 
Regs




0x2c7affef6302: add byte ptr [rdi], al 		 <<<< TRACEVENT, rax=0010ec00
OpReg al:10ec00 
ReadEvent addr:000000000010ec09 n:0000000000000001 val:0000000000000036 
WriteEvent addr:000000000010ec09 n:0000000000000001 nval:0000000000000036 val:0000000000000036 
Regs




0x2c7affef6304: inc rdi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rdi:000000000010ec09 
Regs
rdi:000000000010ec09 
rdi:000000000010ec0a 


0x2c7affef6307: loop 0x2c7affef62fc 		 <<<< TRACEVENT, rax=0010ec00
Regs
rcx:0000000000000017 
rcx:0000000000000016 


0x2c7affef62fc: mov al, byte ptr [rdi] 		 <<<< TRACEVENT, rax=0010ec07
OpReg al:10ec00 
ReadEvent addr:000000000010ec0a n:0000000000000001 val:0000000000000007 
Regs
rax:000000000010ec00 
rax:000000000010ec07 


0x2c7affef62fe: xlatb  		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:00002c7affef6311 n:0000000000000001 val:0000000000000000 
Regs
rax:000000000010ec07 
rax:000000000010ec00 


0x2c7affef62ff: add byte ptr [rdi], 0x30 		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:000000000010ec0a n:0000000000000001 val:0000000000000007 
WriteEvent addr:000000000010ec0a n:0000000000000001 nval:0000000000000037 val:0000000000000007 
Regs




0x2c7affef6302: add byte ptr [rdi], al 		 <<<< TRACEVENT, rax=0010ec00
OpReg al:10ec00 
ReadEvent addr:000000000010ec0a n:0000000000000001 val:0000000000000037 
WriteEvent addr:000000000010ec0a n:0000000000000001 nval:0000000000000037 val:0000000000000037 
Regs




0x2c7affef6304: inc rdi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rdi:000000000010ec0a 
Regs
rdi:000000000010ec0a 
rdi:000000000010ec0b 


0x2c7affef6307: loop 0x2c7affef62fc 		 <<<< TRACEVENT, rax=0010ec00
Regs
rcx:0000000000000016 
rcx:0000000000000015 


0x2c7affef62fc: mov al, byte ptr [rdi] 		 <<<< TRACEVENT, rax=0010ec0f
OpReg al:10ec00 
ReadEvent addr:000000000010ec0b n:0000000000000001 val:000000000000000f 
Regs
rax:000000000010ec00 
rax:000000000010ec0f 


0x2c7affef62fe: xlatb  		 <<<< TRACEVENT, rax=0010ec07
ReadEvent addr:00002c7affef6319 n:0000000000000001 val:0000000000000007 
Regs
rax:000000000010ec0f 
rax:000000000010ec07 


0x2c7affef62ff: add byte ptr [rdi], 0x30 		 <<<< TRACEVENT, rax=0010ec07
ReadEvent addr:000000000010ec0b n:0000000000000001 val:000000000000000f 
WriteEvent addr:000000000010ec0b n:0000000000000001 nval:000000000000003f val:000000000000000f 
Regs




0x2c7affef6302: add byte ptr [rdi], al 		 <<<< TRACEVENT, rax=0010ec07
OpReg al:10ec07 
ReadEvent addr:000000000010ec0b n:0000000000000001 val:000000000000003f 
WriteEvent addr:000000000010ec0b n:0000000000000001 nval:0000000000000046 val:000000000000003f 
Regs




0x2c7affef6304: inc rdi 		 <<<< TRACEVENT, rax=0010ec07
OpReg rdi:000000000010ec0b 
Regs
rdi:000000000010ec0b 
rdi:000000000010ec0c 


0x2c7affef6307: loop 0x2c7affef62fc 		 <<<< TRACEVENT, rax=0010ec07
Regs
rcx:0000000000000015 
rcx:0000000000000014 


0x2c7affef62fc: mov al, byte ptr [rdi] 		 <<<< TRACEVENT, rax=0010ec06
OpReg al:10ec07 
ReadEvent addr:000000000010ec0c n:0000000000000001 val:0000000000000006 
Regs
rax:000000000010ec07 
rax:000000000010ec06 


0x2c7affef62fe: xlatb  		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:00002c7affef6310 n:0000000000000001 val:0000000000000000 
Regs
rax:000000000010ec06 
rax:000000000010ec00 


0x2c7affef62ff: add byte ptr [rdi], 0x30 		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:000000000010ec0c n:0000000000000001 val:0000000000000006 
WriteEvent addr:000000000010ec0c n:0000000000000001 nval:0000000000000036 val:0000000000000006 
Regs




0x2c7affef6302: add byte ptr [rdi], al 		 <<<< TRACEVENT, rax=0010ec00
OpReg al:10ec00 
ReadEvent addr:000000000010ec0c n:0000000000000001 val:0000000000000036 
WriteEvent addr:000000000010ec0c n:0000000000000001 nval:0000000000000036 val:0000000000000036 
Regs




0x2c7affef6304: inc rdi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rdi:000000000010ec0c 
Regs
rdi:000000000010ec0c 
rdi:000000000010ec0d 


0x2c7affef6307: loop 0x2c7affef62fc 		 <<<< TRACEVENT, rax=0010ec00
Regs
rcx:0000000000000014 
rcx:0000000000000013 


0x2c7affef62fc: mov al, byte ptr [rdi] 		 <<<< TRACEVENT, rax=0010ec0a
OpReg al:10ec00 
ReadEvent addr:000000000010ec0d n:0000000000000001 val:000000000000000a 
Regs
rax:000000000010ec00 
rax:000000000010ec0a 


0x2c7affef62fe: xlatb  		 <<<< TRACEVENT, rax=0010ec07
ReadEvent addr:00002c7affef6314 n:0000000000000001 val:0000000000000007 
Regs
rax:000000000010ec0a 
rax:000000000010ec07 


0x2c7affef62ff: add byte ptr [rdi], 0x30 		 <<<< TRACEVENT, rax=0010ec07
ReadEvent addr:000000000010ec0d n:0000000000000001 val:000000000000000a 
WriteEvent addr:000000000010ec0d n:0000000000000001 nval:000000000000003a val:000000000000000a 
Regs




0x2c7affef6302: add byte ptr [rdi], al 		 <<<< TRACEVENT, rax=0010ec07
OpReg al:10ec07 
ReadEvent addr:000000000010ec0d n:0000000000000001 val:000000000000003a 
WriteEvent addr:000000000010ec0d n:0000000000000001 nval:0000000000000041 val:000000000000003a 
Regs




0x2c7affef6304: inc rdi 		 <<<< TRACEVENT, rax=0010ec07
OpReg rdi:000000000010ec0d 
Regs
rdi:000000000010ec0d 
rdi:000000000010ec0e 


0x2c7affef6307: loop 0x2c7affef62fc 		 <<<< TRACEVENT, rax=0010ec07
Regs
rcx:0000000000000013 
rcx:0000000000000012 


0x2c7affef62fc: mov al, byte ptr [rdi] 		 <<<< TRACEVENT, rax=0010ec0b
OpReg al:10ec07 
ReadEvent addr:000000000010ec0e n:0000000000000001 val:000000000000000b 
Regs
rax:000000000010ec07 
rax:000000000010ec0b 


0x2c7affef62fe: xlatb  		 <<<< TRACEVENT, rax=0010ec07
ReadEvent addr:00002c7affef6315 n:0000000000000001 val:0000000000000007 
Regs
rax:000000000010ec0b 
rax:000000000010ec07 


0x2c7affef62ff: add byte ptr [rdi], 0x30 		 <<<< TRACEVENT, rax=0010ec07
ReadEvent addr:000000000010ec0e n:0000000000000001 val:000000000000000b 
WriteEvent addr:000000000010ec0e n:0000000000000001 nval:000000000000003b val:000000000000000b 
Regs




0x2c7affef6302: add byte ptr [rdi], al 		 <<<< TRACEVENT, rax=0010ec07
OpReg al:10ec07 
ReadEvent addr:000000000010ec0e n:0000000000000001 val:000000000000003b 
WriteEvent addr:000000000010ec0e n:0000000000000001 nval:0000000000000042 val:000000000000003b 
Regs




0x2c7affef6304: inc rdi 		 <<<< TRACEVENT, rax=0010ec07
OpReg rdi:000000000010ec0e 
Regs
rdi:000000000010ec0e 
rdi:000000000010ec0f 


0x2c7affef6307: loop 0x2c7affef62fc 		 <<<< TRACEVENT, rax=0010ec07
Regs
rcx:0000000000000012 
rcx:0000000000000011 


0x2c7affef62fc: mov al, byte ptr [rdi] 		 <<<< TRACEVENT, rax=0010ec02
OpReg al:10ec07 
ReadEvent addr:000000000010ec0f n:0000000000000001 val:0000000000000002 
Regs
rax:000000000010ec07 
rax:000000000010ec02 


0x2c7affef62fe: xlatb  		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:00002c7affef630c n:0000000000000001 val:0000000000000000 
Regs
rax:000000000010ec02 
rax:000000000010ec00 


0x2c7affef62ff: add byte ptr [rdi], 0x30 		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:000000000010ec0f n:0000000000000001 val:0000000000000002 
WriteEvent addr:000000000010ec0f n:0000000000000001 nval:0000000000000032 val:0000000000000002 
Regs




0x2c7affef6302: add byte ptr [rdi], al 		 <<<< TRACEVENT, rax=0010ec00
OpReg al:10ec00 
ReadEvent addr:000000000010ec0f n:0000000000000001 val:0000000000000032 
WriteEvent addr:000000000010ec0f n:0000000000000001 nval:0000000000000032 val:0000000000000032 
Regs




0x2c7affef6304: inc rdi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rdi:000000000010ec0f 
Regs
rdi:000000000010ec0f 
rdi:000000000010ec10 


0x2c7affef6307: loop 0x2c7affef62fc 		 <<<< TRACEVENT, rax=0010ec00
Regs
rcx:0000000000000011 
rcx:0000000000000010 


0x2c7affef62fc: mov al, byte ptr [rdi] 		 <<<< TRACEVENT, rax=0010ec0d
OpReg al:10ec00 
ReadEvent addr:000000000010ec10 n:0000000000000001 val:000000000000000d 
Regs
rax:000000000010ec00 
rax:000000000010ec0d 


0x2c7affef62fe: xlatb  		 <<<< TRACEVENT, rax=0010ec07
ReadEvent addr:00002c7affef6317 n:0000000000000001 val:0000000000000007 
Regs
rax:000000000010ec0d 
rax:000000000010ec07 


0x2c7affef62ff: add byte ptr [rdi], 0x30 		 <<<< TRACEVENT, rax=0010ec07
ReadEvent addr:000000000010ec10 n:0000000000000001 val:000000000000000d 
WriteEvent addr:000000000010ec10 n:0000000000000001 nval:000000000000003d val:000000000000000d 
Regs




0x2c7affef6302: add byte ptr [rdi], al 		 <<<< TRACEVENT, rax=0010ec07
OpReg al:10ec07 
ReadEvent addr:000000000010ec10 n:0000000000000001 val:000000000000003d 
WriteEvent addr:000000000010ec10 n:0000000000000001 nval:0000000000000044 val:000000000000003d 
Regs




0x2c7affef6304: inc rdi 		 <<<< TRACEVENT, rax=0010ec07
OpReg rdi:000000000010ec10 
Regs
rdi:000000000010ec10 
rdi:000000000010ec11 


0x2c7affef6307: loop 0x2c7affef62fc 		 <<<< TRACEVENT, rax=0010ec07
Regs
rcx:0000000000000010 
rcx:000000000000000f 


0x2c7affef62fc: mov al, byte ptr [rdi] 		 <<<< TRACEVENT, rax=0010ec08
OpReg al:10ec07 
ReadEvent addr:000000000010ec11 n:0000000000000001 val:0000000000000008 
Regs
rax:000000000010ec07 
rax:000000000010ec08 


0x2c7affef62fe: xlatb  		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:00002c7affef6312 n:0000000000000001 val:0000000000000000 
Regs
rax:000000000010ec08 
rax:000000000010ec00 


0x2c7affef62ff: add byte ptr [rdi], 0x30 		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:000000000010ec11 n:0000000000000001 val:0000000000000008 
WriteEvent addr:000000000010ec11 n:0000000000000001 nval:0000000000000038 val:0000000000000008 
Regs




0x2c7affef6302: add byte ptr [rdi], al 		 <<<< TRACEVENT, rax=0010ec00
OpReg al:10ec00 
ReadEvent addr:000000000010ec11 n:0000000000000001 val:0000000000000038 
WriteEvent addr:000000000010ec11 n:0000000000000001 nval:0000000000000038 val:0000000000000038 
Regs




0x2c7affef6304: inc rdi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rdi:000000000010ec11 
Regs
rdi:000000000010ec11 
rdi:000000000010ec12 


0x2c7affef6307: loop 0x2c7affef62fc 		 <<<< TRACEVENT, rax=0010ec00
Regs
rcx:000000000000000f 
rcx:000000000000000e 


0x2c7affef62fc: mov al, byte ptr [rdi] 		 <<<< TRACEVENT, rax=0010ec03
OpReg al:10ec00 
ReadEvent addr:000000000010ec12 n:0000000000000001 val:0000000000000003 
Regs
rax:000000000010ec00 
rax:000000000010ec03 


0x2c7affef62fe: xlatb  		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:00002c7affef630d n:0000000000000001 val:0000000000000000 
Regs
rax:000000000010ec03 
rax:000000000010ec00 


0x2c7affef62ff: add byte ptr [rdi], 0x30 		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:000000000010ec12 n:0000000000000001 val:0000000000000003 
WriteEvent addr:000000000010ec12 n:0000000000000001 nval:0000000000000033 val:0000000000000003 
Regs




0x2c7affef6302: add byte ptr [rdi], al 		 <<<< TRACEVENT, rax=0010ec00
OpReg al:10ec00 
ReadEvent addr:000000000010ec12 n:0000000000000001 val:0000000000000033 
WriteEvent addr:000000000010ec12 n:0000000000000001 nval:0000000000000033 val:0000000000000033 
Regs




0x2c7affef6304: inc rdi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rdi:000000000010ec12 
Regs
rdi:000000000010ec12 
rdi:000000000010ec13 


0x2c7affef6307: loop 0x2c7affef62fc 		 <<<< TRACEVENT, rax=0010ec00
Regs
rcx:000000000000000e 
rcx:000000000000000d 


0x2c7affef62fc: mov al, byte ptr [rdi] 		 <<<< TRACEVENT, rax=0010ec00
OpReg al:10ec00 
ReadEvent addr:000000000010ec13 n:0000000000000001 val:0000000000000000 
Regs




0x2c7affef62fe: xlatb  		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:00002c7affef630a n:0000000000000001 val:0000000000000000 
Regs




0x2c7affef62ff: add byte ptr [rdi], 0x30 		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:000000000010ec13 n:0000000000000001 val:0000000000000000 
WriteEvent addr:000000000010ec13 n:0000000000000001 nval:0000000000000030 val:0000000000000000 
Regs




0x2c7affef6302: add byte ptr [rdi], al 		 <<<< TRACEVENT, rax=0010ec00
OpReg al:10ec00 
ReadEvent addr:000000000010ec13 n:0000000000000001 val:0000000000000030 
WriteEvent addr:000000000010ec13 n:0000000000000001 nval:0000000000000030 val:0000000000000030 
Regs




0x2c7affef6304: inc rdi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rdi:000000000010ec13 
Regs
rdi:000000000010ec13 
rdi:000000000010ec14 


0x2c7affef6307: loop 0x2c7affef62fc 		 <<<< TRACEVENT, rax=0010ec00
Regs
rcx:000000000000000d 
rcx:000000000000000c 


0x2c7affef62fc: mov al, byte ptr [rdi] 		 <<<< TRACEVENT, rax=0010ec04
OpReg al:10ec00 
ReadEvent addr:000000000010ec14 n:0000000000000001 val:0000000000000004 
Regs
rax:000000000010ec00 
rax:000000000010ec04 


0x2c7affef62fe: xlatb  		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:00002c7affef630e n:0000000000000001 val:0000000000000000 
Regs
rax:000000000010ec04 
rax:000000000010ec00 


0x2c7affef62ff: add byte ptr [rdi], 0x30 		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:000000000010ec14 n:0000000000000001 val:0000000000000004 
WriteEvent addr:000000000010ec14 n:0000000000000001 nval:0000000000000034 val:0000000000000004 
Regs




0x2c7affef6302: add byte ptr [rdi], al 		 <<<< TRACEVENT, rax=0010ec00
OpReg al:10ec00 
ReadEvent addr:000000000010ec14 n:0000000000000001 val:0000000000000034 
WriteEvent addr:000000000010ec14 n:0000000000000001 nval:0000000000000034 val:0000000000000034 
Regs




0x2c7affef6304: inc rdi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rdi:000000000010ec14 
Regs
rdi:000000000010ec14 
rdi:000000000010ec15 


0x2c7affef6307: loop 0x2c7affef62fc 		 <<<< TRACEVENT, rax=0010ec00
Regs
rcx:000000000000000c 
rcx:000000000000000b 


0x2c7affef62fc: mov al, byte ptr [rdi] 		 <<<< TRACEVENT, rax=0010ec07
OpReg al:10ec00 
ReadEvent addr:000000000010ec15 n:0000000000000001 val:0000000000000007 
Regs
rax:000000000010ec00 
rax:000000000010ec07 


0x2c7affef62fe: xlatb  		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:00002c7affef6311 n:0000000000000001 val:0000000000000000 
Regs
rax:000000000010ec07 
rax:000000000010ec00 


0x2c7affef62ff: add byte ptr [rdi], 0x30 		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:000000000010ec15 n:0000000000000001 val:0000000000000007 
WriteEvent addr:000000000010ec15 n:0000000000000001 nval:0000000000000037 val:0000000000000007 
Regs




0x2c7affef6302: add byte ptr [rdi], al 		 <<<< TRACEVENT, rax=0010ec00
OpReg al:10ec00 
ReadEvent addr:000000000010ec15 n:0000000000000001 val:0000000000000037 
WriteEvent addr:000000000010ec15 n:0000000000000001 nval:0000000000000037 val:0000000000000037 
Regs




0x2c7affef6304: inc rdi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rdi:000000000010ec15 
Regs
rdi:000000000010ec15 
rdi:000000000010ec16 


0x2c7affef6307: loop 0x2c7affef62fc 		 <<<< TRACEVENT, rax=0010ec00
Regs
rcx:000000000000000b 
rcx:000000000000000a 


0x2c7affef62fc: mov al, byte ptr [rdi] 		 <<<< TRACEVENT, rax=0010ec0b
OpReg al:10ec00 
ReadEvent addr:000000000010ec16 n:0000000000000001 val:000000000000000b 
Regs
rax:000000000010ec00 
rax:000000000010ec0b 


0x2c7affef62fe: xlatb  		 <<<< TRACEVENT, rax=0010ec07
ReadEvent addr:00002c7affef6315 n:0000000000000001 val:0000000000000007 
Regs
rax:000000000010ec0b 
rax:000000000010ec07 


0x2c7affef62ff: add byte ptr [rdi], 0x30 		 <<<< TRACEVENT, rax=0010ec07
ReadEvent addr:000000000010ec16 n:0000000000000001 val:000000000000000b 
WriteEvent addr:000000000010ec16 n:0000000000000001 nval:000000000000003b val:000000000000000b 
Regs




0x2c7affef6302: add byte ptr [rdi], al 		 <<<< TRACEVENT, rax=0010ec07
OpReg al:10ec07 
ReadEvent addr:000000000010ec16 n:0000000000000001 val:000000000000003b 
WriteEvent addr:000000000010ec16 n:0000000000000001 nval:0000000000000042 val:000000000000003b 
Regs




0x2c7affef6304: inc rdi 		 <<<< TRACEVENT, rax=0010ec07
OpReg rdi:000000000010ec16 
Regs
rdi:000000000010ec16 
rdi:000000000010ec17 


0x2c7affef6307: loop 0x2c7affef62fc 		 <<<< TRACEVENT, rax=0010ec07
Regs
rcx:000000000000000a 
rcx:0000000000000009 


0x2c7affef62fc: mov al, byte ptr [rdi] 		 <<<< TRACEVENT, rax=0010ec0b
OpReg al:10ec07 
ReadEvent addr:000000000010ec17 n:0000000000000001 val:000000000000000b 
Regs
rax:000000000010ec07 
rax:000000000010ec0b 


0x2c7affef62fe: xlatb  		 <<<< TRACEVENT, rax=0010ec07
ReadEvent addr:00002c7affef6315 n:0000000000000001 val:0000000000000007 
Regs
rax:000000000010ec0b 
rax:000000000010ec07 


0x2c7affef62ff: add byte ptr [rdi], 0x30 		 <<<< TRACEVENT, rax=0010ec07
ReadEvent addr:000000000010ec17 n:0000000000000001 val:000000000000000b 
WriteEvent addr:000000000010ec17 n:0000000000000001 nval:000000000000003b val:000000000000000b 
Regs




0x2c7affef6302: add byte ptr [rdi], al 		 <<<< TRACEVENT, rax=0010ec07
OpReg al:10ec07 
ReadEvent addr:000000000010ec17 n:0000000000000001 val:000000000000003b 
WriteEvent addr:000000000010ec17 n:0000000000000001 nval:0000000000000042 val:000000000000003b 
Regs




0x2c7affef6304: inc rdi 		 <<<< TRACEVENT, rax=0010ec07
OpReg rdi:000000000010ec17 
Regs
rdi:000000000010ec17 
rdi:000000000010ec18 


0x2c7affef6307: loop 0x2c7affef62fc 		 <<<< TRACEVENT, rax=0010ec07
Regs
rcx:0000000000000009 
rcx:0000000000000008 


0x2c7affef62fc: mov al, byte ptr [rdi] 		 <<<< TRACEVENT, rax=0010ec08
OpReg al:10ec07 
ReadEvent addr:000000000010ec18 n:0000000000000001 val:0000000000000008 
Regs
rax:000000000010ec07 
rax:000000000010ec08 


0x2c7affef62fe: xlatb  		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:00002c7affef6312 n:0000000000000001 val:0000000000000000 
Regs
rax:000000000010ec08 
rax:000000000010ec00 


0x2c7affef62ff: add byte ptr [rdi], 0x30 		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:000000000010ec18 n:0000000000000001 val:0000000000000008 
WriteEvent addr:000000000010ec18 n:0000000000000001 nval:0000000000000038 val:0000000000000008 
Regs




0x2c7affef6302: add byte ptr [rdi], al 		 <<<< TRACEVENT, rax=0010ec00
OpReg al:10ec00 
ReadEvent addr:000000000010ec18 n:0000000000000001 val:0000000000000038 
WriteEvent addr:000000000010ec18 n:0000000000000001 nval:0000000000000038 val:0000000000000038 
Regs




0x2c7affef6304: inc rdi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rdi:000000000010ec18 
Regs
rdi:000000000010ec18 
rdi:000000000010ec19 


0x2c7affef6307: loop 0x2c7affef62fc 		 <<<< TRACEVENT, rax=0010ec00
Regs
rcx:0000000000000008 
rcx:0000000000000007 


0x2c7affef62fc: mov al, byte ptr [rdi] 		 <<<< TRACEVENT, rax=0010ec07
OpReg al:10ec00 
ReadEvent addr:000000000010ec19 n:0000000000000001 val:0000000000000007 
Regs
rax:000000000010ec00 
rax:000000000010ec07 


0x2c7affef62fe: xlatb  		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:00002c7affef6311 n:0000000000000001 val:0000000000000000 
Regs
rax:000000000010ec07 
rax:000000000010ec00 


0x2c7affef62ff: add byte ptr [rdi], 0x30 		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:000000000010ec19 n:0000000000000001 val:0000000000000007 
WriteEvent addr:000000000010ec19 n:0000000000000001 nval:0000000000000037 val:0000000000000007 
Regs




0x2c7affef6302: add byte ptr [rdi], al 		 <<<< TRACEVENT, rax=0010ec00
OpReg al:10ec00 
ReadEvent addr:000000000010ec19 n:0000000000000001 val:0000000000000037 
WriteEvent addr:000000000010ec19 n:0000000000000001 nval:0000000000000037 val:0000000000000037 
Regs




0x2c7affef6304: inc rdi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rdi:000000000010ec19 
Regs
rdi:000000000010ec19 
rdi:000000000010ec1a 


0x2c7affef6307: loop 0x2c7affef62fc 		 <<<< TRACEVENT, rax=0010ec00
Regs
rcx:0000000000000007 
rcx:0000000000000006 


0x2c7affef62fc: mov al, byte ptr [rdi] 		 <<<< TRACEVENT, rax=0010ec01
OpReg al:10ec00 
ReadEvent addr:000000000010ec1a n:0000000000000001 val:0000000000000001 
Regs
rax:000000000010ec00 
rax:000000000010ec01 


0x2c7affef62fe: xlatb  		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:00002c7affef630b n:0000000000000001 val:0000000000000000 
Regs
rax:000000000010ec01 
rax:000000000010ec00 


0x2c7affef62ff: add byte ptr [rdi], 0x30 		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:000000000010ec1a n:0000000000000001 val:0000000000000001 
WriteEvent addr:000000000010ec1a n:0000000000000001 nval:0000000000000031 val:0000000000000001 
Regs




0x2c7affef6302: add byte ptr [rdi], al 		 <<<< TRACEVENT, rax=0010ec00
OpReg al:10ec00 
ReadEvent addr:000000000010ec1a n:0000000000000001 val:0000000000000031 
WriteEvent addr:000000000010ec1a n:0000000000000001 nval:0000000000000031 val:0000000000000031 
Regs




0x2c7affef6304: inc rdi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rdi:000000000010ec1a 
Regs
rdi:000000000010ec1a 
rdi:000000000010ec1b 


0x2c7affef6307: loop 0x2c7affef62fc 		 <<<< TRACEVENT, rax=0010ec00
Regs
rcx:0000000000000006 
rcx:0000000000000005 


0x2c7affef62fc: mov al, byte ptr [rdi] 		 <<<< TRACEVENT, rax=0010ec0a
OpReg al:10ec00 
ReadEvent addr:000000000010ec1b n:0000000000000001 val:000000000000000a 
Regs
rax:000000000010ec00 
rax:000000000010ec0a 


0x2c7affef62fe: xlatb  		 <<<< TRACEVENT, rax=0010ec07
ReadEvent addr:00002c7affef6314 n:0000000000000001 val:0000000000000007 
Regs
rax:000000000010ec0a 
rax:000000000010ec07 


0x2c7affef62ff: add byte ptr [rdi], 0x30 		 <<<< TRACEVENT, rax=0010ec07
ReadEvent addr:000000000010ec1b n:0000000000000001 val:000000000000000a 
WriteEvent addr:000000000010ec1b n:0000000000000001 nval:000000000000003a val:000000000000000a 
Regs




0x2c7affef6302: add byte ptr [rdi], al 		 <<<< TRACEVENT, rax=0010ec07
OpReg al:10ec07 
ReadEvent addr:000000000010ec1b n:0000000000000001 val:000000000000003a 
WriteEvent addr:000000000010ec1b n:0000000000000001 nval:0000000000000041 val:000000000000003a 
Regs




0x2c7affef6304: inc rdi 		 <<<< TRACEVENT, rax=0010ec07
OpReg rdi:000000000010ec1b 
Regs
rdi:000000000010ec1b 
rdi:000000000010ec1c 


0x2c7affef6307: loop 0x2c7affef62fc 		 <<<< TRACEVENT, rax=0010ec07
Regs
rcx:0000000000000005 
rcx:0000000000000004 


0x2c7affef62fc: mov al, byte ptr [rdi] 		 <<<< TRACEVENT, rax=0010ec05
OpReg al:10ec07 
ReadEvent addr:000000000010ec1c n:0000000000000001 val:0000000000000005 
Regs
rax:000000000010ec07 
rax:000000000010ec05 


0x2c7affef62fe: xlatb  		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:00002c7affef630f n:0000000000000001 val:0000000000000000 
Regs
rax:000000000010ec05 
rax:000000000010ec00 


0x2c7affef62ff: add byte ptr [rdi], 0x30 		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:000000000010ec1c n:0000000000000001 val:0000000000000005 
WriteEvent addr:000000000010ec1c n:0000000000000001 nval:0000000000000035 val:0000000000000005 
Regs




0x2c7affef6302: add byte ptr [rdi], al 		 <<<< TRACEVENT, rax=0010ec00
OpReg al:10ec00 
ReadEvent addr:000000000010ec1c n:0000000000000001 val:0000000000000035 
WriteEvent addr:000000000010ec1c n:0000000000000001 nval:0000000000000035 val:0000000000000035 
Regs




0x2c7affef6304: inc rdi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rdi:000000000010ec1c 
Regs
rdi:000000000010ec1c 
rdi:000000000010ec1d 


0x2c7affef6307: loop 0x2c7affef62fc 		 <<<< TRACEVENT, rax=0010ec00
Regs
rcx:0000000000000004 
rcx:0000000000000003 


0x2c7affef62fc: mov al, byte ptr [rdi] 		 <<<< TRACEVENT, rax=0010ec04
OpReg al:10ec00 
ReadEvent addr:000000000010ec1d n:0000000000000001 val:0000000000000004 
Regs
rax:000000000010ec00 
rax:000000000010ec04 


0x2c7affef62fe: xlatb  		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:00002c7affef630e n:0000000000000001 val:0000000000000000 
Regs
rax:000000000010ec04 
rax:000000000010ec00 


0x2c7affef62ff: add byte ptr [rdi], 0x30 		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:000000000010ec1d n:0000000000000001 val:0000000000000004 
WriteEvent addr:000000000010ec1d n:0000000000000001 nval:0000000000000034 val:0000000000000004 
Regs




0x2c7affef6302: add byte ptr [rdi], al 		 <<<< TRACEVENT, rax=0010ec00
OpReg al:10ec00 
ReadEvent addr:000000000010ec1d n:0000000000000001 val:0000000000000034 
WriteEvent addr:000000000010ec1d n:0000000000000001 nval:0000000000000034 val:0000000000000034 
Regs




0x2c7affef6304: inc rdi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rdi:000000000010ec1d 
Regs
rdi:000000000010ec1d 
rdi:000000000010ec1e 


0x2c7affef6307: loop 0x2c7affef62fc 		 <<<< TRACEVENT, rax=0010ec00
Regs
rcx:0000000000000003 
rcx:0000000000000002 


0x2c7affef62fc: mov al, byte ptr [rdi] 		 <<<< TRACEVENT, rax=0010ec0f
OpReg al:10ec00 
ReadEvent addr:000000000010ec1e n:0000000000000001 val:000000000000000f 
Regs
rax:000000000010ec00 
rax:000000000010ec0f 


0x2c7affef62fe: xlatb  		 <<<< TRACEVENT, rax=0010ec07
ReadEvent addr:00002c7affef6319 n:0000000000000001 val:0000000000000007 
Regs
rax:000000000010ec0f 
rax:000000000010ec07 


0x2c7affef62ff: add byte ptr [rdi], 0x30 		 <<<< TRACEVENT, rax=0010ec07
ReadEvent addr:000000000010ec1e n:0000000000000001 val:000000000000000f 
WriteEvent addr:000000000010ec1e n:0000000000000001 nval:000000000000003f val:000000000000000f 
Regs




0x2c7affef6302: add byte ptr [rdi], al 		 <<<< TRACEVENT, rax=0010ec07
OpReg al:10ec07 
ReadEvent addr:000000000010ec1e n:0000000000000001 val:000000000000003f 
WriteEvent addr:000000000010ec1e n:0000000000000001 nval:0000000000000046 val:000000000000003f 
Regs




0x2c7affef6304: inc rdi 		 <<<< TRACEVENT, rax=0010ec07
OpReg rdi:000000000010ec1e 
Regs
rdi:000000000010ec1e 
rdi:000000000010ec1f 


0x2c7affef6307: loop 0x2c7affef62fc 		 <<<< TRACEVENT, rax=0010ec07
Regs
rcx:0000000000000002 
rcx:0000000000000001 


0x2c7affef62fc: mov al, byte ptr [rdi] 		 <<<< TRACEVENT, rax=0010ec05
OpReg al:10ec07 
ReadEvent addr:000000000010ec1f n:0000000000000001 val:0000000000000005 
Regs
rax:000000000010ec07 
rax:000000000010ec05 


0x2c7affef62fe: xlatb  		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:00002c7affef630f n:0000000000000001 val:0000000000000000 
Regs
rax:000000000010ec05 
rax:000000000010ec00 


0x2c7affef62ff: add byte ptr [rdi], 0x30 		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:000000000010ec1f n:0000000000000001 val:0000000000000005 
WriteEvent addr:000000000010ec1f n:0000000000000001 nval:0000000000000035 val:0000000000000005 
Regs




0x2c7affef6302: add byte ptr [rdi], al 		 <<<< TRACEVENT, rax=0010ec00
OpReg al:10ec00 
ReadEvent addr:000000000010ec1f n:0000000000000001 val:0000000000000035 
WriteEvent addr:000000000010ec1f n:0000000000000001 nval:0000000000000035 val:0000000000000035 
Regs




0x2c7affef6304: inc rdi 		 <<<< TRACEVENT, rax=0010ec00
OpReg rdi:000000000010ec1f 
Regs
rdi:000000000010ec1f 
rdi:000000000010ec20 


0x2c7affef6307: loop 0x2c7affef62fc 		 <<<< TRACEVENT, rax=0010ec00
Regs
rcx:0000000000000001 
rcx:0000000000000000 


0x2c7affef6309: ret  		 <<<< TRACEVENT, rax=0010ec00
ReadEvent addr:000000000010ebf8 n:0000000000000008 val:0000099a380575c7 
Regs
rsp:000000000010ebf8 
rsp:000000000010ec00 


0x99a380575c7: xor rax, rax 		 <<<< TRACEVENT, rax=00000000
OpReg rax:000000000010ec00 
Regs
rax:000000000010ec00 
rax:0000000000000000 


0x99a380575ca: inc rax 		 <<<< TRACEVENT, rax=00000001
OpReg rax:0000000000000000 
Regs
rax:0000000000000000 
rax:0000000000000001 


0x99a380575cd: xor rdi, rdi 		 <<<< TRACEVENT, rax=00000001
OpReg rdi:000000000010ec20 
Regs
rdi:000000000010ec20 
rdi:0000000000000000 


0x99a380575d0: inc rdi 		 <<<< TRACEVENT, rax=00000001
OpReg rdi:0000000000000000 
Regs
rdi:0000000000000000 
rdi:0000000000000001 


0x99a380575d3: movabs rsi, 0x5a48156509d2 		 <<<< TRACEVENT, rax=00000001
OpReg rsi:00002a7ee24aae7e 
Regs
rsi:00002a7ee24aae7e 
rsi:00005a48156509d2 


0x99a380575dd: mov edx, 0xc 		 <<<< TRACEVENT, rax=00000001
OpReg edx:0f0f0f0f 
Regs
rdx:000000000f0f0f0f 
rdx:000000000000000c 


0x99a380575e2: syscall  		 <<<< TRACEVENT, rax=00000001
Regs




0x99a380575e4: xor rax, rax 		 <<<< TRACEVENT, rax=00000000
OpReg rax:0000000000000001 
Regs
rax:0000000000000001 
rax:0000000000000000 


0x99a380575e7: inc rax 		 <<<< TRACEVENT, rax=00000001
OpReg rax:0000000000000000 
Regs
rax:0000000000000000 
rax:0000000000000001 


0x99a380575ea: lea rsi, qword ptr [rsp] 		 <<<< TRACEVENT, rax=00000001
OpReg rsi:00005a48156509d2 
Regs
rsi:00005a48156509d2 
rsi:000000000010ec00 


0x99a380575ee: mov edx, 0x20 		 <<<< TRACEVENT, rax=00000001
OpReg edx:0000000c 
Regs
rdx:000000000000000c 
rdx:0000000000000020 


0x99a380575f3: syscall  		 <<<< TRACEVENT, rax=00000001
Regs




0x99a380575f5: mov byte ptr [rsp], 0xa 		 <<<< TRACEVENT, rax=00000001
WriteEvent addr:000000000010ec00 n:0000000000000001 nval:000000000000000a val:0000000000000045 
Regs




0x99a380575f9: xor rax, rax 		 <<<< TRACEVENT, rax=00000000
OpReg rax:0000000000000001 
Regs
rax:0000000000000001 
rax:0000000000000000 


0x99a380575fc: inc rax 		 <<<< TRACEVENT, rax=00000001
OpReg rax:0000000000000000 
Regs
rax:0000000000000000 
rax:0000000000000001 


0x99a380575ff: mov edx, 1 		 <<<< TRACEVENT, rax=00000001
OpReg edx:00000020 
Regs
rdx:0000000000000020 
rdx:0000000000000001 


0x99a38057604: syscall  		 <<<< TRACEVENT, rax=00000001
Regs




0x99a38057606: mov eax, 0x3c 		 <<<< TRACEVENT, rax=0000003c
OpReg eax:00000001 
Regs
rax:0000000000000001 
rax:000000000000003c 


0x99a3805760b: xor dil, dil 		 <<<< TRACEVENT, rax=0000003c
Regs
rdi:0000000000000001 
rdi:0000000000000000 


0x99a3805760e: syscall  		 <<<< TRACEVENT, rax=0000003c
Regs




0x10f338cf0000: movabs rbx, 0x42021da9000c 		 <<<< TRACEVENT, rax=0000003c
OpReg rbx:00002c7affef630a 
Regs
rbx:00002c7affef630a 
rbx:000042021da9000c 


0x10f338cf000a: jmp rbx 		 <<<< TRACEVENT, rax=0000003c
OpReg rbx:000042021da9000c 
Regs








—
—
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Clang diags: [<Diagnostic severity 3, location <SourceLocation file b'dummy_RAWWWW.cpp', line 34, column 41>, spelling b"unknown type name 'mode_t'">, <Diagnostic severity 3, location <SourceLocation file b'dummy_RAWWWW.cpp', line 50, column 30>, spelling b'C++ requires a type specifier for all declarations'>, <Diagnostic severity 3, location <SourceLocation file b'dummy_RAWWWW.cpp', line 52, column 28>, spelling b'C++ requires a type specifier for all declarations'>, <Diagnostic severity 3, location <SourceLocation file b'dummy_RAWWWW.cpp', line 62, column 33>, spelling b'C++ requires a type specifier for all declarations'>, <Diagnostic severity 3, location <SourceLocation file b'dummy_RAWWWW.cpp', line 78, column 45>, spelling b"unknown type name 'mode_t'">, <Diagnostic severity 3, location <SourceLocation file b'dummy_RAWWWW.cpp', line 90, column 22>, spelling b"unknown type name 'cap_user_header_t'">, <Diagnostic severity 3, location <SourceLocation file b'dummy_RAWWWW.cpp', line 90, column 48>, spelling b"unknown type name 'cap_user_data_t'">, <Diagnostic severity 3, location <SourceLocation file b'dummy_RAWWWW.cpp', line 108, column 31>, spelling b'C++ requires a type specifier for all declarations'>, <Diagnostic severity 3, location <SourceLocation file b'dummy_RAWWWW.cpp', line 112, column 23>, spelling b"unknown type name 'pollfd'">, <Diagnostic severity 3, location <SourceLocation file b'dummy_RAWWWW.cpp', line 114, column 22>, spelling b"unknown type name 'cap_user_header_t'">, <Diagnostic severity 3, location <SourceLocation file b'dummy_RAWWWW.cpp', line 114, column 54>, spelling b"unknown type name 'cap_user_data_t'">, <Diagnostic severity 3, location <SourceLocation file b'dummy_RAWWWW.cpp', line 146, column 29>, spelling b'C++ requires a type specifier for all declarations'>, <Diagnostic severity 3, location <SourceLocation file b'dummy_RAWWWW.cpp', line 178, column 1>, spelling b"unknown type name 'clock_t'">, <Diagnostic severity 3, location <SourceLocation file b'dummy_RAWWWW.cpp', line 180, column 47>, spelling b"unknown type name 'mode_t'">, <Diagnostic severity 3, location <SourceLocation file b'dummy_RAWWWW.cpp', line 190, column 45>, spelling b"unknown type name 'siginfo_t'">, <Diagnostic severity 3, location <SourceLocation file b'dummy_RAWWWW.cpp', line 202, column 62>, spelling b"unknown type name 'cpu_set_t'">, <Diagnostic severity 3, location <SourceLocation file b'dummy_RAWWWW.cpp', line 230, column 66>, spelling b"unknown type name 'cpu_set_t'">, <Diagnostic severity 3, location <SourceLocation file b'dummy_RAWWWW.cpp', line 232, column 30>, spelling b"unknown type name 'mode_t'">, <Diagnostic severity 3, location <SourceLocation file b'dummy_RAWWWW.cpp', line 274, column 30>, spelling b"unknown type name 'clockid_t'">, <Diagnostic severity 4, location <SourceLocation file None, line 0, column 0>, spelling b'too many errors emitted, stopping now'>]
0x0
0x17affef1000
0x17affef7000
0xa2845ab1000
0xa2845ab4000
0x17021da91000
0x17021da9d000
0x18abdb4a1000
0x1ee7e5411000
0x1ee7e541c000
0x2b2706801000
0x2b270680f000
0x32566a40f000
0x3adb440a1000
0x3adb440a5000
0x3b5815631000
0x50e4b0dc1000
0x50e4b0dd0000
0x538a38011000
0x538a38018000
0x5ae338cb1000
0x5ae338cb8000
0x746ee2461000
0x746ee246b000
0x74effffc0000
GOT BUF >> bytearray(b'29897ed1d4d68c99d54ec08c89341bec\x00')
mapping addr  0x2c7affef0000 b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'
mapping addr  0x2c7affef6000 b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'
mapping addr  0x352845ab0000 b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'
mapping addr  0x352845ab3000 b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'
mapping addr  0x42021da90000 b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'
mapping addr  0x42021da9c000 b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'
mapping addr  0x43abdb4a0000 b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'
mapping addr  0x49e7e5410000 b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'
mapping addr  0x49e7e541b000 b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'
mapping addr  0x4a1706820000 b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'
mapping addr  0x4a170682e000 b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'
mapping addr  0x51466a42e000 b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'
mapping addr  0x59cb440c0000 b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'
mapping addr  0x59cb440c4000 b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'
mapping addr  0x5a4815650000 b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'
mapping addr  0x6f4b0e00000 b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'
mapping addr  0x6f4b0e0f000 b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'
mapping addr  0x99a38050000 b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'
mapping addr  0x99a38057000 b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'
mapping addr  0x10f338cf0000 b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'
mapping addr  0x10f338cf7000 b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'
mapping addr  0x2a7ee24a0000 b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'
mapping addr  0x2a7ee24aa000 b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'
mapping addr  0x2afffffff000 b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'
look at  0x10ec00 0x10ec20
BUF >>  b'0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000'
starting >>  0x51466a42e705



CODE at  0x51466a42e705 b'4881ec00100000'
0x51466a42e705:	sub	rsp, 0x1000 bytearray(b'H\x81\xec\x00\x10\x00\x00')
get size  rsp



CODE at  0x51466a42e70c b'4881e400fcffff'
0x51466a42e70c:	and	rsp, 0xfffffffffffffc00 bytearray(b'H\x81\xe4\x00\xfc\xff\xff')
get size  rsp



CODE at  0x51466a42e713 b'4889e5'
0x51466a42e713:	mov	rbp, rsp bytearray(b'H\x89\xe5')
get size  rbp
get size  rsp



CODE at  0x51466a42e716 b'4831c0'
0x51466a42e716:	xor	rax, rax bytearray(b'H1\xc0')
get size  rax
get size  rax



CODE at  0x51466a42e719 b'48ffc0'
0x51466a42e719:	inc	rax bytearray(b'H\xff\xc0')
get size  rax



CODE at  0x51466a42e71c b'4831ff'
0x51466a42e71c:	xor	rdi, rdi bytearray(b'H1\xff')
get size  rdi
get size  rdi



CODE at  0x51466a42e71f b'48ffc7'
0x51466a42e71f:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x51466a42e722 b'48beb7096515485a0000'
0x51466a42e722:	movabs	rsi, 0x5a48156509b7 bytearray(b'H\xbe\xb7\te\x15HZ\x00\x00')
get size  rsi



CODE at  0x51466a42e72c b'ba1b000000'
0x51466a42e72c:	mov	edx, 0x1b bytearray(b'\xba\x1b\x00\x00\x00')
get size  edx



CODE at  0x51466a42e731 b'0f05'
0x51466a42e731:	syscall	 bytearray(b'\x0f\x05')
[1, 99265643088311, 27]
GOT HOOK >>  write
write handler KAPAPA {'args': [{'name': b'', 'val': {'_val': 1, 'typ': <chdrft.gen.types.OpaType object at 0x7f321387dda0>, 'raw': b'\x01\x00\x00\x00\x00\x00\x00\x00'}}, {'name': b'', 'val': {'_val': 99265643088311, 'pointee': None, 'raw': b'\xb7\te\x15HZ\x00\x00'}}, {'name': b'', 'val': {'_val': 27, 'typ': <chdrft.gen.types.OpaType object at 0x7f321387d860>, 'raw': b'\x1b\x00\x00\x00\x00\x00\x00\x00'}}], 'func': {'function': <chdrft.gen.types.OpaFunction object at 0x7f3213829470>, 'alias_list': None, 'return_val': 'ssize_t', 'syscall_name': 'write', 'arch_list': {<Arch.x86_64: 'x86_64'>, <Arch.x86: 'x86'>}, 'params_list': ['int', ' const void*', ' size_t'], 'syscall_num': 1, 'socketcall_id': None, 'func_name': 'write', 'args': [{'name': b'', 'typ': <chdrft.gen.types.OpaType object at 0x7f321387dda0>}, {'name': b'', 'typ': <chdrft.gen.types.OpaType object at 0x7f3213880898>}, {'name': b'', 'typ': <chdrft.gen.types.OpaType object at 0x7f321387d860>}], 'params': 'int, const void*, size_t'}} 0
WRITING >>  bytearray(b'Please enter the password: ')



CODE at  0x51466a42e733 b'4831c0'
0x51466a42e733:	xor	rax, rax bytearray(b'H1\xc0')
get size  rax
get size  rax



CODE at  0x51466a42e736 b'4831ff'
0x51466a42e736:	xor	rdi, rdi bytearray(b'H1\xff')
get size  rdi
get size  rdi



CODE at  0x51466a42e739 b'4889ee'
0x51466a42e739:	mov	rsi, rbp bytearray(b'H\x89\xee')
get size  rsi
get size  rbp



CODE at  0x51466a42e73c b'ba00040000'
0x51466a42e73c:	mov	edx, 0x400 bytearray(b'\xba\x00\x04\x00\x00')
get size  edx



CODE at  0x51466a42e741 b'0f05'
0x51466a42e741:	syscall	 bytearray(b'\x0f\x05')
[0, 1108992, 1024]
GOT HOOK >>  read
read handler KAPAPA {'args': [{'name': b'', 'val': {'_val': 0, 'typ': <chdrft.gen.types.OpaType object at 0x7f321387dda0>, 'raw': b'\x00\x00\x00\x00\x00\x00\x00\x00'}}, {'name': b'', 'val': {'_val': 1108992, 'pointee': None, 'raw': b'\x00\xec\x10\x00\x00\x00\x00\x00'}}, {'name': b'', 'val': {'_val': 1024, 'typ': <chdrft.gen.types.OpaType object at 0x7f321387d860>, 'raw': b'\x00\x04\x00\x00\x00\x00\x00\x00'}}], 'func': {'function': <chdrft.gen.types.OpaFunction object at 0x7f320cf157b8>, 'alias_list': None, 'return_val': 'ssize_t', 'syscall_name': 'read', 'arch_list': {<Arch.x86_64: 'x86_64'>, <Arch.x86: 'x86'>}, 'params_list': ['int', ' void*', ' size_t'], 'syscall_num': 0, 'socketcall_id': None, 'func_name': 'read', 'args': [{'name': b'', 'typ': <chdrft.gen.types.OpaType object at 0x7f321387dda0>}, {'name': b'', 'typ': <chdrft.gen.types.OpaType object at 0x7f3213866048>}, {'name': b'', 'typ': <chdrft.gen.types.OpaType object at 0x7f321387d860>}], 'params': 'int, void*, size_t'}}
b'29897ed1d4d68c99d54ec08c89341bec\x00'
read handler iat  addr  0x10ec00



CODE at  0x51466a42e743 b'4889e0'
0x51466a42e743:	mov	rax, rsp bytearray(b'H\x89\xe0')
get size  rax
get size  rsp



CODE at  0x51466a42e746 b'4889e7'
0x51466a42e746:	mov	rdi, rsp bytearray(b'H\x89\xe7')
get size  rdi
get size  rsp



CODE at  0x51466a42e749 b'4889e6'
0x51466a42e749:	mov	rsi, rsp bytearray(b'H\x89\xe6')
get size  rsi
get size  rsp



CODE at  0x51466a42e74c b'49bf0c00cf38f3100000'
0x51466a42e74c:	movabs	r15, 0x10f338cf000c bytearray(b'I\xbf\x0c\x00\xcf8\xf3\x10\x00\x00')
get size  r15



CODE at  0x51466a42e756 b'41ffd7'
0x51466a42e756:	call	r15 bytearray(b'A\xff\xd7')
hook_access_write: ip=51466a42e756 addr=10ebf8, size=8, val=51466a42e759
get size  r15



CODE at  0x10f338cf000c b'0000'
0x10f338cf000c:	add	byte ptr [rax], al bytearray(b'\x00\x00')
hook_access_read: ip=10f338cf000c addr=10ec00, size=1, content=32
hook_access_write: ip=10f338cf000c addr=10ec00, size=1, val=32
BAD access at  0x10f338cf1000 21 1 0
BAD access at  0x10f338cf1001 21 1 0
BAD access at  0x10f338cf1002 21 1 0
BAD access at  0x10f338cf1003 21 1 0
BAD access at  0x10f338cf1004 21 1 0
BAD access at  0x10f338cf1005 21 1 0
BAD access at  0x10f338cf1006 21 1 0
BAD access at  0x10f338cf1007 21 1 0
BAD access at  0x10f338cf1008 21 1 0
BAD access at  0x10f338cf1009 21 1 0
BAD access at  0x10f338cf100a 21 1 0
BAD access at  0x10f338cf100b 21 1 0
BAD access at  0x10f338cf100c 21 1 0
BAD access at  0x10f338cf100d 21 1 0
BAD access at  0x10f338cf100e 21 1 0
BAD access at  0x10f338cf100f 21 1 0
BAD access at  0x10f338cf1010 21 1 0
BAD access at  0x10f338cf1011 21 1 0
BAD access at  0x10f338cf1012 21 1 0
BAD access at  0x10f338cf1013 21 1 0
BAD access at  0x10f338cf1014 21 1 0
BAD access at  0x10f338cf1015 21 1 0
BAD access at  0x10f338cf1016 21 1 0
BAD access at  0x10f338cf1017 21 1 0
BAD access at  0x10f338cf1018 21 1 0
BAD access at  0x10f338cf1019 21 1 0
BAD access at  0x10f338cf1000 21 1 0
Invalid memory fetch (UC_ERR_FETCH_UNMAPPED)
GO from  0x10f338cf0ffc to 0x10f338cf7000 with 0x10ec00
starting >>  0x10f338cf7000
get size  al



CODE at  0x10f338cf7548 b'b910000000'
0x10f338cf7548:	mov	ecx, 0x10 bytearray(b'\xb9\x10\x00\x00\x00')
get size  ecx



CODE at  0x10f338cf754d b'0fb61e'
0x10f338cf754d:	movzx	ebx, byte ptr [rsi] bytearray(b'\x0f\xb6\x1e')
hook_access_read: ip=10f338cf754d addr=10ec00, size=1, content=32
get size  ebx



CODE at  0x10f338cf7550 b'80eb30'
0x10f338cf7550:	sub	bl, 0x30 bytearray(b'\x80\xeb0')
get size  bl



CODE at  0x10f338cf7553 b'7257'
0x10f338cf7553:	jb	0x10f338cf75ac bytearray(b'rW')



CODE at  0x10f338cf7555 b'80fb0a'
0x10f338cf7555:	cmp	bl, 0xa bytearray(b'\x80\xfb\n')
get size  bl



CODE at  0x10f338cf7558 b'7217'
0x10f338cf7558:	jb	0x10f338cf7571 bytearray(b'r\x17')



CODE at  0x10f338cf7571 b'48ffc6'
0x10f338cf7571:	inc	rsi bytearray(b'H\xff\xc6')
get size  rsi



CODE at  0x10f338cf7574 b'c1e308'
0x10f338cf7574:	shl	ebx, 8 bytearray(b'\xc1\xe3\x08')
get size  ebx



CODE at  0x10f338cf7577 b'8a1e'
0x10f338cf7577:	mov	bl, byte ptr [rsi] bytearray(b'\x8a\x1e')
hook_access_read: ip=10f338cf7577 addr=10ec01, size=1, content=39
get size  bl



CODE at  0x10f338cf7579 b'80eb30'
0x10f338cf7579:	sub	bl, 0x30 bytearray(b'\x80\xeb0')
get size  bl



CODE at  0x10f338cf757c b'722e'
0x10f338cf757c:	jb	0x10f338cf75ac bytearray(b'r.')



CODE at  0x10f338cf757e b'80fb0a'
0x10f338cf757e:	cmp	bl, 0xa bytearray(b'\x80\xfb\n')
get size  bl



CODE at  0x10f338cf7581 b'7217'
0x10f338cf7581:	jb	0x10f338cf759a bytearray(b'r\x17')



CODE at  0x10f338cf759a b'48ffc6'
0x10f338cf759a:	inc	rsi bytearray(b'H\xff\xc6')
get size  rsi



CODE at  0x10f338cf759d b'c0e304'
0x10f338cf759d:	shl	bl, 4 bytearray(b'\xc0\xe3\x04')
get size  bl



CODE at  0x10f338cf75a0 b'66c1eb04'
0x10f338cf75a0:	shr	bx, 4 bytearray(b'f\xc1\xeb\x04')
get size  bx



CODE at  0x10f338cf75a4 b'881f'
0x10f338cf75a4:	mov	byte ptr [rdi], bl bytearray(b'\x88\x1f')
hook_access_write: ip=10f338cf75a4 addr=10ec00, size=1, val=29
get size  bl



CODE at  0x10f338cf75a6 b'48ffc7'
0x10f338cf75a6:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x10f338cf75a9 b'e2a2'
0x10f338cf75a9:	loop	0x10f338cf754d bytearray(b'\xe2\xa2')



CODE at  0x10f338cf754d b'0fb61e'
0x10f338cf754d:	movzx	ebx, byte ptr [rsi] bytearray(b'\x0f\xb6\x1e')
hook_access_read: ip=10f338cf754d addr=10ec02, size=1, content=38
get size  ebx



CODE at  0x10f338cf7550 b'80eb30'
0x10f338cf7550:	sub	bl, 0x30 bytearray(b'\x80\xeb0')
get size  bl



CODE at  0x10f338cf7553 b'7257'
0x10f338cf7553:	jb	0x10f338cf75ac bytearray(b'rW')



CODE at  0x10f338cf7555 b'80fb0a'
0x10f338cf7555:	cmp	bl, 0xa bytearray(b'\x80\xfb\n')
get size  bl



CODE at  0x10f338cf7558 b'7217'
0x10f338cf7558:	jb	0x10f338cf7571 bytearray(b'r\x17')



CODE at  0x10f338cf7571 b'48ffc6'
0x10f338cf7571:	inc	rsi bytearray(b'H\xff\xc6')
get size  rsi



CODE at  0x10f338cf7574 b'c1e308'
0x10f338cf7574:	shl	ebx, 8 bytearray(b'\xc1\xe3\x08')
get size  ebx



CODE at  0x10f338cf7577 b'8a1e'
0x10f338cf7577:	mov	bl, byte ptr [rsi] bytearray(b'\x8a\x1e')
hook_access_read: ip=10f338cf7577 addr=10ec03, size=1, content=39
get size  bl



CODE at  0x10f338cf7579 b'80eb30'
0x10f338cf7579:	sub	bl, 0x30 bytearray(b'\x80\xeb0')
get size  bl



CODE at  0x10f338cf757c b'722e'
0x10f338cf757c:	jb	0x10f338cf75ac bytearray(b'r.')



CODE at  0x10f338cf757e b'80fb0a'
0x10f338cf757e:	cmp	bl, 0xa bytearray(b'\x80\xfb\n')
get size  bl



CODE at  0x10f338cf7581 b'7217'
0x10f338cf7581:	jb	0x10f338cf759a bytearray(b'r\x17')



CODE at  0x10f338cf759a b'48ffc6'
0x10f338cf759a:	inc	rsi bytearray(b'H\xff\xc6')
get size  rsi



CODE at  0x10f338cf759d b'c0e304'
0x10f338cf759d:	shl	bl, 4 bytearray(b'\xc0\xe3\x04')
get size  bl



CODE at  0x10f338cf75a0 b'66c1eb04'
0x10f338cf75a0:	shr	bx, 4 bytearray(b'f\xc1\xeb\x04')
get size  bx



CODE at  0x10f338cf75a4 b'881f'
0x10f338cf75a4:	mov	byte ptr [rdi], bl bytearray(b'\x88\x1f')
hook_access_write: ip=10f338cf75a4 addr=10ec01, size=1, val=89
get size  bl



CODE at  0x10f338cf75a6 b'48ffc7'
0x10f338cf75a6:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x10f338cf75a9 b'e2a2'
0x10f338cf75a9:	loop	0x10f338cf754d bytearray(b'\xe2\xa2')



CODE at  0x10f338cf754d b'0fb61e'
0x10f338cf754d:	movzx	ebx, byte ptr [rsi] bytearray(b'\x0f\xb6\x1e')
hook_access_read: ip=10f338cf754d addr=10ec04, size=1, content=37
get size  ebx



CODE at  0x10f338cf7550 b'80eb30'
0x10f338cf7550:	sub	bl, 0x30 bytearray(b'\x80\xeb0')
get size  bl



CODE at  0x10f338cf7553 b'7257'
0x10f338cf7553:	jb	0x10f338cf75ac bytearray(b'rW')



CODE at  0x10f338cf7555 b'80fb0a'
0x10f338cf7555:	cmp	bl, 0xa bytearray(b'\x80\xfb\n')
get size  bl



CODE at  0x10f338cf7558 b'7217'
0x10f338cf7558:	jb	0x10f338cf7571 bytearray(b'r\x17')



CODE at  0x10f338cf7571 b'48ffc6'
0x10f338cf7571:	inc	rsi bytearray(b'H\xff\xc6')
get size  rsi



CODE at  0x10f338cf7574 b'c1e308'
0x10f338cf7574:	shl	ebx, 8 bytearray(b'\xc1\xe3\x08')
get size  ebx



CODE at  0x10f338cf7577 b'8a1e'
0x10f338cf7577:	mov	bl, byte ptr [rsi] bytearray(b'\x8a\x1e')
hook_access_read: ip=10f338cf7577 addr=10ec05, size=1, content=65
get size  bl



CODE at  0x10f338cf7579 b'80eb30'
0x10f338cf7579:	sub	bl, 0x30 bytearray(b'\x80\xeb0')
get size  bl



CODE at  0x10f338cf757c b'722e'
0x10f338cf757c:	jb	0x10f338cf75ac bytearray(b'r.')



CODE at  0x10f338cf757e b'80fb0a'
0x10f338cf757e:	cmp	bl, 0xa bytearray(b'\x80\xfb\n')
get size  bl



CODE at  0x10f338cf7581 b'7217'
0x10f338cf7581:	jb	0x10f338cf759a bytearray(b'r\x17')



CODE at  0x10f338cf7583 b'80eb11'
0x10f338cf7583:	sub	bl, 0x11 bytearray(b'\x80\xeb\x11')
get size  bl



CODE at  0x10f338cf7586 b'7224'
0x10f338cf7586:	jb	0x10f338cf75ac bytearray(b'r$')



CODE at  0x10f338cf7588 b'80fb06'
0x10f338cf7588:	cmp	bl, 6 bytearray(b'\x80\xfb\x06')
get size  bl



CODE at  0x10f338cf758b b'720a'
0x10f338cf758b:	jb	0x10f338cf7597 bytearray(b'r\n')



CODE at  0x10f338cf758d b'80eb20'
0x10f338cf758d:	sub	bl, 0x20 bytearray(b'\x80\xeb ')
get size  bl



CODE at  0x10f338cf7590 b'721a'
0x10f338cf7590:	jb	0x10f338cf75ac bytearray(b'r\x1a')



CODE at  0x10f338cf7592 b'80fb06'
0x10f338cf7592:	cmp	bl, 6 bytearray(b'\x80\xfb\x06')
get size  bl



CODE at  0x10f338cf7595 b'7315'
0x10f338cf7595:	jae	0x10f338cf75ac bytearray(b's\x15')



CODE at  0x10f338cf7597 b'80c30a'
0x10f338cf7597:	add	bl, 0xa bytearray(b'\x80\xc3\n')
get size  bl



CODE at  0x10f338cf759a b'48ffc6'
0x10f338cf759a:	inc	rsi bytearray(b'H\xff\xc6')
get size  rsi



CODE at  0x10f338cf759d b'c0e304'
0x10f338cf759d:	shl	bl, 4 bytearray(b'\xc0\xe3\x04')
get size  bl



CODE at  0x10f338cf75a0 b'66c1eb04'
0x10f338cf75a0:	shr	bx, 4 bytearray(b'f\xc1\xeb\x04')
get size  bx



CODE at  0x10f338cf75a4 b'881f'
0x10f338cf75a4:	mov	byte ptr [rdi], bl bytearray(b'\x88\x1f')
hook_access_write: ip=10f338cf75a4 addr=10ec02, size=1, val=7e
get size  bl



CODE at  0x10f338cf75a6 b'48ffc7'
0x10f338cf75a6:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x10f338cf75a9 b'e2a2'
0x10f338cf75a9:	loop	0x10f338cf754d bytearray(b'\xe2\xa2')



CODE at  0x10f338cf754d b'0fb61e'
0x10f338cf754d:	movzx	ebx, byte ptr [rsi] bytearray(b'\x0f\xb6\x1e')
hook_access_read: ip=10f338cf754d addr=10ec06, size=1, content=64
get size  ebx



CODE at  0x10f338cf7550 b'80eb30'
0x10f338cf7550:	sub	bl, 0x30 bytearray(b'\x80\xeb0')
get size  bl



CODE at  0x10f338cf7553 b'7257'
0x10f338cf7553:	jb	0x10f338cf75ac bytearray(b'rW')



CODE at  0x10f338cf7555 b'80fb0a'
0x10f338cf7555:	cmp	bl, 0xa bytearray(b'\x80\xfb\n')
get size  bl



CODE at  0x10f338cf7558 b'7217'
0x10f338cf7558:	jb	0x10f338cf7571 bytearray(b'r\x17')



CODE at  0x10f338cf755a b'80eb11'
0x10f338cf755a:	sub	bl, 0x11 bytearray(b'\x80\xeb\x11')
get size  bl



CODE at  0x10f338cf755d b'724d'
0x10f338cf755d:	jb	0x10f338cf75ac bytearray(b'rM')



CODE at  0x10f338cf755f b'80fb06'
0x10f338cf755f:	cmp	bl, 6 bytearray(b'\x80\xfb\x06')
get size  bl



CODE at  0x10f338cf7562 b'720a'
0x10f338cf7562:	jb	0x10f338cf756e bytearray(b'r\n')



CODE at  0x10f338cf7564 b'80eb20'
0x10f338cf7564:	sub	bl, 0x20 bytearray(b'\x80\xeb ')
get size  bl



CODE at  0x10f338cf7567 b'7243'
0x10f338cf7567:	jb	0x10f338cf75ac bytearray(b'rC')



CODE at  0x10f338cf7569 b'80fb06'
0x10f338cf7569:	cmp	bl, 6 bytearray(b'\x80\xfb\x06')
get size  bl



CODE at  0x10f338cf756c b'733e'
0x10f338cf756c:	jae	0x10f338cf75ac bytearray(b's>')



CODE at  0x10f338cf756e b'80c30a'
0x10f338cf756e:	add	bl, 0xa bytearray(b'\x80\xc3\n')
get size  bl



CODE at  0x10f338cf7571 b'48ffc6'
0x10f338cf7571:	inc	rsi bytearray(b'H\xff\xc6')
get size  rsi



CODE at  0x10f338cf7574 b'c1e308'
0x10f338cf7574:	shl	ebx, 8 bytearray(b'\xc1\xe3\x08')
get size  ebx



CODE at  0x10f338cf7577 b'8a1e'
0x10f338cf7577:	mov	bl, byte ptr [rsi] bytearray(b'\x8a\x1e')
hook_access_read: ip=10f338cf7577 addr=10ec07, size=1, content=31
get size  bl



CODE at  0x10f338cf7579 b'80eb30'
0x10f338cf7579:	sub	bl, 0x30 bytearray(b'\x80\xeb0')
get size  bl



CODE at  0x10f338cf757c b'722e'
0x10f338cf757c:	jb	0x10f338cf75ac bytearray(b'r.')



CODE at  0x10f338cf757e b'80fb0a'
0x10f338cf757e:	cmp	bl, 0xa bytearray(b'\x80\xfb\n')
get size  bl



CODE at  0x10f338cf7581 b'7217'
0x10f338cf7581:	jb	0x10f338cf759a bytearray(b'r\x17')



CODE at  0x10f338cf759a b'48ffc6'
0x10f338cf759a:	inc	rsi bytearray(b'H\xff\xc6')
get size  rsi



CODE at  0x10f338cf759d b'c0e304'
0x10f338cf759d:	shl	bl, 4 bytearray(b'\xc0\xe3\x04')
get size  bl



CODE at  0x10f338cf75a0 b'66c1eb04'
0x10f338cf75a0:	shr	bx, 4 bytearray(b'f\xc1\xeb\x04')
get size  bx



CODE at  0x10f338cf75a4 b'881f'
0x10f338cf75a4:	mov	byte ptr [rdi], bl bytearray(b'\x88\x1f')
hook_access_write: ip=10f338cf75a4 addr=10ec03, size=1, val=d1
get size  bl



CODE at  0x10f338cf75a6 b'48ffc7'
0x10f338cf75a6:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x10f338cf75a9 b'e2a2'
0x10f338cf75a9:	loop	0x10f338cf754d bytearray(b'\xe2\xa2')



CODE at  0x10f338cf754d b'0fb61e'
0x10f338cf754d:	movzx	ebx, byte ptr [rsi] bytearray(b'\x0f\xb6\x1e')
hook_access_read: ip=10f338cf754d addr=10ec08, size=1, content=64
get size  ebx



CODE at  0x10f338cf7550 b'80eb30'
0x10f338cf7550:	sub	bl, 0x30 bytearray(b'\x80\xeb0')
get size  bl



CODE at  0x10f338cf7553 b'7257'
0x10f338cf7553:	jb	0x10f338cf75ac bytearray(b'rW')



CODE at  0x10f338cf7555 b'80fb0a'
0x10f338cf7555:	cmp	bl, 0xa bytearray(b'\x80\xfb\n')
get size  bl



CODE at  0x10f338cf7558 b'7217'
0x10f338cf7558:	jb	0x10f338cf7571 bytearray(b'r\x17')



CODE at  0x10f338cf755a b'80eb11'
0x10f338cf755a:	sub	bl, 0x11 bytearray(b'\x80\xeb\x11')
get size  bl



CODE at  0x10f338cf755d b'724d'
0x10f338cf755d:	jb	0x10f338cf75ac bytearray(b'rM')



CODE at  0x10f338cf755f b'80fb06'
0x10f338cf755f:	cmp	bl, 6 bytearray(b'\x80\xfb\x06')
get size  bl



CODE at  0x10f338cf7562 b'720a'
0x10f338cf7562:	jb	0x10f338cf756e bytearray(b'r\n')



CODE at  0x10f338cf7564 b'80eb20'
0x10f338cf7564:	sub	bl, 0x20 bytearray(b'\x80\xeb ')
get size  bl



CODE at  0x10f338cf7567 b'7243'
0x10f338cf7567:	jb	0x10f338cf75ac bytearray(b'rC')



CODE at  0x10f338cf7569 b'80fb06'
0x10f338cf7569:	cmp	bl, 6 bytearray(b'\x80\xfb\x06')
get size  bl



CODE at  0x10f338cf756c b'733e'
0x10f338cf756c:	jae	0x10f338cf75ac bytearray(b's>')



CODE at  0x10f338cf756e b'80c30a'
0x10f338cf756e:	add	bl, 0xa bytearray(b'\x80\xc3\n')
get size  bl



CODE at  0x10f338cf7571 b'48ffc6'
0x10f338cf7571:	inc	rsi bytearray(b'H\xff\xc6')
get size  rsi



CODE at  0x10f338cf7574 b'c1e308'
0x10f338cf7574:	shl	ebx, 8 bytearray(b'\xc1\xe3\x08')
get size  ebx



CODE at  0x10f338cf7577 b'8a1e'
0x10f338cf7577:	mov	bl, byte ptr [rsi] bytearray(b'\x8a\x1e')
hook_access_read: ip=10f338cf7577 addr=10ec09, size=1, content=34
get size  bl



CODE at  0x10f338cf7579 b'80eb30'
0x10f338cf7579:	sub	bl, 0x30 bytearray(b'\x80\xeb0')
get size  bl



CODE at  0x10f338cf757c b'722e'
0x10f338cf757c:	jb	0x10f338cf75ac bytearray(b'r.')



CODE at  0x10f338cf757e b'80fb0a'
0x10f338cf757e:	cmp	bl, 0xa bytearray(b'\x80\xfb\n')
get size  bl



CODE at  0x10f338cf7581 b'7217'
0x10f338cf7581:	jb	0x10f338cf759a bytearray(b'r\x17')



CODE at  0x10f338cf759a b'48ffc6'
0x10f338cf759a:	inc	rsi bytearray(b'H\xff\xc6')
get size  rsi



CODE at  0x10f338cf759d b'c0e304'
0x10f338cf759d:	shl	bl, 4 bytearray(b'\xc0\xe3\x04')
get size  bl



CODE at  0x10f338cf75a0 b'66c1eb04'
0x10f338cf75a0:	shr	bx, 4 bytearray(b'f\xc1\xeb\x04')
get size  bx



CODE at  0x10f338cf75a4 b'881f'
0x10f338cf75a4:	mov	byte ptr [rdi], bl bytearray(b'\x88\x1f')
hook_access_write: ip=10f338cf75a4 addr=10ec04, size=1, val=d4
get size  bl



CODE at  0x10f338cf75a6 b'48ffc7'
0x10f338cf75a6:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x10f338cf75a9 b'e2a2'
0x10f338cf75a9:	loop	0x10f338cf754d bytearray(b'\xe2\xa2')



CODE at  0x10f338cf754d b'0fb61e'
0x10f338cf754d:	movzx	ebx, byte ptr [rsi] bytearray(b'\x0f\xb6\x1e')
hook_access_read: ip=10f338cf754d addr=10ec0a, size=1, content=64
get size  ebx



CODE at  0x10f338cf7550 b'80eb30'
0x10f338cf7550:	sub	bl, 0x30 bytearray(b'\x80\xeb0')
get size  bl



CODE at  0x10f338cf7553 b'7257'
0x10f338cf7553:	jb	0x10f338cf75ac bytearray(b'rW')



CODE at  0x10f338cf7555 b'80fb0a'
0x10f338cf7555:	cmp	bl, 0xa bytearray(b'\x80\xfb\n')
get size  bl



CODE at  0x10f338cf7558 b'7217'
0x10f338cf7558:	jb	0x10f338cf7571 bytearray(b'r\x17')



CODE at  0x10f338cf755a b'80eb11'
0x10f338cf755a:	sub	bl, 0x11 bytearray(b'\x80\xeb\x11')
get size  bl



CODE at  0x10f338cf755d b'724d'
0x10f338cf755d:	jb	0x10f338cf75ac bytearray(b'rM')



CODE at  0x10f338cf755f b'80fb06'
0x10f338cf755f:	cmp	bl, 6 bytearray(b'\x80\xfb\x06')
get size  bl



CODE at  0x10f338cf7562 b'720a'
0x10f338cf7562:	jb	0x10f338cf756e bytearray(b'r\n')



CODE at  0x10f338cf7564 b'80eb20'
0x10f338cf7564:	sub	bl, 0x20 bytearray(b'\x80\xeb ')
get size  bl



CODE at  0x10f338cf7567 b'7243'
0x10f338cf7567:	jb	0x10f338cf75ac bytearray(b'rC')



CODE at  0x10f338cf7569 b'80fb06'
0x10f338cf7569:	cmp	bl, 6 bytearray(b'\x80\xfb\x06')
get size  bl



CODE at  0x10f338cf756c b'733e'
0x10f338cf756c:	jae	0x10f338cf75ac bytearray(b's>')



CODE at  0x10f338cf756e b'80c30a'
0x10f338cf756e:	add	bl, 0xa bytearray(b'\x80\xc3\n')
get size  bl



CODE at  0x10f338cf7571 b'48ffc6'
0x10f338cf7571:	inc	rsi bytearray(b'H\xff\xc6')
get size  rsi



CODE at  0x10f338cf7574 b'c1e308'
0x10f338cf7574:	shl	ebx, 8 bytearray(b'\xc1\xe3\x08')
get size  ebx



CODE at  0x10f338cf7577 b'8a1e'
0x10f338cf7577:	mov	bl, byte ptr [rsi] bytearray(b'\x8a\x1e')
hook_access_read: ip=10f338cf7577 addr=10ec0b, size=1, content=36
get size  bl



CODE at  0x10f338cf7579 b'80eb30'
0x10f338cf7579:	sub	bl, 0x30 bytearray(b'\x80\xeb0')
get size  bl



CODE at  0x10f338cf757c b'722e'
0x10f338cf757c:	jb	0x10f338cf75ac bytearray(b'r.')



CODE at  0x10f338cf757e b'80fb0a'
0x10f338cf757e:	cmp	bl, 0xa bytearray(b'\x80\xfb\n')
get size  bl



CODE at  0x10f338cf7581 b'7217'
0x10f338cf7581:	jb	0x10f338cf759a bytearray(b'r\x17')



CODE at  0x10f338cf759a b'48ffc6'
0x10f338cf759a:	inc	rsi bytearray(b'H\xff\xc6')
get size  rsi



CODE at  0x10f338cf759d b'c0e304'
0x10f338cf759d:	shl	bl, 4 bytearray(b'\xc0\xe3\x04')
get size  bl



CODE at  0x10f338cf75a0 b'66c1eb04'
0x10f338cf75a0:	shr	bx, 4 bytearray(b'f\xc1\xeb\x04')
get size  bx



CODE at  0x10f338cf75a4 b'881f'
0x10f338cf75a4:	mov	byte ptr [rdi], bl bytearray(b'\x88\x1f')
hook_access_write: ip=10f338cf75a4 addr=10ec05, size=1, val=d6
get size  bl



CODE at  0x10f338cf75a6 b'48ffc7'
0x10f338cf75a6:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x10f338cf75a9 b'e2a2'
0x10f338cf75a9:	loop	0x10f338cf754d bytearray(b'\xe2\xa2')



CODE at  0x10f338cf754d b'0fb61e'
0x10f338cf754d:	movzx	ebx, byte ptr [rsi] bytearray(b'\x0f\xb6\x1e')
hook_access_read: ip=10f338cf754d addr=10ec0c, size=1, content=38
get size  ebx



CODE at  0x10f338cf7550 b'80eb30'
0x10f338cf7550:	sub	bl, 0x30 bytearray(b'\x80\xeb0')
get size  bl



CODE at  0x10f338cf7553 b'7257'
0x10f338cf7553:	jb	0x10f338cf75ac bytearray(b'rW')



CODE at  0x10f338cf7555 b'80fb0a'
0x10f338cf7555:	cmp	bl, 0xa bytearray(b'\x80\xfb\n')
get size  bl



CODE at  0x10f338cf7558 b'7217'
0x10f338cf7558:	jb	0x10f338cf7571 bytearray(b'r\x17')



CODE at  0x10f338cf7571 b'48ffc6'
0x10f338cf7571:	inc	rsi bytearray(b'H\xff\xc6')
get size  rsi



CODE at  0x10f338cf7574 b'c1e308'
0x10f338cf7574:	shl	ebx, 8 bytearray(b'\xc1\xe3\x08')
get size  ebx



CODE at  0x10f338cf7577 b'8a1e'
0x10f338cf7577:	mov	bl, byte ptr [rsi] bytearray(b'\x8a\x1e')
hook_access_read: ip=10f338cf7577 addr=10ec0d, size=1, content=63
get size  bl



CODE at  0x10f338cf7579 b'80eb30'
0x10f338cf7579:	sub	bl, 0x30 bytearray(b'\x80\xeb0')
get size  bl



CODE at  0x10f338cf757c b'722e'
0x10f338cf757c:	jb	0x10f338cf75ac bytearray(b'r.')



CODE at  0x10f338cf757e b'80fb0a'
0x10f338cf757e:	cmp	bl, 0xa bytearray(b'\x80\xfb\n')
get size  bl



CODE at  0x10f338cf7581 b'7217'
0x10f338cf7581:	jb	0x10f338cf759a bytearray(b'r\x17')



CODE at  0x10f338cf7583 b'80eb11'
0x10f338cf7583:	sub	bl, 0x11 bytearray(b'\x80\xeb\x11')
get size  bl



CODE at  0x10f338cf7586 b'7224'
0x10f338cf7586:	jb	0x10f338cf75ac bytearray(b'r$')



CODE at  0x10f338cf7588 b'80fb06'
0x10f338cf7588:	cmp	bl, 6 bytearray(b'\x80\xfb\x06')
get size  bl



CODE at  0x10f338cf758b b'720a'
0x10f338cf758b:	jb	0x10f338cf7597 bytearray(b'r\n')



CODE at  0x10f338cf758d b'80eb20'
0x10f338cf758d:	sub	bl, 0x20 bytearray(b'\x80\xeb ')
get size  bl



CODE at  0x10f338cf7590 b'721a'
0x10f338cf7590:	jb	0x10f338cf75ac bytearray(b'r\x1a')



CODE at  0x10f338cf7592 b'80fb06'
0x10f338cf7592:	cmp	bl, 6 bytearray(b'\x80\xfb\x06')
get size  bl



CODE at  0x10f338cf7595 b'7315'
0x10f338cf7595:	jae	0x10f338cf75ac bytearray(b's\x15')



CODE at  0x10f338cf7597 b'80c30a'
0x10f338cf7597:	add	bl, 0xa bytearray(b'\x80\xc3\n')
get size  bl



CODE at  0x10f338cf759a b'48ffc6'
0x10f338cf759a:	inc	rsi bytearray(b'H\xff\xc6')
get size  rsi



CODE at  0x10f338cf759d b'c0e304'
0x10f338cf759d:	shl	bl, 4 bytearray(b'\xc0\xe3\x04')
get size  bl



CODE at  0x10f338cf75a0 b'66c1eb04'
0x10f338cf75a0:	shr	bx, 4 bytearray(b'f\xc1\xeb\x04')
get size  bx



CODE at  0x10f338cf75a4 b'881f'
0x10f338cf75a4:	mov	byte ptr [rdi], bl bytearray(b'\x88\x1f')
hook_access_write: ip=10f338cf75a4 addr=10ec06, size=1, val=8c
get size  bl



CODE at  0x10f338cf75a6 b'48ffc7'
0x10f338cf75a6:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x10f338cf75a9 b'e2a2'
0x10f338cf75a9:	loop	0x10f338cf754d bytearray(b'\xe2\xa2')



CODE at  0x10f338cf754d b'0fb61e'
0x10f338cf754d:	movzx	ebx, byte ptr [rsi] bytearray(b'\x0f\xb6\x1e')
hook_access_read: ip=10f338cf754d addr=10ec0e, size=1, content=39
get size  ebx



CODE at  0x10f338cf7550 b'80eb30'
0x10f338cf7550:	sub	bl, 0x30 bytearray(b'\x80\xeb0')
get size  bl



CODE at  0x10f338cf7553 b'7257'
0x10f338cf7553:	jb	0x10f338cf75ac bytearray(b'rW')



CODE at  0x10f338cf7555 b'80fb0a'
0x10f338cf7555:	cmp	bl, 0xa bytearray(b'\x80\xfb\n')
get size  bl



CODE at  0x10f338cf7558 b'7217'
0x10f338cf7558:	jb	0x10f338cf7571 bytearray(b'r\x17')



CODE at  0x10f338cf7571 b'48ffc6'
0x10f338cf7571:	inc	rsi bytearray(b'H\xff\xc6')
get size  rsi



CODE at  0x10f338cf7574 b'c1e308'
0x10f338cf7574:	shl	ebx, 8 bytearray(b'\xc1\xe3\x08')
get size  ebx



CODE at  0x10f338cf7577 b'8a1e'
0x10f338cf7577:	mov	bl, byte ptr [rsi] bytearray(b'\x8a\x1e')
hook_access_read: ip=10f338cf7577 addr=10ec0f, size=1, content=39
get size  bl



CODE at  0x10f338cf7579 b'80eb30'
0x10f338cf7579:	sub	bl, 0x30 bytearray(b'\x80\xeb0')
get size  bl



CODE at  0x10f338cf757c b'722e'
0x10f338cf757c:	jb	0x10f338cf75ac bytearray(b'r.')



CODE at  0x10f338cf757e b'80fb0a'
0x10f338cf757e:	cmp	bl, 0xa bytearray(b'\x80\xfb\n')
get size  bl



CODE at  0x10f338cf7581 b'7217'
0x10f338cf7581:	jb	0x10f338cf759a bytearray(b'r\x17')



CODE at  0x10f338cf759a b'48ffc6'
0x10f338cf759a:	inc	rsi bytearray(b'H\xff\xc6')
get size  rsi



CODE at  0x10f338cf759d b'c0e304'
0x10f338cf759d:	shl	bl, 4 bytearray(b'\xc0\xe3\x04')
get size  bl



CODE at  0x10f338cf75a0 b'66c1eb04'
0x10f338cf75a0:	shr	bx, 4 bytearray(b'f\xc1\xeb\x04')
get size  bx



CODE at  0x10f338cf75a4 b'881f'
0x10f338cf75a4:	mov	byte ptr [rdi], bl bytearray(b'\x88\x1f')
hook_access_write: ip=10f338cf75a4 addr=10ec07, size=1, val=99
get size  bl



CODE at  0x10f338cf75a6 b'48ffc7'
0x10f338cf75a6:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x10f338cf75a9 b'e2a2'
0x10f338cf75a9:	loop	0x10f338cf754d bytearray(b'\xe2\xa2')



CODE at  0x10f338cf754d b'0fb61e'
0x10f338cf754d:	movzx	ebx, byte ptr [rsi] bytearray(b'\x0f\xb6\x1e')
hook_access_read: ip=10f338cf754d addr=10ec10, size=1, content=64
get size  ebx



CODE at  0x10f338cf7550 b'80eb30'
0x10f338cf7550:	sub	bl, 0x30 bytearray(b'\x80\xeb0')
get size  bl



CODE at  0x10f338cf7553 b'7257'
0x10f338cf7553:	jb	0x10f338cf75ac bytearray(b'rW')



CODE at  0x10f338cf7555 b'80fb0a'
0x10f338cf7555:	cmp	bl, 0xa bytearray(b'\x80\xfb\n')
get size  bl



CODE at  0x10f338cf7558 b'7217'
0x10f338cf7558:	jb	0x10f338cf7571 bytearray(b'r\x17')



CODE at  0x10f338cf755a b'80eb11'
0x10f338cf755a:	sub	bl, 0x11 bytearray(b'\x80\xeb\x11')
get size  bl



CODE at  0x10f338cf755d b'724d'
0x10f338cf755d:	jb	0x10f338cf75ac bytearray(b'rM')



CODE at  0x10f338cf755f b'80fb06'
0x10f338cf755f:	cmp	bl, 6 bytearray(b'\x80\xfb\x06')
get size  bl



CODE at  0x10f338cf7562 b'720a'
0x10f338cf7562:	jb	0x10f338cf756e bytearray(b'r\n')



CODE at  0x10f338cf7564 b'80eb20'
0x10f338cf7564:	sub	bl, 0x20 bytearray(b'\x80\xeb ')
get size  bl



CODE at  0x10f338cf7567 b'7243'
0x10f338cf7567:	jb	0x10f338cf75ac bytearray(b'rC')



CODE at  0x10f338cf7569 b'80fb06'
0x10f338cf7569:	cmp	bl, 6 bytearray(b'\x80\xfb\x06')
get size  bl



CODE at  0x10f338cf756c b'733e'
0x10f338cf756c:	jae	0x10f338cf75ac bytearray(b's>')



CODE at  0x10f338cf756e b'80c30a'
0x10f338cf756e:	add	bl, 0xa bytearray(b'\x80\xc3\n')
get size  bl



CODE at  0x10f338cf7571 b'48ffc6'
0x10f338cf7571:	inc	rsi bytearray(b'H\xff\xc6')
get size  rsi



CODE at  0x10f338cf7574 b'c1e308'
0x10f338cf7574:	shl	ebx, 8 bytearray(b'\xc1\xe3\x08')
get size  ebx



CODE at  0x10f338cf7577 b'8a1e'
0x10f338cf7577:	mov	bl, byte ptr [rsi] bytearray(b'\x8a\x1e')
hook_access_read: ip=10f338cf7577 addr=10ec11, size=1, content=35
get size  bl



CODE at  0x10f338cf7579 b'80eb30'
0x10f338cf7579:	sub	bl, 0x30 bytearray(b'\x80\xeb0')
get size  bl



CODE at  0x10f338cf757c b'722e'
0x10f338cf757c:	jb	0x10f338cf75ac bytearray(b'r.')



CODE at  0x10f338cf757e b'80fb0a'
0x10f338cf757e:	cmp	bl, 0xa bytearray(b'\x80\xfb\n')
get size  bl



CODE at  0x10f338cf7581 b'7217'
0x10f338cf7581:	jb	0x10f338cf759a bytearray(b'r\x17')



CODE at  0x10f338cf759a b'48ffc6'
0x10f338cf759a:	inc	rsi bytearray(b'H\xff\xc6')
get size  rsi



CODE at  0x10f338cf759d b'c0e304'
0x10f338cf759d:	shl	bl, 4 bytearray(b'\xc0\xe3\x04')
get size  bl



CODE at  0x10f338cf75a0 b'66c1eb04'
0x10f338cf75a0:	shr	bx, 4 bytearray(b'f\xc1\xeb\x04')
get size  bx



CODE at  0x10f338cf75a4 b'881f'
0x10f338cf75a4:	mov	byte ptr [rdi], bl bytearray(b'\x88\x1f')
hook_access_write: ip=10f338cf75a4 addr=10ec08, size=1, val=d5
get size  bl



CODE at  0x10f338cf75a6 b'48ffc7'
0x10f338cf75a6:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x10f338cf75a9 b'e2a2'
0x10f338cf75a9:	loop	0x10f338cf754d bytearray(b'\xe2\xa2')



CODE at  0x10f338cf754d b'0fb61e'
0x10f338cf754d:	movzx	ebx, byte ptr [rsi] bytearray(b'\x0f\xb6\x1e')
hook_access_read: ip=10f338cf754d addr=10ec12, size=1, content=34
get size  ebx



CODE at  0x10f338cf7550 b'80eb30'
0x10f338cf7550:	sub	bl, 0x30 bytearray(b'\x80\xeb0')
get size  bl



CODE at  0x10f338cf7553 b'7257'
0x10f338cf7553:	jb	0x10f338cf75ac bytearray(b'rW')



CODE at  0x10f338cf7555 b'80fb0a'
0x10f338cf7555:	cmp	bl, 0xa bytearray(b'\x80\xfb\n')
get size  bl



CODE at  0x10f338cf7558 b'7217'
0x10f338cf7558:	jb	0x10f338cf7571 bytearray(b'r\x17')



CODE at  0x10f338cf7571 b'48ffc6'
0x10f338cf7571:	inc	rsi bytearray(b'H\xff\xc6')
get size  rsi



CODE at  0x10f338cf7574 b'c1e308'
0x10f338cf7574:	shl	ebx, 8 bytearray(b'\xc1\xe3\x08')
get size  ebx



CODE at  0x10f338cf7577 b'8a1e'
0x10f338cf7577:	mov	bl, byte ptr [rsi] bytearray(b'\x8a\x1e')
hook_access_read: ip=10f338cf7577 addr=10ec13, size=1, content=65
get size  bl



CODE at  0x10f338cf7579 b'80eb30'
0x10f338cf7579:	sub	bl, 0x30 bytearray(b'\x80\xeb0')
get size  bl



CODE at  0x10f338cf757c b'722e'
0x10f338cf757c:	jb	0x10f338cf75ac bytearray(b'r.')



CODE at  0x10f338cf757e b'80fb0a'
0x10f338cf757e:	cmp	bl, 0xa bytearray(b'\x80\xfb\n')
get size  bl



CODE at  0x10f338cf7581 b'7217'
0x10f338cf7581:	jb	0x10f338cf759a bytearray(b'r\x17')



CODE at  0x10f338cf7583 b'80eb11'
0x10f338cf7583:	sub	bl, 0x11 bytearray(b'\x80\xeb\x11')
get size  bl



CODE at  0x10f338cf7586 b'7224'
0x10f338cf7586:	jb	0x10f338cf75ac bytearray(b'r$')



CODE at  0x10f338cf7588 b'80fb06'
0x10f338cf7588:	cmp	bl, 6 bytearray(b'\x80\xfb\x06')
get size  bl



CODE at  0x10f338cf758b b'720a'
0x10f338cf758b:	jb	0x10f338cf7597 bytearray(b'r\n')



CODE at  0x10f338cf758d b'80eb20'
0x10f338cf758d:	sub	bl, 0x20 bytearray(b'\x80\xeb ')
get size  bl



CODE at  0x10f338cf7590 b'721a'
0x10f338cf7590:	jb	0x10f338cf75ac bytearray(b'r\x1a')



CODE at  0x10f338cf7592 b'80fb06'
0x10f338cf7592:	cmp	bl, 6 bytearray(b'\x80\xfb\x06')
get size  bl



CODE at  0x10f338cf7595 b'7315'
0x10f338cf7595:	jae	0x10f338cf75ac bytearray(b's\x15')



CODE at  0x10f338cf7597 b'80c30a'
0x10f338cf7597:	add	bl, 0xa bytearray(b'\x80\xc3\n')
get size  bl



CODE at  0x10f338cf759a b'48ffc6'
0x10f338cf759a:	inc	rsi bytearray(b'H\xff\xc6')
get size  rsi



CODE at  0x10f338cf759d b'c0e304'
0x10f338cf759d:	shl	bl, 4 bytearray(b'\xc0\xe3\x04')
get size  bl



CODE at  0x10f338cf75a0 b'66c1eb04'
0x10f338cf75a0:	shr	bx, 4 bytearray(b'f\xc1\xeb\x04')
get size  bx



CODE at  0x10f338cf75a4 b'881f'
0x10f338cf75a4:	mov	byte ptr [rdi], bl bytearray(b'\x88\x1f')
hook_access_write: ip=10f338cf75a4 addr=10ec09, size=1, val=4e
get size  bl



CODE at  0x10f338cf75a6 b'48ffc7'
0x10f338cf75a6:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x10f338cf75a9 b'e2a2'
0x10f338cf75a9:	loop	0x10f338cf754d bytearray(b'\xe2\xa2')



CODE at  0x10f338cf754d b'0fb61e'
0x10f338cf754d:	movzx	ebx, byte ptr [rsi] bytearray(b'\x0f\xb6\x1e')
hook_access_read: ip=10f338cf754d addr=10ec14, size=1, content=63
get size  ebx



CODE at  0x10f338cf7550 b'80eb30'
0x10f338cf7550:	sub	bl, 0x30 bytearray(b'\x80\xeb0')
get size  bl



CODE at  0x10f338cf7553 b'7257'
0x10f338cf7553:	jb	0x10f338cf75ac bytearray(b'rW')



CODE at  0x10f338cf7555 b'80fb0a'
0x10f338cf7555:	cmp	bl, 0xa bytearray(b'\x80\xfb\n')
get size  bl



CODE at  0x10f338cf7558 b'7217'
0x10f338cf7558:	jb	0x10f338cf7571 bytearray(b'r\x17')



CODE at  0x10f338cf755a b'80eb11'
0x10f338cf755a:	sub	bl, 0x11 bytearray(b'\x80\xeb\x11')
get size  bl



CODE at  0x10f338cf755d b'724d'
0x10f338cf755d:	jb	0x10f338cf75ac bytearray(b'rM')



CODE at  0x10f338cf755f b'80fb06'
0x10f338cf755f:	cmp	bl, 6 bytearray(b'\x80\xfb\x06')
get size  bl



CODE at  0x10f338cf7562 b'720a'
0x10f338cf7562:	jb	0x10f338cf756e bytearray(b'r\n')



CODE at  0x10f338cf7564 b'80eb20'
0x10f338cf7564:	sub	bl, 0x20 bytearray(b'\x80\xeb ')
get size  bl



CODE at  0x10f338cf7567 b'7243'
0x10f338cf7567:	jb	0x10f338cf75ac bytearray(b'rC')



CODE at  0x10f338cf7569 b'80fb06'
0x10f338cf7569:	cmp	bl, 6 bytearray(b'\x80\xfb\x06')
get size  bl



CODE at  0x10f338cf756c b'733e'
0x10f338cf756c:	jae	0x10f338cf75ac bytearray(b's>')



CODE at  0x10f338cf756e b'80c30a'
0x10f338cf756e:	add	bl, 0xa bytearray(b'\x80\xc3\n')
get size  bl



CODE at  0x10f338cf7571 b'48ffc6'
0x10f338cf7571:	inc	rsi bytearray(b'H\xff\xc6')
get size  rsi



CODE at  0x10f338cf7574 b'c1e308'
0x10f338cf7574:	shl	ebx, 8 bytearray(b'\xc1\xe3\x08')
get size  ebx



CODE at  0x10f338cf7577 b'8a1e'
0x10f338cf7577:	mov	bl, byte ptr [rsi] bytearray(b'\x8a\x1e')
hook_access_read: ip=10f338cf7577 addr=10ec15, size=1, content=30
get size  bl



CODE at  0x10f338cf7579 b'80eb30'
0x10f338cf7579:	sub	bl, 0x30 bytearray(b'\x80\xeb0')
get size  bl



CODE at  0x10f338cf757c b'722e'
0x10f338cf757c:	jb	0x10f338cf75ac bytearray(b'r.')



CODE at  0x10f338cf757e b'80fb0a'
0x10f338cf757e:	cmp	bl, 0xa bytearray(b'\x80\xfb\n')
get size  bl



CODE at  0x10f338cf7581 b'7217'
0x10f338cf7581:	jb	0x10f338cf759a bytearray(b'r\x17')



CODE at  0x10f338cf759a b'48ffc6'
0x10f338cf759a:	inc	rsi bytearray(b'H\xff\xc6')
get size  rsi



CODE at  0x10f338cf759d b'c0e304'
0x10f338cf759d:	shl	bl, 4 bytearray(b'\xc0\xe3\x04')
get size  bl



CODE at  0x10f338cf75a0 b'66c1eb04'
0x10f338cf75a0:	shr	bx, 4 bytearray(b'f\xc1\xeb\x04')
get size  bx



CODE at  0x10f338cf75a4 b'881f'
0x10f338cf75a4:	mov	byte ptr [rdi], bl bytearray(b'\x88\x1f')
hook_access_write: ip=10f338cf75a4 addr=10ec0a, size=1, val=c0
get size  bl



CODE at  0x10f338cf75a6 b'48ffc7'
0x10f338cf75a6:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x10f338cf75a9 b'e2a2'
0x10f338cf75a9:	loop	0x10f338cf754d bytearray(b'\xe2\xa2')



CODE at  0x10f338cf754d b'0fb61e'
0x10f338cf754d:	movzx	ebx, byte ptr [rsi] bytearray(b'\x0f\xb6\x1e')
hook_access_read: ip=10f338cf754d addr=10ec16, size=1, content=38
get size  ebx



CODE at  0x10f338cf7550 b'80eb30'
0x10f338cf7550:	sub	bl, 0x30 bytearray(b'\x80\xeb0')
get size  bl



CODE at  0x10f338cf7553 b'7257'
0x10f338cf7553:	jb	0x10f338cf75ac bytearray(b'rW')



CODE at  0x10f338cf7555 b'80fb0a'
0x10f338cf7555:	cmp	bl, 0xa bytearray(b'\x80\xfb\n')
get size  bl



CODE at  0x10f338cf7558 b'7217'
0x10f338cf7558:	jb	0x10f338cf7571 bytearray(b'r\x17')



CODE at  0x10f338cf7571 b'48ffc6'
0x10f338cf7571:	inc	rsi bytearray(b'H\xff\xc6')
get size  rsi



CODE at  0x10f338cf7574 b'c1e308'
0x10f338cf7574:	shl	ebx, 8 bytearray(b'\xc1\xe3\x08')
get size  ebx



CODE at  0x10f338cf7577 b'8a1e'
0x10f338cf7577:	mov	bl, byte ptr [rsi] bytearray(b'\x8a\x1e')
hook_access_read: ip=10f338cf7577 addr=10ec17, size=1, content=63
get size  bl



CODE at  0x10f338cf7579 b'80eb30'
0x10f338cf7579:	sub	bl, 0x30 bytearray(b'\x80\xeb0')
get size  bl



CODE at  0x10f338cf757c b'722e'
0x10f338cf757c:	jb	0x10f338cf75ac bytearray(b'r.')



CODE at  0x10f338cf757e b'80fb0a'
0x10f338cf757e:	cmp	bl, 0xa bytearray(b'\x80\xfb\n')
get size  bl



CODE at  0x10f338cf7581 b'7217'
0x10f338cf7581:	jb	0x10f338cf759a bytearray(b'r\x17')



CODE at  0x10f338cf7583 b'80eb11'
0x10f338cf7583:	sub	bl, 0x11 bytearray(b'\x80\xeb\x11')
get size  bl



CODE at  0x10f338cf7586 b'7224'
0x10f338cf7586:	jb	0x10f338cf75ac bytearray(b'r$')



CODE at  0x10f338cf7588 b'80fb06'
0x10f338cf7588:	cmp	bl, 6 bytearray(b'\x80\xfb\x06')
get size  bl



CODE at  0x10f338cf758b b'720a'
0x10f338cf758b:	jb	0x10f338cf7597 bytearray(b'r\n')



CODE at  0x10f338cf758d b'80eb20'
0x10f338cf758d:	sub	bl, 0x20 bytearray(b'\x80\xeb ')
get size  bl



CODE at  0x10f338cf7590 b'721a'
0x10f338cf7590:	jb	0x10f338cf75ac bytearray(b'r\x1a')



CODE at  0x10f338cf7592 b'80fb06'
0x10f338cf7592:	cmp	bl, 6 bytearray(b'\x80\xfb\x06')
get size  bl



CODE at  0x10f338cf7595 b'7315'
0x10f338cf7595:	jae	0x10f338cf75ac bytearray(b's\x15')



CODE at  0x10f338cf7597 b'80c30a'
0x10f338cf7597:	add	bl, 0xa bytearray(b'\x80\xc3\n')
get size  bl



CODE at  0x10f338cf759a b'48ffc6'
0x10f338cf759a:	inc	rsi bytearray(b'H\xff\xc6')
get size  rsi



CODE at  0x10f338cf759d b'c0e304'
0x10f338cf759d:	shl	bl, 4 bytearray(b'\xc0\xe3\x04')
get size  bl



CODE at  0x10f338cf75a0 b'66c1eb04'
0x10f338cf75a0:	shr	bx, 4 bytearray(b'f\xc1\xeb\x04')
get size  bx



CODE at  0x10f338cf75a4 b'881f'
0x10f338cf75a4:	mov	byte ptr [rdi], bl bytearray(b'\x88\x1f')
hook_access_write: ip=10f338cf75a4 addr=10ec0b, size=1, val=8c
get size  bl



CODE at  0x10f338cf75a6 b'48ffc7'
0x10f338cf75a6:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x10f338cf75a9 b'e2a2'
0x10f338cf75a9:	loop	0x10f338cf754d bytearray(b'\xe2\xa2')



CODE at  0x10f338cf754d b'0fb61e'
0x10f338cf754d:	movzx	ebx, byte ptr [rsi] bytearray(b'\x0f\xb6\x1e')
hook_access_read: ip=10f338cf754d addr=10ec18, size=1, content=38
get size  ebx



CODE at  0x10f338cf7550 b'80eb30'
0x10f338cf7550:	sub	bl, 0x30 bytearray(b'\x80\xeb0')
get size  bl



CODE at  0x10f338cf7553 b'7257'
0x10f338cf7553:	jb	0x10f338cf75ac bytearray(b'rW')



CODE at  0x10f338cf7555 b'80fb0a'
0x10f338cf7555:	cmp	bl, 0xa bytearray(b'\x80\xfb\n')
get size  bl



CODE at  0x10f338cf7558 b'7217'
0x10f338cf7558:	jb	0x10f338cf7571 bytearray(b'r\x17')



CODE at  0x10f338cf7571 b'48ffc6'
0x10f338cf7571:	inc	rsi bytearray(b'H\xff\xc6')
get size  rsi



CODE at  0x10f338cf7574 b'c1e308'
0x10f338cf7574:	shl	ebx, 8 bytearray(b'\xc1\xe3\x08')
get size  ebx



CODE at  0x10f338cf7577 b'8a1e'
0x10f338cf7577:	mov	bl, byte ptr [rsi] bytearray(b'\x8a\x1e')
hook_access_read: ip=10f338cf7577 addr=10ec19, size=1, content=39
get size  bl



CODE at  0x10f338cf7579 b'80eb30'
0x10f338cf7579:	sub	bl, 0x30 bytearray(b'\x80\xeb0')
get size  bl



CODE at  0x10f338cf757c b'722e'
0x10f338cf757c:	jb	0x10f338cf75ac bytearray(b'r.')



CODE at  0x10f338cf757e b'80fb0a'
0x10f338cf757e:	cmp	bl, 0xa bytearray(b'\x80\xfb\n')
get size  bl



CODE at  0x10f338cf7581 b'7217'
0x10f338cf7581:	jb	0x10f338cf759a bytearray(b'r\x17')



CODE at  0x10f338cf759a b'48ffc6'
0x10f338cf759a:	inc	rsi bytearray(b'H\xff\xc6')
get size  rsi



CODE at  0x10f338cf759d b'c0e304'
0x10f338cf759d:	shl	bl, 4 bytearray(b'\xc0\xe3\x04')
get size  bl



CODE at  0x10f338cf75a0 b'66c1eb04'
0x10f338cf75a0:	shr	bx, 4 bytearray(b'f\xc1\xeb\x04')
get size  bx



CODE at  0x10f338cf75a4 b'881f'
0x10f338cf75a4:	mov	byte ptr [rdi], bl bytearray(b'\x88\x1f')
hook_access_write: ip=10f338cf75a4 addr=10ec0c, size=1, val=89
get size  bl



CODE at  0x10f338cf75a6 b'48ffc7'
0x10f338cf75a6:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x10f338cf75a9 b'e2a2'
0x10f338cf75a9:	loop	0x10f338cf754d bytearray(b'\xe2\xa2')



CODE at  0x10f338cf754d b'0fb61e'
0x10f338cf754d:	movzx	ebx, byte ptr [rsi] bytearray(b'\x0f\xb6\x1e')
hook_access_read: ip=10f338cf754d addr=10ec1a, size=1, content=33
get size  ebx



CODE at  0x10f338cf7550 b'80eb30'
0x10f338cf7550:	sub	bl, 0x30 bytearray(b'\x80\xeb0')
get size  bl



CODE at  0x10f338cf7553 b'7257'
0x10f338cf7553:	jb	0x10f338cf75ac bytearray(b'rW')



CODE at  0x10f338cf7555 b'80fb0a'
0x10f338cf7555:	cmp	bl, 0xa bytearray(b'\x80\xfb\n')
get size  bl



CODE at  0x10f338cf7558 b'7217'
0x10f338cf7558:	jb	0x10f338cf7571 bytearray(b'r\x17')



CODE at  0x10f338cf7571 b'48ffc6'
0x10f338cf7571:	inc	rsi bytearray(b'H\xff\xc6')
get size  rsi



CODE at  0x10f338cf7574 b'c1e308'
0x10f338cf7574:	shl	ebx, 8 bytearray(b'\xc1\xe3\x08')
get size  ebx



CODE at  0x10f338cf7577 b'8a1e'
0x10f338cf7577:	mov	bl, byte ptr [rsi] bytearray(b'\x8a\x1e')
hook_access_read: ip=10f338cf7577 addr=10ec1b, size=1, content=34
get size  bl



CODE at  0x10f338cf7579 b'80eb30'
0x10f338cf7579:	sub	bl, 0x30 bytearray(b'\x80\xeb0')
get size  bl



CODE at  0x10f338cf757c b'722e'
0x10f338cf757c:	jb	0x10f338cf75ac bytearray(b'r.')



CODE at  0x10f338cf757e b'80fb0a'
0x10f338cf757e:	cmp	bl, 0xa bytearray(b'\x80\xfb\n')
get size  bl



CODE at  0x10f338cf7581 b'7217'
0x10f338cf7581:	jb	0x10f338cf759a bytearray(b'r\x17')



CODE at  0x10f338cf759a b'48ffc6'
0x10f338cf759a:	inc	rsi bytearray(b'H\xff\xc6')
get size  rsi



CODE at  0x10f338cf759d b'c0e304'
0x10f338cf759d:	shl	bl, 4 bytearray(b'\xc0\xe3\x04')
get size  bl



CODE at  0x10f338cf75a0 b'66c1eb04'
0x10f338cf75a0:	shr	bx, 4 bytearray(b'f\xc1\xeb\x04')
get size  bx



CODE at  0x10f338cf75a4 b'881f'
0x10f338cf75a4:	mov	byte ptr [rdi], bl bytearray(b'\x88\x1f')
hook_access_write: ip=10f338cf75a4 addr=10ec0d, size=1, val=34
get size  bl



CODE at  0x10f338cf75a6 b'48ffc7'
0x10f338cf75a6:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x10f338cf75a9 b'e2a2'
0x10f338cf75a9:	loop	0x10f338cf754d bytearray(b'\xe2\xa2')



CODE at  0x10f338cf754d b'0fb61e'
0x10f338cf754d:	movzx	ebx, byte ptr [rsi] bytearray(b'\x0f\xb6\x1e')
hook_access_read: ip=10f338cf754d addr=10ec1c, size=1, content=31
get size  ebx



CODE at  0x10f338cf7550 b'80eb30'
0x10f338cf7550:	sub	bl, 0x30 bytearray(b'\x80\xeb0')
get size  bl



CODE at  0x10f338cf7553 b'7257'
0x10f338cf7553:	jb	0x10f338cf75ac bytearray(b'rW')



CODE at  0x10f338cf7555 b'80fb0a'
0x10f338cf7555:	cmp	bl, 0xa bytearray(b'\x80\xfb\n')
get size  bl



CODE at  0x10f338cf7558 b'7217'
0x10f338cf7558:	jb	0x10f338cf7571 bytearray(b'r\x17')



CODE at  0x10f338cf7571 b'48ffc6'
0x10f338cf7571:	inc	rsi bytearray(b'H\xff\xc6')
get size  rsi



CODE at  0x10f338cf7574 b'c1e308'
0x10f338cf7574:	shl	ebx, 8 bytearray(b'\xc1\xe3\x08')
get size  ebx



CODE at  0x10f338cf7577 b'8a1e'
0x10f338cf7577:	mov	bl, byte ptr [rsi] bytearray(b'\x8a\x1e')
hook_access_read: ip=10f338cf7577 addr=10ec1d, size=1, content=62
get size  bl



CODE at  0x10f338cf7579 b'80eb30'
0x10f338cf7579:	sub	bl, 0x30 bytearray(b'\x80\xeb0')
get size  bl



CODE at  0x10f338cf757c b'722e'
0x10f338cf757c:	jb	0x10f338cf75ac bytearray(b'r.')



CODE at  0x10f338cf757e b'80fb0a'
0x10f338cf757e:	cmp	bl, 0xa bytearray(b'\x80\xfb\n')
get size  bl



CODE at  0x10f338cf7581 b'7217'
0x10f338cf7581:	jb	0x10f338cf759a bytearray(b'r\x17')



CODE at  0x10f338cf7583 b'80eb11'
0x10f338cf7583:	sub	bl, 0x11 bytearray(b'\x80\xeb\x11')
get size  bl



CODE at  0x10f338cf7586 b'7224'
0x10f338cf7586:	jb	0x10f338cf75ac bytearray(b'r$')



CODE at  0x10f338cf7588 b'80fb06'
0x10f338cf7588:	cmp	bl, 6 bytearray(b'\x80\xfb\x06')
get size  bl



CODE at  0x10f338cf758b b'720a'
0x10f338cf758b:	jb	0x10f338cf7597 bytearray(b'r\n')



CODE at  0x10f338cf758d b'80eb20'
0x10f338cf758d:	sub	bl, 0x20 bytearray(b'\x80\xeb ')
get size  bl



CODE at  0x10f338cf7590 b'721a'
0x10f338cf7590:	jb	0x10f338cf75ac bytearray(b'r\x1a')



CODE at  0x10f338cf7592 b'80fb06'
0x10f338cf7592:	cmp	bl, 6 bytearray(b'\x80\xfb\x06')
get size  bl



CODE at  0x10f338cf7595 b'7315'
0x10f338cf7595:	jae	0x10f338cf75ac bytearray(b's\x15')



CODE at  0x10f338cf7597 b'80c30a'
0x10f338cf7597:	add	bl, 0xa bytearray(b'\x80\xc3\n')
get size  bl



CODE at  0x10f338cf759a b'48ffc6'
0x10f338cf759a:	inc	rsi bytearray(b'H\xff\xc6')
get size  rsi



CODE at  0x10f338cf759d b'c0e304'
0x10f338cf759d:	shl	bl, 4 bytearray(b'\xc0\xe3\x04')
get size  bl



CODE at  0x10f338cf75a0 b'66c1eb04'
0x10f338cf75a0:	shr	bx, 4 bytearray(b'f\xc1\xeb\x04')
get size  bx



CODE at  0x10f338cf75a4 b'881f'
0x10f338cf75a4:	mov	byte ptr [rdi], bl bytearray(b'\x88\x1f')
hook_access_write: ip=10f338cf75a4 addr=10ec0e, size=1, val=1b
get size  bl



CODE at  0x10f338cf75a6 b'48ffc7'
0x10f338cf75a6:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x10f338cf75a9 b'e2a2'
0x10f338cf75a9:	loop	0x10f338cf754d bytearray(b'\xe2\xa2')



CODE at  0x10f338cf754d b'0fb61e'
0x10f338cf754d:	movzx	ebx, byte ptr [rsi] bytearray(b'\x0f\xb6\x1e')
hook_access_read: ip=10f338cf754d addr=10ec1e, size=1, content=65
get size  ebx



CODE at  0x10f338cf7550 b'80eb30'
0x10f338cf7550:	sub	bl, 0x30 bytearray(b'\x80\xeb0')
get size  bl



CODE at  0x10f338cf7553 b'7257'
0x10f338cf7553:	jb	0x10f338cf75ac bytearray(b'rW')



CODE at  0x10f338cf7555 b'80fb0a'
0x10f338cf7555:	cmp	bl, 0xa bytearray(b'\x80\xfb\n')
get size  bl



CODE at  0x10f338cf7558 b'7217'
0x10f338cf7558:	jb	0x10f338cf7571 bytearray(b'r\x17')



CODE at  0x10f338cf755a b'80eb11'
0x10f338cf755a:	sub	bl, 0x11 bytearray(b'\x80\xeb\x11')
get size  bl



CODE at  0x10f338cf755d b'724d'
0x10f338cf755d:	jb	0x10f338cf75ac bytearray(b'rM')



CODE at  0x10f338cf755f b'80fb06'
0x10f338cf755f:	cmp	bl, 6 bytearray(b'\x80\xfb\x06')
get size  bl



CODE at  0x10f338cf7562 b'720a'
0x10f338cf7562:	jb	0x10f338cf756e bytearray(b'r\n')



CODE at  0x10f338cf7564 b'80eb20'
0x10f338cf7564:	sub	bl, 0x20 bytearray(b'\x80\xeb ')
get size  bl



CODE at  0x10f338cf7567 b'7243'
0x10f338cf7567:	jb	0x10f338cf75ac bytearray(b'rC')



CODE at  0x10f338cf7569 b'80fb06'
0x10f338cf7569:	cmp	bl, 6 bytearray(b'\x80\xfb\x06')
get size  bl



CODE at  0x10f338cf756c b'733e'
0x10f338cf756c:	jae	0x10f338cf75ac bytearray(b's>')



CODE at  0x10f338cf756e b'80c30a'
0x10f338cf756e:	add	bl, 0xa bytearray(b'\x80\xc3\n')
get size  bl



CODE at  0x10f338cf7571 b'48ffc6'
0x10f338cf7571:	inc	rsi bytearray(b'H\xff\xc6')
get size  rsi



CODE at  0x10f338cf7574 b'c1e308'
0x10f338cf7574:	shl	ebx, 8 bytearray(b'\xc1\xe3\x08')
get size  ebx



CODE at  0x10f338cf7577 b'8a1e'
0x10f338cf7577:	mov	bl, byte ptr [rsi] bytearray(b'\x8a\x1e')
hook_access_read: ip=10f338cf7577 addr=10ec1f, size=1, content=63
get size  bl



CODE at  0x10f338cf7579 b'80eb30'
0x10f338cf7579:	sub	bl, 0x30 bytearray(b'\x80\xeb0')
get size  bl



CODE at  0x10f338cf757c b'722e'
0x10f338cf757c:	jb	0x10f338cf75ac bytearray(b'r.')



CODE at  0x10f338cf757e b'80fb0a'
0x10f338cf757e:	cmp	bl, 0xa bytearray(b'\x80\xfb\n')
get size  bl



CODE at  0x10f338cf7581 b'7217'
0x10f338cf7581:	jb	0x10f338cf759a bytearray(b'r\x17')



CODE at  0x10f338cf7583 b'80eb11'
0x10f338cf7583:	sub	bl, 0x11 bytearray(b'\x80\xeb\x11')
get size  bl



CODE at  0x10f338cf7586 b'7224'
0x10f338cf7586:	jb	0x10f338cf75ac bytearray(b'r$')



CODE at  0x10f338cf7588 b'80fb06'
0x10f338cf7588:	cmp	bl, 6 bytearray(b'\x80\xfb\x06')
get size  bl



CODE at  0x10f338cf758b b'720a'
0x10f338cf758b:	jb	0x10f338cf7597 bytearray(b'r\n')



CODE at  0x10f338cf758d b'80eb20'
0x10f338cf758d:	sub	bl, 0x20 bytearray(b'\x80\xeb ')
get size  bl



CODE at  0x10f338cf7590 b'721a'
0x10f338cf7590:	jb	0x10f338cf75ac bytearray(b'r\x1a')



CODE at  0x10f338cf7592 b'80fb06'
0x10f338cf7592:	cmp	bl, 6 bytearray(b'\x80\xfb\x06')
get size  bl



CODE at  0x10f338cf7595 b'7315'
0x10f338cf7595:	jae	0x10f338cf75ac bytearray(b's\x15')



CODE at  0x10f338cf7597 b'80c30a'
0x10f338cf7597:	add	bl, 0xa bytearray(b'\x80\xc3\n')
get size  bl



CODE at  0x10f338cf759a b'48ffc6'
0x10f338cf759a:	inc	rsi bytearray(b'H\xff\xc6')
get size  rsi



CODE at  0x10f338cf759d b'c0e304'
0x10f338cf759d:	shl	bl, 4 bytearray(b'\xc0\xe3\x04')
get size  bl



CODE at  0x10f338cf75a0 b'66c1eb04'
0x10f338cf75a0:	shr	bx, 4 bytearray(b'f\xc1\xeb\x04')
get size  bx



CODE at  0x10f338cf75a4 b'881f'
0x10f338cf75a4:	mov	byte ptr [rdi], bl bytearray(b'\x88\x1f')
hook_access_write: ip=10f338cf75a4 addr=10ec0f, size=1, val=ec
get size  bl



CODE at  0x10f338cf75a6 b'48ffc7'
0x10f338cf75a6:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x10f338cf75a9 b'e2a2'
0x10f338cf75a9:	loop	0x10f338cf754d bytearray(b'\xe2\xa2')



CODE at  0x10f338cf75ab b'c3'
0x10f338cf75ab:	ret	 bytearray(b'\xc3')
hook_access_read: ip=10f338cf75ab addr=10ebf8, size=8, content=51466a42e759



CODE at  0x51466a42e759 b'48bb0c004adbab430000'
0x51466a42e759:	movabs	rbx, 0x43abdb4a000c bytearray(b'H\xbb\x0c\x00J\xdb\xabC\x00\x00')
get size  rbx



CODE at  0x51466a42e763 b'ffe3'
0x51466a42e763:	jmp	rbx bytearray(b'\xff\xe3')
get size  rbx



CODE at  0x43abdb4a000c b'0000'
0x43abdb4a000c:	add	byte ptr [rax], al bytearray(b'\x00\x00')
hook_access_read: ip=43abdb4a000c addr=10ec00, size=1, content=29
hook_access_write: ip=43abdb4a000c addr=10ec00, size=1, val=29
get size  al



CODE at  0x43abdb4a0aee b'90'
0x43abdb4a0aee:	nop	 bytearray(b'\x90')



CODE at  0x43abdb4a0aef b'48bb0b0b4adbab430000'
0x43abdb4a0aef:	movabs	rbx, 0x43abdb4a0b0b bytearray(b'H\xbb\x0b\x0bJ\xdb\xabC\x00\x00')
get size  rbx



CODE at  0x43abdb4a0af9 b'803c2429'
0x43abdb4a0af9:	cmp	byte ptr [rsp], 0x29 bytearray(b'\x80<$)')
hook_access_read: ip=43abdb4a0af9 addr=10ec00, size=1, content=29



CODE at  0x43abdb4a0afd b'750a'
0x43abdb4a0afd:	jne	0x43abdb4a0b09 bytearray(b'u\n')



CODE at  0x43abdb4a0aff b'48bb0c008206174a0000'
0x43abdb4a0aff:	movabs	rbx, 0x4a170682000c bytearray(b'H\xbb\x0c\x00\x82\x06\x17J\x00\x00')
get size  rbx



CODE at  0x43abdb4a0b09 b'ffe3'
0x43abdb4a0b09:	jmp	rbx bytearray(b'\xff\xe3')
get size  rbx



CODE at  0x4a170682000c b'0000'
0x4a170682000c:	add	byte ptr [rax], al bytearray(b'\x00\x00')
hook_access_read: ip=4a170682000c addr=10ec00, size=1, content=29
hook_access_write: ip=4a170682000c addr=10ec00, size=1, val=29
BAD access at  0x4a1706821000 21 1 0
BAD access at  0x4a1706821001 21 1 0
BAD access at  0x4a1706821002 21 1 0
BAD access at  0x4a1706821003 21 1 0
BAD access at  0x4a1706821004 21 1 0
BAD access at  0x4a1706821005 21 1 0
BAD access at  0x4a1706821006 21 1 0
BAD access at  0x4a1706821007 21 1 0
BAD access at  0x4a1706821008 21 1 0
BAD access at  0x4a1706821009 21 1 0
BAD access at  0x4a170682100a 21 1 0
BAD access at  0x4a170682100b 21 1 0
BAD access at  0x4a170682100c 21 1 0
BAD access at  0x4a170682100d 21 1 0
BAD access at  0x4a170682100e 21 1 0
BAD access at  0x4a170682100f 21 1 0
BAD access at  0x4a1706821010 21 1 0
BAD access at  0x4a1706821011 21 1 0
BAD access at  0x4a1706821012 21 1 0
BAD access at  0x4a1706821013 21 1 0
BAD access at  0x4a1706821014 21 1 0
BAD access at  0x4a1706821015 21 1 0
BAD access at  0x4a1706821016 21 1 0
BAD access at  0x4a1706821017 21 1 0
BAD access at  0x4a1706821018 21 1 0
BAD access at  0x4a1706821019 21 1 0
BAD access at  0x4a1706821000 21 1 0
Invalid memory fetch (UC_ERR_FETCH_UNMAPPED)
GO from  0x4a1706820ffc to 0x4a170682e000 with 0x10ec00
starting >>  0x4a170682e000
get size  al



CODE at  0x4a170682ede0 b'90'
0x4a170682ede0:	nop	 bytearray(b'\x90')



CODE at  0x4a170682ede1 b'66817c24027ed1'
0x4a170682ede1:	cmp	word ptr [rsp + 2], 0xd17e bytearray(b'f\x81|$\x02~\xd1')
hook_access_read: ip=4a170682ede1 addr=10ec02, size=2, content=d17e



CODE at  0x4a170682ede8 b'48bb0c00e0b0f4060000'
0x4a170682ede8:	movabs	rbx, 0x6f4b0e0000c bytearray(b'H\xbb\x0c\x00\xe0\xb0\xf4\x06\x00\x00')
get size  rbx



CODE at  0x4a170682edf2 b'49be02ee8206174a0000'
0x4a170682edf2:	movabs	r14, 0x4a170682ee02 bytearray(b'I\xbe\x02\xee\x82\x06\x17J\x00\x00')
get size  r14



CODE at  0x4a170682edfc b'490f45de'
0x4a170682edfc:	cmovne	rbx, r14 bytearray(b'I\x0fE\xde')
get size  rbx
get size  r14



CODE at  0x4a170682ee00 b'ffe3'
0x4a170682ee00:	jmp	rbx bytearray(b'\xff\xe3')
get size  rbx



CODE at  0x6f4b0e0000c b'0000'
0x6f4b0e0000c:	add	byte ptr [rax], al bytearray(b'\x00\x00')
hook_access_read: ip=6f4b0e0000c addr=10ec00, size=1, content=29
hook_access_write: ip=6f4b0e0000c addr=10ec00, size=1, val=29
BAD access at  0x6f4b0e01000 21 1 0
BAD access at  0x6f4b0e01001 21 1 0
BAD access at  0x6f4b0e01002 21 1 0
BAD access at  0x6f4b0e01003 21 1 0
BAD access at  0x6f4b0e01004 21 1 0
BAD access at  0x6f4b0e01005 21 1 0
BAD access at  0x6f4b0e01006 21 1 0
BAD access at  0x6f4b0e01007 21 1 0
BAD access at  0x6f4b0e01008 21 1 0
BAD access at  0x6f4b0e01009 21 1 0
BAD access at  0x6f4b0e0100a 21 1 0
BAD access at  0x6f4b0e0100b 21 1 0
BAD access at  0x6f4b0e0100c 21 1 0
BAD access at  0x6f4b0e0100d 21 1 0
BAD access at  0x6f4b0e0100e 21 1 0
BAD access at  0x6f4b0e0100f 21 1 0
BAD access at  0x6f4b0e01010 21 1 0
BAD access at  0x6f4b0e01011 21 1 0
BAD access at  0x6f4b0e01012 21 1 0
BAD access at  0x6f4b0e01013 21 1 0
BAD access at  0x6f4b0e01014 21 1 0
BAD access at  0x6f4b0e01015 21 1 0
BAD access at  0x6f4b0e01016 21 1 0
BAD access at  0x6f4b0e01017 21 1 0
BAD access at  0x6f4b0e01018 21 1 0
BAD access at  0x6f4b0e01019 21 1 0
BAD access at  0x6f4b0e01000 21 1 0
Invalid memory fetch (UC_ERR_FETCH_UNMAPPED)
GO from  0x6f4b0e00ffc to 0x6f4b0e0f000 with 0x10ec00
starting >>  0x6f4b0e0f000
get size  al



CODE at  0x6f4b0e0f370 b'807c240b8c'
0x6f4b0e0f370:	cmp	byte ptr [rsp + 0xb], 0x8c bytearray(b'\x80|$\x0b\x8c')
hook_access_read: ip=6f4b0e0f370 addr=10ec0b, size=1, content=8c



CODE at  0x6f4b0e0f375 b'48bb8ff3e0b0f4060000'
0x6f4b0e0f375:	movabs	rbx, 0x6f4b0e0f38f bytearray(b'H\xbb\x8f\xf3\xe0\xb0\xf4\x06\x00\x00')
get size  rbx



CODE at  0x6f4b0e0f37f b'49be0c0041e5e7490000'
0x6f4b0e0f37f:	movabs	r14, 0x49e7e541000c bytearray(b'I\xbe\x0c\x00A\xe5\xe7I\x00\x00')
get size  r14



CODE at  0x6f4b0e0f389 b'490f44de'
0x6f4b0e0f389:	cmove	rbx, r14 bytearray(b'I\x0fD\xde')
get size  rbx
get size  r14



CODE at  0x6f4b0e0f38d b'ffe3'
0x6f4b0e0f38d:	jmp	rbx bytearray(b'\xff\xe3')
get size  rbx



CODE at  0x49e7e541000c b'0000'
0x49e7e541000c:	add	byte ptr [rax], al bytearray(b'\x00\x00')
hook_access_read: ip=49e7e541000c addr=10ec00, size=1, content=29
hook_access_write: ip=49e7e541000c addr=10ec00, size=1, val=29
BAD access at  0x49e7e5411000 21 1 0
BAD access at  0x49e7e5411001 21 1 0
BAD access at  0x49e7e5411002 21 1 0
BAD access at  0x49e7e5411003 21 1 0
BAD access at  0x49e7e5411004 21 1 0
BAD access at  0x49e7e5411005 21 1 0
BAD access at  0x49e7e5411006 21 1 0
BAD access at  0x49e7e5411007 21 1 0
BAD access at  0x49e7e5411008 21 1 0
BAD access at  0x49e7e5411009 21 1 0
BAD access at  0x49e7e541100a 21 1 0
BAD access at  0x49e7e541100b 21 1 0
BAD access at  0x49e7e541100c 21 1 0
BAD access at  0x49e7e541100d 21 1 0
BAD access at  0x49e7e541100e 21 1 0
BAD access at  0x49e7e541100f 21 1 0
BAD access at  0x49e7e5411010 21 1 0
BAD access at  0x49e7e5411011 21 1 0
BAD access at  0x49e7e5411012 21 1 0
BAD access at  0x49e7e5411013 21 1 0
BAD access at  0x49e7e5411014 21 1 0
BAD access at  0x49e7e5411015 21 1 0
BAD access at  0x49e7e5411016 21 1 0
BAD access at  0x49e7e5411017 21 1 0
BAD access at  0x49e7e5411018 21 1 0
BAD access at  0x49e7e5411019 21 1 0
BAD access at  0x49e7e5411000 21 1 0
Invalid memory fetch (UC_ERR_FETCH_UNMAPPED)
GO from  0x49e7e5410ffc to 0x49e7e541b000 with 0x10ec00
starting >>  0x49e7e541b000
get size  al



CODE at  0x49e7e541be18 b'90'
0x49e7e541be18:	nop	 bytearray(b'\x90')



CODE at  0x49e7e541be19 b'50'
0x49e7e541be19:	push	rax bytearray(b'P')
hook_access_write: ip=49e7e541be19 addr=10ebf8, size=8, val=10ec00
get size  rax



CODE at  0x49e7e541be1a b'488d84240b010000'
0x49e7e541be1a:	lea	rax, qword ptr [rsp + 0x10b] bytearray(b'H\x8d\x84$\x0b\x01\x00\x00')
get size  rax



CODE at  0x49e7e541be22 b'480fb65c2409'
0x49e7e541be22:	movzx	rbx, byte ptr [rsp + 9] bytearray(b'H\x0f\xb6\\$\t')
hook_access_read: ip=49e7e541be22 addr=10ec01, size=1, content=89
get size  rbx



CODE at  0x49e7e541be28 b'c60000'
0x49e7e541be28:	mov	byte ptr [rax], 0 bytearray(b'\xc6\x00\x00')
hook_access_write: ip=49e7e541be28 addr=10ed03, size=1, val=0



CODE at  0x49e7e541be2b b'488d0d06000000'
0x49e7e541be2b:	lea	rcx, qword ptr [rip + 6] bytearray(b'H\x8d\r\x06\x00\x00\x00')
get size  rcx



CODE at  0x49e7e541be32 b'488d0c59'
0x49e7e541be32:	lea	rcx, qword ptr [rcx + rbx*2] bytearray(b'H\x8d\x0cY')
get size  rcx



CODE at  0x49e7e541be36 b'ffe1'
0x49e7e541be36:	jmp	rcx bytearray(b'\xff\xe1')
get size  rcx



CODE at  0x49e7e541bf4a b'0000'
0x49e7e541bf4a:	add	byte ptr [rax], al bytearray(b'\x00\x00')
hook_access_read: ip=49e7e541bf4a addr=10ed03, size=1, content=0
hook_access_write: ip=49e7e541bf4a addr=10ed03, size=1, val=3
get size  al



CODE at  0x49e7e541c038 b'803865'
0x49e7e541c038:	cmp	byte ptr [rax], 0x65 bytearray(b'\x808e')
hook_access_read: ip=49e7e541c038 addr=10ed03, size=1, content=65



CODE at  0x49e7e541c03b b'48bb0c00ab4528350000'
0x49e7e541c03b:	movabs	rbx, 0x352845ab000c bytearray(b'H\xbb\x0c\x00\xabE(5\x00\x00')
get size  rbx



CODE at  0x49e7e541c045 b'49be56c041e5e7490000'
0x49e7e541c045:	movabs	r14, 0x49e7e541c056 bytearray(b'I\xbeV\xc0A\xe5\xe7I\x00\x00')
get size  r14



CODE at  0x49e7e541c04f b'490f45de'
0x49e7e541c04f:	cmovne	rbx, r14 bytearray(b'I\x0fE\xde')
get size  rbx
get size  r14



CODE at  0x49e7e541c053 b'58'
0x49e7e541c053:	pop	rax bytearray(b'X')
hook_access_read: ip=49e7e541c053 addr=10ebf8, size=8, content=10ec00
get size  rax



CODE at  0x49e7e541c054 b'ffe3'
0x49e7e541c054:	jmp	rbx bytearray(b'\xff\xe3')
get size  rbx



CODE at  0x352845ab000c b'0000'
0x352845ab000c:	add	byte ptr [rax], al bytearray(b'\x00\x00')
hook_access_read: ip=352845ab000c addr=10ec00, size=1, content=29
hook_access_write: ip=352845ab000c addr=10ec00, size=1, val=29
BAD access at  0x352845ab1000 21 1 0
BAD access at  0x352845ab1001 21 1 0
BAD access at  0x352845ab1002 21 1 0
BAD access at  0x352845ab1003 21 1 0
BAD access at  0x352845ab1004 21 1 0
BAD access at  0x352845ab1005 21 1 0
BAD access at  0x352845ab1006 21 1 0
BAD access at  0x352845ab1007 21 1 0
BAD access at  0x352845ab1008 21 1 0
BAD access at  0x352845ab1009 21 1 0
BAD access at  0x352845ab100a 21 1 0
BAD access at  0x352845ab100b 21 1 0
BAD access at  0x352845ab100c 21 1 0
BAD access at  0x352845ab100d 21 1 0
BAD access at  0x352845ab100e 21 1 0
BAD access at  0x352845ab100f 21 1 0
BAD access at  0x352845ab1010 21 1 0
BAD access at  0x352845ab1011 21 1 0
BAD access at  0x352845ab1012 21 1 0
BAD access at  0x352845ab1013 21 1 0
BAD access at  0x352845ab1014 21 1 0
BAD access at  0x352845ab1015 21 1 0
BAD access at  0x352845ab1016 21 1 0
BAD access at  0x352845ab1017 21 1 0
BAD access at  0x352845ab1018 21 1 0
BAD access at  0x352845ab1019 21 1 0
BAD access at  0x352845ab1000 21 1 0
Invalid memory fetch (UC_ERR_FETCH_UNMAPPED)
GO from  0x352845ab0ffc to 0x352845ab3000 with 0x10ec00
starting >>  0x352845ab3000
get size  al



CODE at  0x352845ab3bce b'488d1d00000000'
0x352845ab3bce:	lea	rbx, qword ptr [rip] bytearray(b'H\x8d\x1d\x00\x00\x00\x00')
get size  rbx



CODE at  0x352845ab3bd5 b'335c240c'
0x352845ab3bd5:	xor	ebx, dword ptr [rsp + 0xc] bytearray(b'3\\$\x0c')
hook_access_read: ip=352845ab3bd5 addr=10ec0c, size=4, content=ec1b3489
get size  ebx



CODE at  0x352845ab3bd9 b'81fb5c0fb0a9'
0x352845ab3bd9:	cmp	ebx, 0xa9b00f5c bytearray(b'\x81\xfb\\\x0f\xb0\xa9')
get size  ebx



CODE at  0x352845ab3bdf b'48bbf93bab4528350000'
0x352845ab3bdf:	movabs	rbx, 0x352845ab3bf9 bytearray(b'H\xbb\xf9;\xabE(5\x00\x00')
get size  rbx



CODE at  0x352845ab3be9 b'49be0c000c44cb590000'
0x352845ab3be9:	movabs	r14, 0x59cb440c000c bytearray(b'I\xbe\x0c\x00\x0cD\xcbY\x00\x00')
get size  r14



CODE at  0x352845ab3bf3 b'490f44de'
0x352845ab3bf3:	cmove	rbx, r14 bytearray(b'I\x0fD\xde')
get size  rbx
get size  r14



CODE at  0x352845ab3bf7 b'ffe3'
0x352845ab3bf7:	jmp	rbx bytearray(b'\xff\xe3')
get size  rbx



CODE at  0x59cb440c000c b'0000'
0x59cb440c000c:	add	byte ptr [rax], al bytearray(b'\x00\x00')
hook_access_read: ip=59cb440c000c addr=10ec00, size=1, content=29
hook_access_write: ip=59cb440c000c addr=10ec00, size=1, val=29
BAD access at  0x59cb440c1000 21 1 0
BAD access at  0x59cb440c1001 21 1 0
BAD access at  0x59cb440c1002 21 1 0
BAD access at  0x59cb440c1003 21 1 0
BAD access at  0x59cb440c1004 21 1 0
BAD access at  0x59cb440c1005 21 1 0
BAD access at  0x59cb440c1006 21 1 0
BAD access at  0x59cb440c1007 21 1 0
BAD access at  0x59cb440c1008 21 1 0
BAD access at  0x59cb440c1009 21 1 0
BAD access at  0x59cb440c100a 21 1 0
BAD access at  0x59cb440c100b 21 1 0
BAD access at  0x59cb440c100c 21 1 0
BAD access at  0x59cb440c100d 21 1 0
BAD access at  0x59cb440c100e 21 1 0
BAD access at  0x59cb440c100f 21 1 0
BAD access at  0x59cb440c1010 21 1 0
BAD access at  0x59cb440c1011 21 1 0
BAD access at  0x59cb440c1012 21 1 0
BAD access at  0x59cb440c1013 21 1 0
BAD access at  0x59cb440c1014 21 1 0
BAD access at  0x59cb440c1015 21 1 0
BAD access at  0x59cb440c1016 21 1 0
BAD access at  0x59cb440c1017 21 1 0
BAD access at  0x59cb440c1018 21 1 0
BAD access at  0x59cb440c1019 21 1 0
BAD access at  0x59cb440c1000 21 1 0
Invalid memory fetch (UC_ERR_FETCH_UNMAPPED)
GO from  0x59cb440c0ffc to 0x59cb440c4000 with 0x10ec00
starting >>  0x59cb440c4000
get size  al



CODE at  0x59cb440c4524 b'48bb830bccc8cb590000'
0x59cb440c4524:	movabs	rbx, 0x59cbc8cc0b83 bytearray(b'H\xbb\x83\x0b\xcc\xc8\xcbY\x00\x00')
get size  rbx



CODE at  0x59cb440c452e b'488b0d19000000'
0x59cb440c452e:	mov	rcx, qword ptr [rip + 0x19] bytearray(b'H\x8b\r\x19\x00\x00\x00')
hook_access_read: ip=59cb440c452e addr=59cb440c454e, size=8, content=59cb440c4556
get size  rcx



CODE at  0x59cb440c4535 b'50'
0x59cb440c4535:	push	rax bytearray(b'P')
hook_access_write: ip=59cb440c4535 addr=10ebf8, size=8, val=10ec00
get size  rax



CODE at  0x59cb440c4536 b'8b442410'
0x59cb440c4536:	mov	eax, dword ptr [rsp + 0x10] bytearray(b'\x8bD$\x10')
hook_access_read: ip=59cb440c4536 addr=10ec08, size=4, content=8cc04ed5
get size  eax



CODE at  0x59cb440c453a b'4831d8'
0x59cb440c453a:	xor	rax, rbx bytearray(b'H1\xd8')
get size  rax
get size  rbx



CODE at  0x59cb440c453d b'48bb0c004ae27e2a0000'
0x59cb440c453d:	movabs	rbx, 0x2a7ee24a000c bytearray(b'H\xbb\x0c\x00J\xe2~*\x00\x00')
get size  rbx



CODE at  0x59cb440c4547 b'480fb1d9'
0x59cb440c4547:	cmpxchg	rcx, rbx bytearray(b'H\x0f\xb1\xd9')
get size  rcx
get size  rbx



CODE at  0x59cb440c454b b'58'
0x59cb440c454b:	pop	rax bytearray(b'X')
hook_access_read: ip=59cb440c454b addr=10ebf8, size=8, content=10ec00
get size  rax



CODE at  0x59cb440c454c b'ffe1'
0x59cb440c454c:	jmp	rcx bytearray(b'\xff\xe1')
get size  rcx



CODE at  0x2a7ee24a000c b'0000'
0x2a7ee24a000c:	add	byte ptr [rax], al bytearray(b'\x00\x00')
hook_access_read: ip=2a7ee24a000c addr=10ec00, size=1, content=29
hook_access_write: ip=2a7ee24a000c addr=10ec00, size=1, val=29
BAD access at  0x2a7ee24a1000 21 1 0
BAD access at  0x2a7ee24a1001 21 1 0
BAD access at  0x2a7ee24a1002 21 1 0
BAD access at  0x2a7ee24a1003 21 1 0
BAD access at  0x2a7ee24a1004 21 1 0
BAD access at  0x2a7ee24a1005 21 1 0
BAD access at  0x2a7ee24a1006 21 1 0
BAD access at  0x2a7ee24a1007 21 1 0
BAD access at  0x2a7ee24a1008 21 1 0
BAD access at  0x2a7ee24a1009 21 1 0
BAD access at  0x2a7ee24a100a 21 1 0
BAD access at  0x2a7ee24a100b 21 1 0
BAD access at  0x2a7ee24a100c 21 1 0
BAD access at  0x2a7ee24a100d 21 1 0
BAD access at  0x2a7ee24a100e 21 1 0
BAD access at  0x2a7ee24a100f 21 1 0
BAD access at  0x2a7ee24a1010 21 1 0
BAD access at  0x2a7ee24a1011 21 1 0
BAD access at  0x2a7ee24a1012 21 1 0
BAD access at  0x2a7ee24a1013 21 1 0
BAD access at  0x2a7ee24a1014 21 1 0
BAD access at  0x2a7ee24a1015 21 1 0
BAD access at  0x2a7ee24a1016 21 1 0
BAD access at  0x2a7ee24a1017 21 1 0
BAD access at  0x2a7ee24a1018 21 1 0
BAD access at  0x2a7ee24a1019 21 1 0
BAD access at  0x2a7ee24a1000 21 1 0
Invalid memory fetch (UC_ERR_FETCH_UNMAPPED)
GO from  0x2a7ee24a0ffc to 0x2a7ee24aa000 with 0x10ec00
starting >>  0x2a7ee24aa000
get size  al



CODE at  0x2a7ee24aae24 b'90'
0x2a7ee24aae24:	nop	 bytearray(b'\x90')



CODE at  0x2a7ee24aae25 b'50'
0x2a7ee24aae25:	push	rax bytearray(b'P')
hook_access_write: ip=2a7ee24aae25 addr=10ebf8, size=8, val=10ec00
get size  rax



CODE at  0x2a7ee24aae26 b'488d7c2418'
0x2a7ee24aae26:	lea	rdi, qword ptr [rsp + 0x18] bytearray(b'H\x8d|$\x18')
get size  rdi



CODE at  0x2a7ee24aae2b b'488d3542000000'
0x2a7ee24aae2b:	lea	rsi, qword ptr [rip + 0x42] bytearray(b'H\x8d5B\x00\x00\x00')
get size  rsi



CODE at  0x2a7ee24aae32 b'b90a000000'
0x2a7ee24aae32:	mov	ecx, 0xa bytearray(b'\xb9\n\x00\x00\x00')
get size  ecx



CODE at  0x2a7ee24aae37 b'f3a4'
0x2a7ee24aae37:	rep movsb	byte ptr [rdi], byte ptr [rsi] bytearray(b'\xf3\xa4')
hook_access_read: ip=2a7ee24aae37 addr=2a7ee24aae74, size=1, content=cb
hook_access_write: ip=2a7ee24aae37 addr=10ec10, size=1, val=cb



CODE at  0x2a7ee24aae37 b'f3a4'
0x2a7ee24aae37:	rep movsb	byte ptr [rdi], byte ptr [rsi] bytearray(b'\xf3\xa4')
hook_access_read: ip=2a7ee24aae37 addr=2a7ee24aae75, size=1, content=6d
hook_access_write: ip=2a7ee24aae37 addr=10ec11, size=1, val=6d



CODE at  0x2a7ee24aae37 b'f3a4'
0x2a7ee24aae37:	rep movsb	byte ptr [rdi], byte ptr [rsi] bytearray(b'\xf3\xa4')
hook_access_read: ip=2a7ee24aae37 addr=2a7ee24aae76, size=1, content=71
hook_access_write: ip=2a7ee24aae37 addr=10ec12, size=1, val=71



CODE at  0x2a7ee24aae37 b'f3a4'
0x2a7ee24aae37:	rep movsb	byte ptr [rdi], byte ptr [rsi] bytearray(b'\xf3\xa4')
hook_access_read: ip=2a7ee24aae37 addr=2a7ee24aae77, size=1, content=1e
hook_access_write: ip=2a7ee24aae37 addr=10ec13, size=1, val=1e



CODE at  0x2a7ee24aae37 b'f3a4'
0x2a7ee24aae37:	rep movsb	byte ptr [rdi], byte ptr [rsi] bytearray(b'\xf3\xa4')
hook_access_read: ip=2a7ee24aae37 addr=2a7ee24aae78, size=1, content=38
hook_access_write: ip=2a7ee24aae37 addr=10ec14, size=1, val=38



CODE at  0x2a7ee24aae37 b'f3a4'
0x2a7ee24aae37:	rep movsb	byte ptr [rdi], byte ptr [rsi] bytearray(b'\xf3\xa4')
hook_access_read: ip=2a7ee24aae37 addr=2a7ee24aae79, size=1, content=78
hook_access_write: ip=2a7ee24aae37 addr=10ec15, size=1, val=78



CODE at  0x2a7ee24aae37 b'f3a4'
0x2a7ee24aae37:	rep movsb	byte ptr [rdi], byte ptr [rsi] bytearray(b'\xf3\xa4')
hook_access_read: ip=2a7ee24aae37 addr=2a7ee24aae7a, size=1, content=b8
hook_access_write: ip=2a7ee24aae37 addr=10ec16, size=1, val=b8



CODE at  0x2a7ee24aae37 b'f3a4'
0x2a7ee24aae37:	rep movsb	byte ptr [rdi], byte ptr [rsi] bytearray(b'\xf3\xa4')
hook_access_read: ip=2a7ee24aae37 addr=2a7ee24aae7b, size=1, content=24
hook_access_write: ip=2a7ee24aae37 addr=10ec17, size=1, val=24



CODE at  0x2a7ee24aae37 b'f3a4'
0x2a7ee24aae37:	rep movsb	byte ptr [rdi], byte ptr [rsi] bytearray(b'\xf3\xa4')
hook_access_read: ip=2a7ee24aae37 addr=2a7ee24aae7c, size=1, content=fe
hook_access_write: ip=2a7ee24aae37 addr=10ec18, size=1, val=fe



CODE at  0x2a7ee24aae37 b'f3a4'
0x2a7ee24aae37:	rep movsb	byte ptr [rdi], byte ptr [rsi] bytearray(b'\xf3\xa4')
hook_access_read: ip=2a7ee24aae37 addr=2a7ee24aae7d, size=1, content=3f
hook_access_write: ip=2a7ee24aae37 addr=10ec19, size=1, val=3f



CODE at  0x2a7ee24aae37 b'f3a4'
0x2a7ee24aae37:	rep movsb	byte ptr [rdi], byte ptr [rsi] bytearray(b'\xf3\xa4')



CODE at  0x2a7ee24aae39 b'8b5c240c'
0x2a7ee24aae39:	mov	ebx, dword ptr [rsp + 0xc] bytearray(b'\x8b\\$\x0c')
hook_access_read: ip=2a7ee24aae39 addr=10ec04, size=4, content=998cd6d4
get size  ebx



CODE at  0x2a7ee24aae3d b'315c241c'
0x2a7ee24aae3d:	xor	dword ptr [rsp + 0x1c], ebx bytearray(b'1\\$\x1c')
hook_access_read: ip=2a7ee24aae3d addr=10ec14, size=4, content=24b87838
hook_access_write: ip=2a7ee24aae3d addr=10ec14, size=4, val=bd34aeec
get size  ebx



CODE at  0x2a7ee24aae41 b'9b'
0x2a7ee24aae41:	wait	 bytearray(b'\x9b')



CODE at  0x2a7ee24aae42 b'dbe2'
0x2a7ee24aae42:	fnclex	 bytearray(b'\xdb\xe2')
b'cb6d711eecae34bdfe3f333431626563'



CODE at  0x2a7ee24aae44 b'db6c2418'
0x2a7ee24aae44:	fld	xword ptr [rsp + 0x18] bytearray(b'\xdbl$\x18')



CODE at  0x2a7ee24aae48 b'd9c0'
0x2a7ee24aae48:	fld	st(0) bytearray(b'\xd9\xc0')
get size  st0



CODE at  0x2a7ee24aae4a b'd9ff'
0x2a7ee24aae4a:	fcos	 bytearray(b'\xd9\xff')



CODE at  0x2a7ee24aae4c b'ded9'
0x2a7ee24aae4c:	fcompp	 bytearray(b'\xde\xd9')



CODE at  0x2a7ee24aae4e b'9b'
0x2a7ee24aae4e:	wait	 bytearray(b'\x9b')



CODE at  0x2a7ee24aae4f b'dfe0'
0x2a7ee24aae4f:	fnstsw	ax bytearray(b'\xdf\xe0')
get size  ax



CODE at  0x2a7ee24aae51 b'6683e0df'
0x2a7ee24aae51:	and	ax, 0xffdf bytearray(b'f\x83\xe0\xdf')
FUUU
0x100000
LAA
get size  ax



CODE at  0x2a7ee24aae55 b'663d0040'
0x2a7ee24aae55:	cmp	ax, 0x4000 bytearray(b'f=\x00@')
get size  ax



CODE at  0x2a7ee24aae59 b'48bb0c0005389a090000'
0x2a7ee24aae59:	movabs	rbx, 0x99a3805000c bytearray(b'H\xbb\x0c\x00\x058\x9a\t\x00\x00')
get size  rbx



CODE at  0x2a7ee24aae63 b'49be7eae4ae27e2a0000'
0x2a7ee24aae63:	movabs	r14, 0x2a7ee24aae7e bytearray(b'I\xbe~\xaeJ\xe2~*\x00\x00')
get size  r14



CODE at  0x2a7ee24aae6d b'490f45de'
0x2a7ee24aae6d:	cmovne	rbx, r14 bytearray(b'I\x0fE\xde')
get size  rbx
get size  r14



CODE at  0x2a7ee24aae71 b'58'
0x2a7ee24aae71:	pop	rax bytearray(b'X')
hook_access_read: ip=2a7ee24aae71 addr=10ebf8, size=8, content=10ec00
get size  rax



CODE at  0x2a7ee24aae72 b'ffe3'
0x2a7ee24aae72:	jmp	rbx bytearray(b'\xff\xe3')
get size  rbx



CODE at  0x99a3805000c b'0000'
0x99a3805000c:	add	byte ptr [rax], al bytearray(b'\x00\x00')
hook_access_read: ip=99a3805000c addr=10ec00, size=1, content=29
hook_access_write: ip=99a3805000c addr=10ec00, size=1, val=29
BAD access at  0x99a38051000 21 1 0
BAD access at  0x99a38051001 21 1 0
BAD access at  0x99a38051002 21 1 0
BAD access at  0x99a38051003 21 1 0
BAD access at  0x99a38051004 21 1 0
BAD access at  0x99a38051005 21 1 0
BAD access at  0x99a38051006 21 1 0
BAD access at  0x99a38051007 21 1 0
BAD access at  0x99a38051008 21 1 0
BAD access at  0x99a38051009 21 1 0
BAD access at  0x99a3805100a 21 1 0
BAD access at  0x99a3805100b 21 1 0
BAD access at  0x99a3805100c 21 1 0
BAD access at  0x99a3805100d 21 1 0
BAD access at  0x99a3805100e 21 1 0
BAD access at  0x99a3805100f 21 1 0
BAD access at  0x99a38051010 21 1 0
BAD access at  0x99a38051011 21 1 0
BAD access at  0x99a38051012 21 1 0
BAD access at  0x99a38051013 21 1 0
BAD access at  0x99a38051014 21 1 0
BAD access at  0x99a38051015 21 1 0
BAD access at  0x99a38051016 21 1 0
BAD access at  0x99a38051017 21 1 0
BAD access at  0x99a38051018 21 1 0
BAD access at  0x99a38051019 21 1 0
BAD access at  0x99a38051000 21 1 0
Invalid memory fetch (UC_ERR_FETCH_UNMAPPED)
GO from  0x99a38050ffc to 0x99a38057000 with 0x10ec00
starting >>  0x99a38057000
get size  al



CODE at  0x99a380575a6 b'90'
0x99a380575a6:	nop	 bytearray(b'\x90')



CODE at  0x99a380575a7 b'660f6f0424'
0x99a380575a7:	movdqa	xmm0, xmmword ptr [rsp] bytearray(b'f\x0fo\x04$')
hook_access_read: ip=99a380575a7 addr=10ec00, size=8, content=998cd6d4d17e8929
hook_access_read: ip=99a380575a7 addr=10ec08, size=8, content=ec1b34898cc04ed5
get size  xmm0



CODE at  0x99a380575ac b'660f6f0d6c000000'
0x99a380575ac:	movdqa	xmm1, xmmword ptr [rip + 0x6c] bytearray(b'f\x0fo\rl\x00\x00\x00')
hook_access_read: ip=99a380575ac addr=99a38057620, size=8, content=2be6a9b2c5cbfdcc
hook_access_read: ip=99a380575ac addr=99a38057628, size=8, content=194f2e0e37877e0d
get size  xmm1



CODE at  0x99a380575b4 b'660fefc1'
0x99a380575b4:	pxor	xmm0, xmm1 bytearray(b'f\x0f\xef\xc1')
get size  xmm0
get size  xmm1



CODE at  0x99a380575b8 b'4889e7'
0x99a380575b8:	mov	rdi, rsp bytearray(b'H\x89\xe7')
get size  rdi
get size  rsp



CODE at  0x99a380575bb b'48bb0c00efff7a2c0000'
0x99a380575bb:	movabs	rbx, 0x2c7affef000c bytearray(b'H\xbb\x0c\x00\xef\xffz,\x00\x00')
get size  rbx



CODE at  0x99a380575c5 b'ffd3'
0x99a380575c5:	call	rbx bytearray(b'\xff\xd3')
hook_access_write: ip=99a380575c5 addr=10ebf8, size=8, val=99a380575c7
get size  rbx



CODE at  0x2c7affef000c b'0000'
0x2c7affef000c:	add	byte ptr [rax], al bytearray(b'\x00\x00')
hook_access_read: ip=2c7affef000c addr=10ec00, size=1, content=29
hook_access_write: ip=2c7affef000c addr=10ec00, size=1, val=29
BAD access at  0x2c7affef1000 21 1 0
BAD access at  0x2c7affef1001 21 1 0
BAD access at  0x2c7affef1002 21 1 0
BAD access at  0x2c7affef1003 21 1 0
BAD access at  0x2c7affef1004 21 1 0
BAD access at  0x2c7affef1005 21 1 0
BAD access at  0x2c7affef1006 21 1 0
BAD access at  0x2c7affef1007 21 1 0
BAD access at  0x2c7affef1008 21 1 0
BAD access at  0x2c7affef1009 21 1 0
BAD access at  0x2c7affef100a 21 1 0
BAD access at  0x2c7affef100b 21 1 0
BAD access at  0x2c7affef100c 21 1 0
BAD access at  0x2c7affef100d 21 1 0
BAD access at  0x2c7affef100e 21 1 0
BAD access at  0x2c7affef100f 21 1 0
BAD access at  0x2c7affef1010 21 1 0
BAD access at  0x2c7affef1011 21 1 0
BAD access at  0x2c7affef1012 21 1 0
BAD access at  0x2c7affef1013 21 1 0
BAD access at  0x2c7affef1014 21 1 0
BAD access at  0x2c7affef1015 21 1 0
BAD access at  0x2c7affef1016 21 1 0
BAD access at  0x2c7affef1017 21 1 0
BAD access at  0x2c7affef1018 21 1 0
BAD access at  0x2c7affef1019 21 1 0
BAD access at  0x2c7affef1000 21 1 0
Invalid memory fetch (UC_ERR_FETCH_UNMAPPED)
GO from  0x2c7affef0ffc to 0x2c7affef6000 with 0x10ec00
starting >>  0x2c7affef6000
get size  al



CODE at  0x2c7affef62ac b'90'
0x2c7affef62ac:	nop	 bytearray(b'\x90')



CODE at  0x2c7affef62ad b'660f6fc8'
0x2c7affef62ad:	movdqa	xmm1, xmm0 bytearray(b'f\x0fo\xc8')
get size  xmm1
get size  xmm0



CODE at  0x2c7affef62b1 b'660f71d104'
0x2c7affef62b1:	psrlw	xmm1, 4 bytearray(b'f\x0fq\xd1\x04')
get size  xmm1



CODE at  0x2c7affef62b6 b'31d2'
0x2c7affef62b6:	xor	edx, edx bytearray(b'1\xd2')
get size  edx
get size  edx



CODE at  0x2c7affef62b8 b'31c9'
0x2c7affef62b8:	xor	ecx, ecx bytearray(b'1\xc9')
get size  ecx
get size  ecx



CODE at  0x2c7affef62ba b'b20f'
0x2c7affef62ba:	mov	dl, 0xf bytearray(b'\xb2\x0f')
get size  dl



CODE at  0x2c7affef62bc b'88d1'
0x2c7affef62bc:	mov	cl, dl bytearray(b'\x88\xd1')
get size  cl
get size  dl



CODE at  0x2c7affef62be b'86f1'
0x2c7affef62be:	xchg	cl, dh bytearray(b'\x86\xf1')
get size  cl
get size  dh



CODE at  0x2c7affef62c0 b'6689d1'
0x2c7affef62c0:	mov	cx, dx bytearray(b'f\x89\xd1')
get size  cx
get size  dx



CODE at  0x2c7affef62c3 b'0fc9'
0x2c7affef62c3:	bswap	ecx bytearray(b'\x0f\xc9')
get size  ecx



CODE at  0x2c7affef62c5 b'09ca'
0x2c7affef62c5:	or	edx, ecx bytearray(b'\t\xca')
get size  edx
get size  ecx



CODE at  0x2c7affef62c7 b'660f6ed2'
0x2c7affef62c7:	movd	xmm2, edx bytearray(b'f\x0fn\xd2')
get size  xmm2
get size  edx



CODE at  0x2c7affef62cb b'660f70d200'
0x2c7affef62cb:	pshufd	xmm2, xmm2, 0 bytearray(b'f\x0fp\xd2\x00')
get size  xmm2
get size  xmm2



CODE at  0x2c7affef62d0 b'660fdbc2'
0x2c7affef62d0:	pand	xmm0, xmm2 bytearray(b'f\x0f\xdb\xc2')
get size  xmm0
get size  xmm2



CODE at  0x2c7affef62d4 b'660fdbca'
0x2c7affef62d4:	pand	xmm1, xmm2 bytearray(b'f\x0f\xdb\xca')
get size  xmm1
get size  xmm2



CODE at  0x2c7affef62d8 b'660f6fd1'
0x2c7affef62d8:	movdqa	xmm2, xmm1 bytearray(b'f\x0fo\xd1')
get size  xmm2
get size  xmm1



CODE at  0x2c7affef62dc b'660f60c8'
0x2c7affef62dc:	punpcklbw	xmm1, xmm0 bytearray(b'f\x0f`\xc8')
get size  xmm1
get size  xmm0



CODE at  0x2c7affef62e0 b'660f68d0'
0x2c7affef62e0:	punpckhbw	xmm2, xmm0 bytearray(b'f\x0fh\xd0')
get size  xmm2
get size  xmm0



CODE at  0x2c7affef62e4 b'660f7f0f'
0x2c7affef62e4:	movdqa	xmmword ptr [rdi], xmm1 bytearray(b'f\x0f\x7f\x0f')
hook_access_write: ip=2c7affef62e4 addr=10ec00, size=8, val=401050b0407050e
hook_access_write: ip=2c7affef62e4 addr=10ec08, size=8, val=20b0a060f070606
get size  xmm1



CODE at  0x2c7affef62e8 b'660f7f5710'
0x2c7affef62e8:	movdqa	xmmword ptr [rdi + 0x10], xmm2 bytearray(b'f\x0f\x7fW\x10')
hook_access_write: ip=2c7affef62e8 addr=10ec10, size=8, val=b0b07040003080d
hook_access_write: ip=2c7affef62e8 addr=10ec18, size=8, val=50f04050a010708
get size  xmm2



CODE at  0x2c7affef62ed b'48bb0a63efff7a2c0000'
0x2c7affef62ed:	movabs	rbx, 0x2c7affef630a bytearray(b'H\xbb\nc\xef\xffz,\x00\x00')
get size  rbx



CODE at  0x2c7affef62f7 b'b920000000'
0x2c7affef62f7:	mov	ecx, 0x20 bytearray(b'\xb9 \x00\x00\x00')
get size  ecx



CODE at  0x2c7affef62fc b'8a07'
0x2c7affef62fc:	mov	al, byte ptr [rdi] bytearray(b'\x8a\x07')
hook_access_read: ip=2c7affef62fc addr=10ec00, size=1, content=e
get size  al



CODE at  0x2c7affef62fe b'd7'
0x2c7affef62fe:	xlatb	 bytearray(b'\xd7')
hook_access_read: ip=2c7affef62fe addr=2c7affef6318, size=1, content=7



CODE at  0x2c7affef62ff b'800730'
0x2c7affef62ff:	add	byte ptr [rdi], 0x30 bytearray(b'\x80\x070')
hook_access_read: ip=2c7affef62ff addr=10ec00, size=1, content=e
hook_access_write: ip=2c7affef62ff addr=10ec00, size=1, val=3e



CODE at  0x2c7affef6302 b'0007'
0x2c7affef6302:	add	byte ptr [rdi], al bytearray(b'\x00\x07')
hook_access_read: ip=2c7affef6302 addr=10ec00, size=1, content=3e
hook_access_write: ip=2c7affef6302 addr=10ec00, size=1, val=45
get size  al



CODE at  0x2c7affef6304 b'48ffc7'
0x2c7affef6304:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x2c7affef6307 b'e2f3'
0x2c7affef6307:	loop	0x2c7affef62fc bytearray(b'\xe2\xf3')



CODE at  0x2c7affef62fc b'8a07'
0x2c7affef62fc:	mov	al, byte ptr [rdi] bytearray(b'\x8a\x07')
hook_access_read: ip=2c7affef62fc addr=10ec01, size=1, content=5
get size  al



CODE at  0x2c7affef62fe b'd7'
0x2c7affef62fe:	xlatb	 bytearray(b'\xd7')
hook_access_read: ip=2c7affef62fe addr=2c7affef630f, size=1, content=0



CODE at  0x2c7affef62ff b'800730'
0x2c7affef62ff:	add	byte ptr [rdi], 0x30 bytearray(b'\x80\x070')
hook_access_read: ip=2c7affef62ff addr=10ec01, size=1, content=5
hook_access_write: ip=2c7affef62ff addr=10ec01, size=1, val=35



CODE at  0x2c7affef6302 b'0007'
0x2c7affef6302:	add	byte ptr [rdi], al bytearray(b'\x00\x07')
hook_access_read: ip=2c7affef6302 addr=10ec01, size=1, content=35
hook_access_write: ip=2c7affef6302 addr=10ec01, size=1, val=35
get size  al



CODE at  0x2c7affef6304 b'48ffc7'
0x2c7affef6304:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x2c7affef6307 b'e2f3'
0x2c7affef6307:	loop	0x2c7affef62fc bytearray(b'\xe2\xf3')



CODE at  0x2c7affef62fc b'8a07'
0x2c7affef62fc:	mov	al, byte ptr [rdi] bytearray(b'\x8a\x07')
hook_access_read: ip=2c7affef62fc addr=10ec02, size=1, content=7
get size  al



CODE at  0x2c7affef62fe b'd7'
0x2c7affef62fe:	xlatb	 bytearray(b'\xd7')
hook_access_read: ip=2c7affef62fe addr=2c7affef6311, size=1, content=0



CODE at  0x2c7affef62ff b'800730'
0x2c7affef62ff:	add	byte ptr [rdi], 0x30 bytearray(b'\x80\x070')
hook_access_read: ip=2c7affef62ff addr=10ec02, size=1, content=7
hook_access_write: ip=2c7affef62ff addr=10ec02, size=1, val=37



CODE at  0x2c7affef6302 b'0007'
0x2c7affef6302:	add	byte ptr [rdi], al bytearray(b'\x00\x07')
hook_access_read: ip=2c7affef6302 addr=10ec02, size=1, content=37
hook_access_write: ip=2c7affef6302 addr=10ec02, size=1, val=37
get size  al



CODE at  0x2c7affef6304 b'48ffc7'
0x2c7affef6304:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x2c7affef6307 b'e2f3'
0x2c7affef6307:	loop	0x2c7affef62fc bytearray(b'\xe2\xf3')



CODE at  0x2c7affef62fc b'8a07'
0x2c7affef62fc:	mov	al, byte ptr [rdi] bytearray(b'\x8a\x07')
hook_access_read: ip=2c7affef62fc addr=10ec03, size=1, content=4
get size  al



CODE at  0x2c7affef62fe b'd7'
0x2c7affef62fe:	xlatb	 bytearray(b'\xd7')
hook_access_read: ip=2c7affef62fe addr=2c7affef630e, size=1, content=0



CODE at  0x2c7affef62ff b'800730'
0x2c7affef62ff:	add	byte ptr [rdi], 0x30 bytearray(b'\x80\x070')
hook_access_read: ip=2c7affef62ff addr=10ec03, size=1, content=4
hook_access_write: ip=2c7affef62ff addr=10ec03, size=1, val=34



CODE at  0x2c7affef6302 b'0007'
0x2c7affef6302:	add	byte ptr [rdi], al bytearray(b'\x00\x07')
hook_access_read: ip=2c7affef6302 addr=10ec03, size=1, content=34
hook_access_write: ip=2c7affef6302 addr=10ec03, size=1, val=34
get size  al



CODE at  0x2c7affef6304 b'48ffc7'
0x2c7affef6304:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x2c7affef6307 b'e2f3'
0x2c7affef6307:	loop	0x2c7affef62fc bytearray(b'\xe2\xf3')



CODE at  0x2c7affef62fc b'8a07'
0x2c7affef62fc:	mov	al, byte ptr [rdi] bytearray(b'\x8a\x07')
hook_access_read: ip=2c7affef62fc addr=10ec04, size=1, content=b
get size  al



CODE at  0x2c7affef62fe b'd7'
0x2c7affef62fe:	xlatb	 bytearray(b'\xd7')
hook_access_read: ip=2c7affef62fe addr=2c7affef6315, size=1, content=7



CODE at  0x2c7affef62ff b'800730'
0x2c7affef62ff:	add	byte ptr [rdi], 0x30 bytearray(b'\x80\x070')
hook_access_read: ip=2c7affef62ff addr=10ec04, size=1, content=b
hook_access_write: ip=2c7affef62ff addr=10ec04, size=1, val=3b



CODE at  0x2c7affef6302 b'0007'
0x2c7affef6302:	add	byte ptr [rdi], al bytearray(b'\x00\x07')
hook_access_read: ip=2c7affef6302 addr=10ec04, size=1, content=3b
hook_access_write: ip=2c7affef6302 addr=10ec04, size=1, val=42
get size  al



CODE at  0x2c7affef6304 b'48ffc7'
0x2c7affef6304:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x2c7affef6307 b'e2f3'
0x2c7affef6307:	loop	0x2c7affef62fc bytearray(b'\xe2\xf3')



CODE at  0x2c7affef62fc b'8a07'
0x2c7affef62fc:	mov	al, byte ptr [rdi] bytearray(b'\x8a\x07')
hook_access_read: ip=2c7affef62fc addr=10ec05, size=1, content=5
get size  al



CODE at  0x2c7affef62fe b'd7'
0x2c7affef62fe:	xlatb	 bytearray(b'\xd7')
hook_access_read: ip=2c7affef62fe addr=2c7affef630f, size=1, content=0



CODE at  0x2c7affef62ff b'800730'
0x2c7affef62ff:	add	byte ptr [rdi], 0x30 bytearray(b'\x80\x070')
hook_access_read: ip=2c7affef62ff addr=10ec05, size=1, content=5
hook_access_write: ip=2c7affef62ff addr=10ec05, size=1, val=35



CODE at  0x2c7affef6302 b'0007'
0x2c7affef6302:	add	byte ptr [rdi], al bytearray(b'\x00\x07')
hook_access_read: ip=2c7affef6302 addr=10ec05, size=1, content=35
hook_access_write: ip=2c7affef6302 addr=10ec05, size=1, val=35
get size  al



CODE at  0x2c7affef6304 b'48ffc7'
0x2c7affef6304:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x2c7affef6307 b'e2f3'
0x2c7affef6307:	loop	0x2c7affef62fc bytearray(b'\xe2\xf3')



CODE at  0x2c7affef62fc b'8a07'
0x2c7affef62fc:	mov	al, byte ptr [rdi] bytearray(b'\x8a\x07')
hook_access_read: ip=2c7affef62fc addr=10ec06, size=1, content=1
get size  al



CODE at  0x2c7affef62fe b'd7'
0x2c7affef62fe:	xlatb	 bytearray(b'\xd7')
hook_access_read: ip=2c7affef62fe addr=2c7affef630b, size=1, content=0



CODE at  0x2c7affef62ff b'800730'
0x2c7affef62ff:	add	byte ptr [rdi], 0x30 bytearray(b'\x80\x070')
hook_access_read: ip=2c7affef62ff addr=10ec06, size=1, content=1
hook_access_write: ip=2c7affef62ff addr=10ec06, size=1, val=31



CODE at  0x2c7affef6302 b'0007'
0x2c7affef6302:	add	byte ptr [rdi], al bytearray(b'\x00\x07')
hook_access_read: ip=2c7affef6302 addr=10ec06, size=1, content=31
hook_access_write: ip=2c7affef6302 addr=10ec06, size=1, val=31
get size  al



CODE at  0x2c7affef6304 b'48ffc7'
0x2c7affef6304:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x2c7affef6307 b'e2f3'
0x2c7affef6307:	loop	0x2c7affef62fc bytearray(b'\xe2\xf3')



CODE at  0x2c7affef62fc b'8a07'
0x2c7affef62fc:	mov	al, byte ptr [rdi] bytearray(b'\x8a\x07')
hook_access_read: ip=2c7affef62fc addr=10ec07, size=1, content=4
get size  al



CODE at  0x2c7affef62fe b'd7'
0x2c7affef62fe:	xlatb	 bytearray(b'\xd7')
hook_access_read: ip=2c7affef62fe addr=2c7affef630e, size=1, content=0



CODE at  0x2c7affef62ff b'800730'
0x2c7affef62ff:	add	byte ptr [rdi], 0x30 bytearray(b'\x80\x070')
hook_access_read: ip=2c7affef62ff addr=10ec07, size=1, content=4
hook_access_write: ip=2c7affef62ff addr=10ec07, size=1, val=34



CODE at  0x2c7affef6302 b'0007'
0x2c7affef6302:	add	byte ptr [rdi], al bytearray(b'\x00\x07')
hook_access_read: ip=2c7affef6302 addr=10ec07, size=1, content=34
hook_access_write: ip=2c7affef6302 addr=10ec07, size=1, val=34
get size  al



CODE at  0x2c7affef6304 b'48ffc7'
0x2c7affef6304:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x2c7affef6307 b'e2f3'
0x2c7affef6307:	loop	0x2c7affef62fc bytearray(b'\xe2\xf3')



CODE at  0x2c7affef62fc b'8a07'
0x2c7affef62fc:	mov	al, byte ptr [rdi] bytearray(b'\x8a\x07')
hook_access_read: ip=2c7affef62fc addr=10ec08, size=1, content=6
get size  al



CODE at  0x2c7affef62fe b'd7'
0x2c7affef62fe:	xlatb	 bytearray(b'\xd7')
hook_access_read: ip=2c7affef62fe addr=2c7affef6310, size=1, content=0



CODE at  0x2c7affef62ff b'800730'
0x2c7affef62ff:	add	byte ptr [rdi], 0x30 bytearray(b'\x80\x070')
hook_access_read: ip=2c7affef62ff addr=10ec08, size=1, content=6
hook_access_write: ip=2c7affef62ff addr=10ec08, size=1, val=36



CODE at  0x2c7affef6302 b'0007'
0x2c7affef6302:	add	byte ptr [rdi], al bytearray(b'\x00\x07')
hook_access_read: ip=2c7affef6302 addr=10ec08, size=1, content=36
hook_access_write: ip=2c7affef6302 addr=10ec08, size=1, val=36
get size  al



CODE at  0x2c7affef6304 b'48ffc7'
0x2c7affef6304:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x2c7affef6307 b'e2f3'
0x2c7affef6307:	loop	0x2c7affef62fc bytearray(b'\xe2\xf3')



CODE at  0x2c7affef62fc b'8a07'
0x2c7affef62fc:	mov	al, byte ptr [rdi] bytearray(b'\x8a\x07')
hook_access_read: ip=2c7affef62fc addr=10ec09, size=1, content=6
get size  al



CODE at  0x2c7affef62fe b'd7'
0x2c7affef62fe:	xlatb	 bytearray(b'\xd7')
hook_access_read: ip=2c7affef62fe addr=2c7affef6310, size=1, content=0



CODE at  0x2c7affef62ff b'800730'
0x2c7affef62ff:	add	byte ptr [rdi], 0x30 bytearray(b'\x80\x070')
hook_access_read: ip=2c7affef62ff addr=10ec09, size=1, content=6
hook_access_write: ip=2c7affef62ff addr=10ec09, size=1, val=36



CODE at  0x2c7affef6302 b'0007'
0x2c7affef6302:	add	byte ptr [rdi], al bytearray(b'\x00\x07')
hook_access_read: ip=2c7affef6302 addr=10ec09, size=1, content=36
hook_access_write: ip=2c7affef6302 addr=10ec09, size=1, val=36
get size  al



CODE at  0x2c7affef6304 b'48ffc7'
0x2c7affef6304:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x2c7affef6307 b'e2f3'
0x2c7affef6307:	loop	0x2c7affef62fc bytearray(b'\xe2\xf3')



CODE at  0x2c7affef62fc b'8a07'
0x2c7affef62fc:	mov	al, byte ptr [rdi] bytearray(b'\x8a\x07')
hook_access_read: ip=2c7affef62fc addr=10ec0a, size=1, content=7
get size  al



CODE at  0x2c7affef62fe b'd7'
0x2c7affef62fe:	xlatb	 bytearray(b'\xd7')
hook_access_read: ip=2c7affef62fe addr=2c7affef6311, size=1, content=0



CODE at  0x2c7affef62ff b'800730'
0x2c7affef62ff:	add	byte ptr [rdi], 0x30 bytearray(b'\x80\x070')
hook_access_read: ip=2c7affef62ff addr=10ec0a, size=1, content=7
hook_access_write: ip=2c7affef62ff addr=10ec0a, size=1, val=37



CODE at  0x2c7affef6302 b'0007'
0x2c7affef6302:	add	byte ptr [rdi], al bytearray(b'\x00\x07')
hook_access_read: ip=2c7affef6302 addr=10ec0a, size=1, content=37
hook_access_write: ip=2c7affef6302 addr=10ec0a, size=1, val=37
get size  al



CODE at  0x2c7affef6304 b'48ffc7'
0x2c7affef6304:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x2c7affef6307 b'e2f3'
0x2c7affef6307:	loop	0x2c7affef62fc bytearray(b'\xe2\xf3')



CODE at  0x2c7affef62fc b'8a07'
0x2c7affef62fc:	mov	al, byte ptr [rdi] bytearray(b'\x8a\x07')
hook_access_read: ip=2c7affef62fc addr=10ec0b, size=1, content=f
get size  al



CODE at  0x2c7affef62fe b'd7'
0x2c7affef62fe:	xlatb	 bytearray(b'\xd7')
hook_access_read: ip=2c7affef62fe addr=2c7affef6319, size=1, content=7



CODE at  0x2c7affef62ff b'800730'
0x2c7affef62ff:	add	byte ptr [rdi], 0x30 bytearray(b'\x80\x070')
hook_access_read: ip=2c7affef62ff addr=10ec0b, size=1, content=f
hook_access_write: ip=2c7affef62ff addr=10ec0b, size=1, val=3f



CODE at  0x2c7affef6302 b'0007'
0x2c7affef6302:	add	byte ptr [rdi], al bytearray(b'\x00\x07')
hook_access_read: ip=2c7affef6302 addr=10ec0b, size=1, content=3f
hook_access_write: ip=2c7affef6302 addr=10ec0b, size=1, val=46
get size  al



CODE at  0x2c7affef6304 b'48ffc7'
0x2c7affef6304:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x2c7affef6307 b'e2f3'
0x2c7affef6307:	loop	0x2c7affef62fc bytearray(b'\xe2\xf3')



CODE at  0x2c7affef62fc b'8a07'
0x2c7affef62fc:	mov	al, byte ptr [rdi] bytearray(b'\x8a\x07')
hook_access_read: ip=2c7affef62fc addr=10ec0c, size=1, content=6
get size  al



CODE at  0x2c7affef62fe b'd7'
0x2c7affef62fe:	xlatb	 bytearray(b'\xd7')
hook_access_read: ip=2c7affef62fe addr=2c7affef6310, size=1, content=0



CODE at  0x2c7affef62ff b'800730'
0x2c7affef62ff:	add	byte ptr [rdi], 0x30 bytearray(b'\x80\x070')
hook_access_read: ip=2c7affef62ff addr=10ec0c, size=1, content=6
hook_access_write: ip=2c7affef62ff addr=10ec0c, size=1, val=36



CODE at  0x2c7affef6302 b'0007'
0x2c7affef6302:	add	byte ptr [rdi], al bytearray(b'\x00\x07')
hook_access_read: ip=2c7affef6302 addr=10ec0c, size=1, content=36
hook_access_write: ip=2c7affef6302 addr=10ec0c, size=1, val=36
get size  al



CODE at  0x2c7affef6304 b'48ffc7'
0x2c7affef6304:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x2c7affef6307 b'e2f3'
0x2c7affef6307:	loop	0x2c7affef62fc bytearray(b'\xe2\xf3')



CODE at  0x2c7affef62fc b'8a07'
0x2c7affef62fc:	mov	al, byte ptr [rdi] bytearray(b'\x8a\x07')
hook_access_read: ip=2c7affef62fc addr=10ec0d, size=1, content=a
get size  al



CODE at  0x2c7affef62fe b'd7'
0x2c7affef62fe:	xlatb	 bytearray(b'\xd7')
hook_access_read: ip=2c7affef62fe addr=2c7affef6314, size=1, content=7



CODE at  0x2c7affef62ff b'800730'
0x2c7affef62ff:	add	byte ptr [rdi], 0x30 bytearray(b'\x80\x070')
hook_access_read: ip=2c7affef62ff addr=10ec0d, size=1, content=a
hook_access_write: ip=2c7affef62ff addr=10ec0d, size=1, val=3a



CODE at  0x2c7affef6302 b'0007'
0x2c7affef6302:	add	byte ptr [rdi], al bytearray(b'\x00\x07')
hook_access_read: ip=2c7affef6302 addr=10ec0d, size=1, content=3a
hook_access_write: ip=2c7affef6302 addr=10ec0d, size=1, val=41
get size  al



CODE at  0x2c7affef6304 b'48ffc7'
0x2c7affef6304:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x2c7affef6307 b'e2f3'
0x2c7affef6307:	loop	0x2c7affef62fc bytearray(b'\xe2\xf3')



CODE at  0x2c7affef62fc b'8a07'
0x2c7affef62fc:	mov	al, byte ptr [rdi] bytearray(b'\x8a\x07')
hook_access_read: ip=2c7affef62fc addr=10ec0e, size=1, content=b
get size  al



CODE at  0x2c7affef62fe b'd7'
0x2c7affef62fe:	xlatb	 bytearray(b'\xd7')
hook_access_read: ip=2c7affef62fe addr=2c7affef6315, size=1, content=7



CODE at  0x2c7affef62ff b'800730'
0x2c7affef62ff:	add	byte ptr [rdi], 0x30 bytearray(b'\x80\x070')
hook_access_read: ip=2c7affef62ff addr=10ec0e, size=1, content=b
hook_access_write: ip=2c7affef62ff addr=10ec0e, size=1, val=3b



CODE at  0x2c7affef6302 b'0007'
0x2c7affef6302:	add	byte ptr [rdi], al bytearray(b'\x00\x07')
hook_access_read: ip=2c7affef6302 addr=10ec0e, size=1, content=3b
hook_access_write: ip=2c7affef6302 addr=10ec0e, size=1, val=42
get size  al



CODE at  0x2c7affef6304 b'48ffc7'
0x2c7affef6304:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x2c7affef6307 b'e2f3'
0x2c7affef6307:	loop	0x2c7affef62fc bytearray(b'\xe2\xf3')



CODE at  0x2c7affef62fc b'8a07'
0x2c7affef62fc:	mov	al, byte ptr [rdi] bytearray(b'\x8a\x07')
hook_access_read: ip=2c7affef62fc addr=10ec0f, size=1, content=2
get size  al



CODE at  0x2c7affef62fe b'd7'
0x2c7affef62fe:	xlatb	 bytearray(b'\xd7')
hook_access_read: ip=2c7affef62fe addr=2c7affef630c, size=1, content=0



CODE at  0x2c7affef62ff b'800730'
0x2c7affef62ff:	add	byte ptr [rdi], 0x30 bytearray(b'\x80\x070')
hook_access_read: ip=2c7affef62ff addr=10ec0f, size=1, content=2
hook_access_write: ip=2c7affef62ff addr=10ec0f, size=1, val=32



CODE at  0x2c7affef6302 b'0007'
0x2c7affef6302:	add	byte ptr [rdi], al bytearray(b'\x00\x07')
hook_access_read: ip=2c7affef6302 addr=10ec0f, size=1, content=32
hook_access_write: ip=2c7affef6302 addr=10ec0f, size=1, val=32
get size  al



CODE at  0x2c7affef6304 b'48ffc7'
0x2c7affef6304:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x2c7affef6307 b'e2f3'
0x2c7affef6307:	loop	0x2c7affef62fc bytearray(b'\xe2\xf3')



CODE at  0x2c7affef62fc b'8a07'
0x2c7affef62fc:	mov	al, byte ptr [rdi] bytearray(b'\x8a\x07')
hook_access_read: ip=2c7affef62fc addr=10ec10, size=1, content=d
get size  al



CODE at  0x2c7affef62fe b'd7'
0x2c7affef62fe:	xlatb	 bytearray(b'\xd7')
hook_access_read: ip=2c7affef62fe addr=2c7affef6317, size=1, content=7



CODE at  0x2c7affef62ff b'800730'
0x2c7affef62ff:	add	byte ptr [rdi], 0x30 bytearray(b'\x80\x070')
hook_access_read: ip=2c7affef62ff addr=10ec10, size=1, content=d
hook_access_write: ip=2c7affef62ff addr=10ec10, size=1, val=3d



CODE at  0x2c7affef6302 b'0007'
0x2c7affef6302:	add	byte ptr [rdi], al bytearray(b'\x00\x07')
hook_access_read: ip=2c7affef6302 addr=10ec10, size=1, content=3d
hook_access_write: ip=2c7affef6302 addr=10ec10, size=1, val=44
get size  al



CODE at  0x2c7affef6304 b'48ffc7'
0x2c7affef6304:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x2c7affef6307 b'e2f3'
0x2c7affef6307:	loop	0x2c7affef62fc bytearray(b'\xe2\xf3')



CODE at  0x2c7affef62fc b'8a07'
0x2c7affef62fc:	mov	al, byte ptr [rdi] bytearray(b'\x8a\x07')
hook_access_read: ip=2c7affef62fc addr=10ec11, size=1, content=8
get size  al



CODE at  0x2c7affef62fe b'd7'
0x2c7affef62fe:	xlatb	 bytearray(b'\xd7')
hook_access_read: ip=2c7affef62fe addr=2c7affef6312, size=1, content=0



CODE at  0x2c7affef62ff b'800730'
0x2c7affef62ff:	add	byte ptr [rdi], 0x30 bytearray(b'\x80\x070')
hook_access_read: ip=2c7affef62ff addr=10ec11, size=1, content=8
hook_access_write: ip=2c7affef62ff addr=10ec11, size=1, val=38



CODE at  0x2c7affef6302 b'0007'
0x2c7affef6302:	add	byte ptr [rdi], al bytearray(b'\x00\x07')
hook_access_read: ip=2c7affef6302 addr=10ec11, size=1, content=38
hook_access_write: ip=2c7affef6302 addr=10ec11, size=1, val=38
get size  al



CODE at  0x2c7affef6304 b'48ffc7'
0x2c7affef6304:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x2c7affef6307 b'e2f3'
0x2c7affef6307:	loop	0x2c7affef62fc bytearray(b'\xe2\xf3')



CODE at  0x2c7affef62fc b'8a07'
0x2c7affef62fc:	mov	al, byte ptr [rdi] bytearray(b'\x8a\x07')
hook_access_read: ip=2c7affef62fc addr=10ec12, size=1, content=3
get size  al



CODE at  0x2c7affef62fe b'd7'
0x2c7affef62fe:	xlatb	 bytearray(b'\xd7')
hook_access_read: ip=2c7affef62fe addr=2c7affef630d, size=1, content=0



CODE at  0x2c7affef62ff b'800730'
0x2c7affef62ff:	add	byte ptr [rdi], 0x30 bytearray(b'\x80\x070')
hook_access_read: ip=2c7affef62ff addr=10ec12, size=1, content=3
hook_access_write: ip=2c7affef62ff addr=10ec12, size=1, val=33



CODE at  0x2c7affef6302 b'0007'
0x2c7affef6302:	add	byte ptr [rdi], al bytearray(b'\x00\x07')
hook_access_read: ip=2c7affef6302 addr=10ec12, size=1, content=33
hook_access_write: ip=2c7affef6302 addr=10ec12, size=1, val=33
get size  al



CODE at  0x2c7affef6304 b'48ffc7'
0x2c7affef6304:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x2c7affef6307 b'e2f3'
0x2c7affef6307:	loop	0x2c7affef62fc bytearray(b'\xe2\xf3')



CODE at  0x2c7affef62fc b'8a07'
0x2c7affef62fc:	mov	al, byte ptr [rdi] bytearray(b'\x8a\x07')
hook_access_read: ip=2c7affef62fc addr=10ec13, size=1, content=0
get size  al



CODE at  0x2c7affef62fe b'd7'
0x2c7affef62fe:	xlatb	 bytearray(b'\xd7')
hook_access_read: ip=2c7affef62fe addr=2c7affef630a, size=1, content=0



CODE at  0x2c7affef62ff b'800730'
0x2c7affef62ff:	add	byte ptr [rdi], 0x30 bytearray(b'\x80\x070')
hook_access_read: ip=2c7affef62ff addr=10ec13, size=1, content=0
hook_access_write: ip=2c7affef62ff addr=10ec13, size=1, val=30



CODE at  0x2c7affef6302 b'0007'
0x2c7affef6302:	add	byte ptr [rdi], al bytearray(b'\x00\x07')
hook_access_read: ip=2c7affef6302 addr=10ec13, size=1, content=30
hook_access_write: ip=2c7affef6302 addr=10ec13, size=1, val=30
get size  al



CODE at  0x2c7affef6304 b'48ffc7'
0x2c7affef6304:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x2c7affef6307 b'e2f3'
0x2c7affef6307:	loop	0x2c7affef62fc bytearray(b'\xe2\xf3')



CODE at  0x2c7affef62fc b'8a07'
0x2c7affef62fc:	mov	al, byte ptr [rdi] bytearray(b'\x8a\x07')
hook_access_read: ip=2c7affef62fc addr=10ec14, size=1, content=4
get size  al



CODE at  0x2c7affef62fe b'd7'
0x2c7affef62fe:	xlatb	 bytearray(b'\xd7')
hook_access_read: ip=2c7affef62fe addr=2c7affef630e, size=1, content=0



CODE at  0x2c7affef62ff b'800730'
0x2c7affef62ff:	add	byte ptr [rdi], 0x30 bytearray(b'\x80\x070')
hook_access_read: ip=2c7affef62ff addr=10ec14, size=1, content=4
hook_access_write: ip=2c7affef62ff addr=10ec14, size=1, val=34



CODE at  0x2c7affef6302 b'0007'
0x2c7affef6302:	add	byte ptr [rdi], al bytearray(b'\x00\x07')
hook_access_read: ip=2c7affef6302 addr=10ec14, size=1, content=34
hook_access_write: ip=2c7affef6302 addr=10ec14, size=1, val=34
get size  al



CODE at  0x2c7affef6304 b'48ffc7'
0x2c7affef6304:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x2c7affef6307 b'e2f3'
0x2c7affef6307:	loop	0x2c7affef62fc bytearray(b'\xe2\xf3')



CODE at  0x2c7affef62fc b'8a07'
0x2c7affef62fc:	mov	al, byte ptr [rdi] bytearray(b'\x8a\x07')
hook_access_read: ip=2c7affef62fc addr=10ec15, size=1, content=7
get size  al



CODE at  0x2c7affef62fe b'd7'
0x2c7affef62fe:	xlatb	 bytearray(b'\xd7')
hook_access_read: ip=2c7affef62fe addr=2c7affef6311, size=1, content=0



CODE at  0x2c7affef62ff b'800730'
0x2c7affef62ff:	add	byte ptr [rdi], 0x30 bytearray(b'\x80\x070')
hook_access_read: ip=2c7affef62ff addr=10ec15, size=1, content=7
hook_access_write: ip=2c7affef62ff addr=10ec15, size=1, val=37



CODE at  0x2c7affef6302 b'0007'
0x2c7affef6302:	add	byte ptr [rdi], al bytearray(b'\x00\x07')
hook_access_read: ip=2c7affef6302 addr=10ec15, size=1, content=37
hook_access_write: ip=2c7affef6302 addr=10ec15, size=1, val=37
get size  al



CODE at  0x2c7affef6304 b'48ffc7'
0x2c7affef6304:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x2c7affef6307 b'e2f3'
0x2c7affef6307:	loop	0x2c7affef62fc bytearray(b'\xe2\xf3')



CODE at  0x2c7affef62fc b'8a07'
0x2c7affef62fc:	mov	al, byte ptr [rdi] bytearray(b'\x8a\x07')
hook_access_read: ip=2c7affef62fc addr=10ec16, size=1, content=b
get size  al



CODE at  0x2c7affef62fe b'd7'
0x2c7affef62fe:	xlatb	 bytearray(b'\xd7')
hook_access_read: ip=2c7affef62fe addr=2c7affef6315, size=1, content=7



CODE at  0x2c7affef62ff b'800730'
0x2c7affef62ff:	add	byte ptr [rdi], 0x30 bytearray(b'\x80\x070')
hook_access_read: ip=2c7affef62ff addr=10ec16, size=1, content=b
hook_access_write: ip=2c7affef62ff addr=10ec16, size=1, val=3b



CODE at  0x2c7affef6302 b'0007'
0x2c7affef6302:	add	byte ptr [rdi], al bytearray(b'\x00\x07')
hook_access_read: ip=2c7affef6302 addr=10ec16, size=1, content=3b
hook_access_write: ip=2c7affef6302 addr=10ec16, size=1, val=42
get size  al



CODE at  0x2c7affef6304 b'48ffc7'
0x2c7affef6304:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x2c7affef6307 b'e2f3'
0x2c7affef6307:	loop	0x2c7affef62fc bytearray(b'\xe2\xf3')



CODE at  0x2c7affef62fc b'8a07'
0x2c7affef62fc:	mov	al, byte ptr [rdi] bytearray(b'\x8a\x07')
hook_access_read: ip=2c7affef62fc addr=10ec17, size=1, content=b
get size  al



CODE at  0x2c7affef62fe b'd7'
0x2c7affef62fe:	xlatb	 bytearray(b'\xd7')
hook_access_read: ip=2c7affef62fe addr=2c7affef6315, size=1, content=7



CODE at  0x2c7affef62ff b'800730'
0x2c7affef62ff:	add	byte ptr [rdi], 0x30 bytearray(b'\x80\x070')
hook_access_read: ip=2c7affef62ff addr=10ec17, size=1, content=b
hook_access_write: ip=2c7affef62ff addr=10ec17, size=1, val=3b



CODE at  0x2c7affef6302 b'0007'
0x2c7affef6302:	add	byte ptr [rdi], al bytearray(b'\x00\x07')
hook_access_read: ip=2c7affef6302 addr=10ec17, size=1, content=3b
hook_access_write: ip=2c7affef6302 addr=10ec17, size=1, val=42
get size  al



CODE at  0x2c7affef6304 b'48ffc7'
0x2c7affef6304:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x2c7affef6307 b'e2f3'
0x2c7affef6307:	loop	0x2c7affef62fc bytearray(b'\xe2\xf3')



CODE at  0x2c7affef62fc b'8a07'
0x2c7affef62fc:	mov	al, byte ptr [rdi] bytearray(b'\x8a\x07')
hook_access_read: ip=2c7affef62fc addr=10ec18, size=1, content=8
get size  al



CODE at  0x2c7affef62fe b'd7'
0x2c7affef62fe:	xlatb	 bytearray(b'\xd7')
hook_access_read: ip=2c7affef62fe addr=2c7affef6312, size=1, content=0



CODE at  0x2c7affef62ff b'800730'
0x2c7affef62ff:	add	byte ptr [rdi], 0x30 bytearray(b'\x80\x070')
hook_access_read: ip=2c7affef62ff addr=10ec18, size=1, content=8
hook_access_write: ip=2c7affef62ff addr=10ec18, size=1, val=38



CODE at  0x2c7affef6302 b'0007'
0x2c7affef6302:	add	byte ptr [rdi], al bytearray(b'\x00\x07')
hook_access_read: ip=2c7affef6302 addr=10ec18, size=1, content=38
hook_access_write: ip=2c7affef6302 addr=10ec18, size=1, val=38
get size  al



CODE at  0x2c7affef6304 b'48ffc7'
0x2c7affef6304:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x2c7affef6307 b'e2f3'
0x2c7affef6307:	loop	0x2c7affef62fc bytearray(b'\xe2\xf3')



CODE at  0x2c7affef62fc b'8a07'
0x2c7affef62fc:	mov	al, byte ptr [rdi] bytearray(b'\x8a\x07')
hook_access_read: ip=2c7affef62fc addr=10ec19, size=1, content=7
get size  al



CODE at  0x2c7affef62fe b'd7'
0x2c7affef62fe:	xlatb	 bytearray(b'\xd7')
hook_access_read: ip=2c7affef62fe addr=2c7affef6311, size=1, content=0



CODE at  0x2c7affef62ff b'800730'
0x2c7affef62ff:	add	byte ptr [rdi], 0x30 bytearray(b'\x80\x070')
hook_access_read: ip=2c7affef62ff addr=10ec19, size=1, content=7
hook_access_write: ip=2c7affef62ff addr=10ec19, size=1, val=37



CODE at  0x2c7affef6302 b'0007'
0x2c7affef6302:	add	byte ptr [rdi], al bytearray(b'\x00\x07')
hook_access_read: ip=2c7affef6302 addr=10ec19, size=1, content=37
hook_access_write: ip=2c7affef6302 addr=10ec19, size=1, val=37
get size  al



CODE at  0x2c7affef6304 b'48ffc7'
0x2c7affef6304:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x2c7affef6307 b'e2f3'
0x2c7affef6307:	loop	0x2c7affef62fc bytearray(b'\xe2\xf3')



CODE at  0x2c7affef62fc b'8a07'
0x2c7affef62fc:	mov	al, byte ptr [rdi] bytearray(b'\x8a\x07')
hook_access_read: ip=2c7affef62fc addr=10ec1a, size=1, content=1
get size  al



CODE at  0x2c7affef62fe b'd7'
0x2c7affef62fe:	xlatb	 bytearray(b'\xd7')
hook_access_read: ip=2c7affef62fe addr=2c7affef630b, size=1, content=0



CODE at  0x2c7affef62ff b'800730'
0x2c7affef62ff:	add	byte ptr [rdi], 0x30 bytearray(b'\x80\x070')
hook_access_read: ip=2c7affef62ff addr=10ec1a, size=1, content=1
hook_access_write: ip=2c7affef62ff addr=10ec1a, size=1, val=31



CODE at  0x2c7affef6302 b'0007'
0x2c7affef6302:	add	byte ptr [rdi], al bytearray(b'\x00\x07')
hook_access_read: ip=2c7affef6302 addr=10ec1a, size=1, content=31
hook_access_write: ip=2c7affef6302 addr=10ec1a, size=1, val=31
get size  al



CODE at  0x2c7affef6304 b'48ffc7'
0x2c7affef6304:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x2c7affef6307 b'e2f3'
0x2c7affef6307:	loop	0x2c7affef62fc bytearray(b'\xe2\xf3')



CODE at  0x2c7affef62fc b'8a07'
0x2c7affef62fc:	mov	al, byte ptr [rdi] bytearray(b'\x8a\x07')
hook_access_read: ip=2c7affef62fc addr=10ec1b, size=1, content=a
get size  al



CODE at  0x2c7affef62fe b'd7'
0x2c7affef62fe:	xlatb	 bytearray(b'\xd7')
hook_access_read: ip=2c7affef62fe addr=2c7affef6314, size=1, content=7



CODE at  0x2c7affef62ff b'800730'
0x2c7affef62ff:	add	byte ptr [rdi], 0x30 bytearray(b'\x80\x070')
hook_access_read: ip=2c7affef62ff addr=10ec1b, size=1, content=a
hook_access_write: ip=2c7affef62ff addr=10ec1b, size=1, val=3a



CODE at  0x2c7affef6302 b'0007'
0x2c7affef6302:	add	byte ptr [rdi], al bytearray(b'\x00\x07')
hook_access_read: ip=2c7affef6302 addr=10ec1b, size=1, content=3a
hook_access_write: ip=2c7affef6302 addr=10ec1b, size=1, val=41
get size  al



CODE at  0x2c7affef6304 b'48ffc7'
0x2c7affef6304:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x2c7affef6307 b'e2f3'
0x2c7affef6307:	loop	0x2c7affef62fc bytearray(b'\xe2\xf3')



CODE at  0x2c7affef62fc b'8a07'
0x2c7affef62fc:	mov	al, byte ptr [rdi] bytearray(b'\x8a\x07')
hook_access_read: ip=2c7affef62fc addr=10ec1c, size=1, content=5
get size  al



CODE at  0x2c7affef62fe b'd7'
0x2c7affef62fe:	xlatb	 bytearray(b'\xd7')
hook_access_read: ip=2c7affef62fe addr=2c7affef630f, size=1, content=0



CODE at  0x2c7affef62ff b'800730'
0x2c7affef62ff:	add	byte ptr [rdi], 0x30 bytearray(b'\x80\x070')
hook_access_read: ip=2c7affef62ff addr=10ec1c, size=1, content=5
hook_access_write: ip=2c7affef62ff addr=10ec1c, size=1, val=35



CODE at  0x2c7affef6302 b'0007'
0x2c7affef6302:	add	byte ptr [rdi], al bytearray(b'\x00\x07')
hook_access_read: ip=2c7affef6302 addr=10ec1c, size=1, content=35
hook_access_write: ip=2c7affef6302 addr=10ec1c, size=1, val=35
get size  al



CODE at  0x2c7affef6304 b'48ffc7'
0x2c7affef6304:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x2c7affef6307 b'e2f3'
0x2c7affef6307:	loop	0x2c7affef62fc bytearray(b'\xe2\xf3')



CODE at  0x2c7affef62fc b'8a07'
0x2c7affef62fc:	mov	al, byte ptr [rdi] bytearray(b'\x8a\x07')
hook_access_read: ip=2c7affef62fc addr=10ec1d, size=1, content=4
get size  al



CODE at  0x2c7affef62fe b'd7'
0x2c7affef62fe:	xlatb	 bytearray(b'\xd7')
hook_access_read: ip=2c7affef62fe addr=2c7affef630e, size=1, content=0



CODE at  0x2c7affef62ff b'800730'
0x2c7affef62ff:	add	byte ptr [rdi], 0x30 bytearray(b'\x80\x070')
hook_access_read: ip=2c7affef62ff addr=10ec1d, size=1, content=4
hook_access_write: ip=2c7affef62ff addr=10ec1d, size=1, val=34



CODE at  0x2c7affef6302 b'0007'
0x2c7affef6302:	add	byte ptr [rdi], al bytearray(b'\x00\x07')
hook_access_read: ip=2c7affef6302 addr=10ec1d, size=1, content=34
hook_access_write: ip=2c7affef6302 addr=10ec1d, size=1, val=34
get size  al



CODE at  0x2c7affef6304 b'48ffc7'
0x2c7affef6304:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x2c7affef6307 b'e2f3'
0x2c7affef6307:	loop	0x2c7affef62fc bytearray(b'\xe2\xf3')



CODE at  0x2c7affef62fc b'8a07'
0x2c7affef62fc:	mov	al, byte ptr [rdi] bytearray(b'\x8a\x07')
hook_access_read: ip=2c7affef62fc addr=10ec1e, size=1, content=f
get size  al



CODE at  0x2c7affef62fe b'd7'
0x2c7affef62fe:	xlatb	 bytearray(b'\xd7')
hook_access_read: ip=2c7affef62fe addr=2c7affef6319, size=1, content=7



CODE at  0x2c7affef62ff b'800730'
0x2c7affef62ff:	add	byte ptr [rdi], 0x30 bytearray(b'\x80\x070')
hook_access_read: ip=2c7affef62ff addr=10ec1e, size=1, content=f
hook_access_write: ip=2c7affef62ff addr=10ec1e, size=1, val=3f



CODE at  0x2c7affef6302 b'0007'
0x2c7affef6302:	add	byte ptr [rdi], al bytearray(b'\x00\x07')
hook_access_read: ip=2c7affef6302 addr=10ec1e, size=1, content=3f
hook_access_write: ip=2c7affef6302 addr=10ec1e, size=1, val=46
get size  al



CODE at  0x2c7affef6304 b'48ffc7'
0x2c7affef6304:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x2c7affef6307 b'e2f3'
0x2c7affef6307:	loop	0x2c7affef62fc bytearray(b'\xe2\xf3')



CODE at  0x2c7affef62fc b'8a07'
0x2c7affef62fc:	mov	al, byte ptr [rdi] bytearray(b'\x8a\x07')
hook_access_read: ip=2c7affef62fc addr=10ec1f, size=1, content=5
get size  al



CODE at  0x2c7affef62fe b'd7'
0x2c7affef62fe:	xlatb	 bytearray(b'\xd7')
hook_access_read: ip=2c7affef62fe addr=2c7affef630f, size=1, content=0



CODE at  0x2c7affef62ff b'800730'
0x2c7affef62ff:	add	byte ptr [rdi], 0x30 bytearray(b'\x80\x070')
hook_access_read: ip=2c7affef62ff addr=10ec1f, size=1, content=5
hook_access_write: ip=2c7affef62ff addr=10ec1f, size=1, val=35



CODE at  0x2c7affef6302 b'0007'
0x2c7affef6302:	add	byte ptr [rdi], al bytearray(b'\x00\x07')
hook_access_read: ip=2c7affef6302 addr=10ec1f, size=1, content=35
hook_access_write: ip=2c7affef6302 addr=10ec1f, size=1, val=35
get size  al



CODE at  0x2c7affef6304 b'48ffc7'
0x2c7affef6304:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x2c7affef6307 b'e2f3'
0x2c7affef6307:	loop	0x2c7affef62fc bytearray(b'\xe2\xf3')



CODE at  0x2c7affef6309 b'c3'
0x2c7affef6309:	ret	 bytearray(b'\xc3')
hook_access_read: ip=2c7affef6309 addr=10ebf8, size=8, content=99a380575c7



CODE at  0x99a380575c7 b'4831c0'
0x99a380575c7:	xor	rax, rax bytearray(b'H1\xc0')
get size  rax
get size  rax



CODE at  0x99a380575ca b'48ffc0'
0x99a380575ca:	inc	rax bytearray(b'H\xff\xc0')
get size  rax



CODE at  0x99a380575cd b'4831ff'
0x99a380575cd:	xor	rdi, rdi bytearray(b'H1\xff')
get size  rdi
get size  rdi



CODE at  0x99a380575d0 b'48ffc7'
0x99a380575d0:	inc	rdi bytearray(b'H\xff\xc7')
get size  rdi



CODE at  0x99a380575d3 b'48bed2096515485a0000'
0x99a380575d3:	movabs	rsi, 0x5a48156509d2 bytearray(b'H\xbe\xd2\te\x15HZ\x00\x00')
get size  rsi



CODE at  0x99a380575dd b'ba0c000000'
0x99a380575dd:	mov	edx, 0xc bytearray(b'\xba\x0c\x00\x00\x00')
get size  edx



CODE at  0x99a380575e2 b'0f05'
0x99a380575e2:	syscall	 bytearray(b'\x0f\x05')
[1, 99265643088338, 12]
GOT HOOK >>  write
write handler KAPAPA {'args': [{'name': b'', 'val': {'_val': 1, 'typ': <chdrft.gen.types.OpaType object at 0x7f321387dda0>, 'raw': b'\x01\x00\x00\x00\x00\x00\x00\x00'}}, {'name': b'', 'val': {'_val': 99265643088338, 'pointee': None, 'raw': b'\xd2\te\x15HZ\x00\x00'}}, {'name': b'', 'val': {'_val': 12, 'typ': <chdrft.gen.types.OpaType object at 0x7f321387d860>, 'raw': b'\x0c\x00\x00\x00\x00\x00\x00\x00'}}], 'func': {'function': <chdrft.gen.types.OpaFunction object at 0x7f3213829470>, 'alias_list': None, 'return_val': 'ssize_t', 'syscall_name': 'write', 'arch_list': {<Arch.x86_64: 'x86_64'>, <Arch.x86: 'x86'>}, 'params_list': ['int', ' const void*', ' size_t'], 'syscall_num': 1, 'socketcall_id': None, 'func_name': 'write', 'args': [{'name': b'', 'typ': <chdrft.gen.types.OpaType object at 0x7f321387dda0>}, {'name': b'', 'typ': <chdrft.gen.types.OpaType object at 0x7f3213880898>}, {'name': b'', 'typ': <chdrft.gen.types.OpaType object at 0x7f321387d860>}], 'params': 'int, const void*, size_t'}} 0
WRITING >>  bytearray(b'The key is: ')



CODE at  0x99a380575e4 b'4831c0'
0x99a380575e4:	xor	rax, rax bytearray(b'H1\xc0')
get size  rax
get size  rax



CODE at  0x99a380575e7 b'48ffc0'
0x99a380575e7:	inc	rax bytearray(b'H\xff\xc0')
get size  rax



CODE at  0x99a380575ea b'488d3424'
0x99a380575ea:	lea	rsi, qword ptr [rsp] bytearray(b'H\x8d4$')
get size  rsi



CODE at  0x99a380575ee b'ba20000000'
0x99a380575ee:	mov	edx, 0x20 bytearray(b'\xba \x00\x00\x00')
get size  edx



CODE at  0x99a380575f3 b'0f05'
0x99a380575f3:	syscall	 bytearray(b'\x0f\x05')
[1, 1108992, 32]
GOT HOOK >>  write
write handler KAPAPA {'args': [{'name': b'', 'val': {'_val': 1, 'typ': <chdrft.gen.types.OpaType object at 0x7f321387dda0>, 'raw': b'\x01\x00\x00\x00\x00\x00\x00\x00'}}, {'name': b'', 'val': {'_val': 1108992, 'pointee': None, 'raw': b'\x00\xec\x10\x00\x00\x00\x00\x00'}}, {'name': b'', 'val': {'_val': 32, 'typ': <chdrft.gen.types.OpaType object at 0x7f321387d860>, 'raw': b' \x00\x00\x00\x00\x00\x00\x00'}}], 'func': {'function': <chdrft.gen.types.OpaFunction object at 0x7f3213829470>, 'alias_list': None, 'return_val': 'ssize_t', 'syscall_name': 'write', 'arch_list': {<Arch.x86_64: 'x86_64'>, <Arch.x86: 'x86'>}, 'params_list': ['int', ' const void*', ' size_t'], 'syscall_num': 1, 'socketcall_id': None, 'func_name': 'write', 'args': [{'name': b'', 'typ': <chdrft.gen.types.OpaType object at 0x7f321387dda0>}, {'name': b'', 'typ': <chdrft.gen.types.OpaType object at 0x7f3213880898>}, {'name': b'', 'typ': <chdrft.gen.types.OpaType object at 0x7f321387d860>}], 'params': 'int, const void*, size_t'}} 0
WRITING >>  bytearray(b'E574B514667F6AB2D83047BB871A54F5')



CODE at  0x99a380575f5 b'c604240a'
0x99a380575f5:	mov	byte ptr [rsp], 0xa bytearray(b'\xc6\x04$\n')
hook_access_write: ip=99a380575f5 addr=10ec00, size=1, val=a



CODE at  0x99a380575f9 b'4831c0'
0x99a380575f9:	xor	rax, rax bytearray(b'H1\xc0')
get size  rax
get size  rax



CODE at  0x99a380575fc b'48ffc0'
0x99a380575fc:	inc	rax bytearray(b'H\xff\xc0')
get size  rax



CODE at  0x99a380575ff b'ba01000000'
0x99a380575ff:	mov	edx, 1 bytearray(b'\xba\x01\x00\x00\x00')
get size  edx



CODE at  0x99a38057604 b'0f05'
0x99a38057604:	syscall	 bytearray(b'\x0f\x05')
[1, 1108992, 1]
GOT HOOK >>  write
write handler KAPAPA {'args': [{'name': b'', 'val': {'_val': 1, 'typ': <chdrft.gen.types.OpaType object at 0x7f321387dda0>, 'raw': b'\x01\x00\x00\x00\x00\x00\x00\x00'}}, {'name': b'', 'val': {'_val': 1108992, 'pointee': None, 'raw': b'\x00\xec\x10\x00\x00\x00\x00\x00'}}, {'name': b'', 'val': {'_val': 1, 'typ': <chdrft.gen.types.OpaType object at 0x7f321387d860>, 'raw': b'\x01\x00\x00\x00\x00\x00\x00\x00'}}], 'func': {'function': <chdrft.gen.types.OpaFunction object at 0x7f3213829470>, 'alias_list': None, 'return_val': 'ssize_t', 'syscall_name': 'write', 'arch_list': {<Arch.x86_64: 'x86_64'>, <Arch.x86: 'x86'>}, 'params_list': ['int', ' const void*', ' size_t'], 'syscall_num': 1, 'socketcall_id': None, 'func_name': 'write', 'args': [{'name': b'', 'typ': <chdrft.gen.types.OpaType object at 0x7f321387dda0>}, {'name': b'', 'typ': <chdrft.gen.types.OpaType object at 0x7f3213880898>}, {'name': b'', 'typ': <chdrft.gen.types.OpaType object at 0x7f321387d860>}], 'params': 'int, const void*, size_t'}} 0
WRITING >>  bytearray(b'\n')



CODE at  0x99a38057606 b'b83c000000'
0x99a38057606:	mov	eax, 0x3c bytearray(b'\xb8<\x00\x00\x00')
get size  eax



CODE at  0x99a3805760b b'4030ff'
0x99a3805760b:	xor	dil, dil bytearray(b'@0\xff')
get size  dil
get size  dil



CODE at  0x99a3805760e b'0f05'
0x99a3805760e:	syscall	 bytearray(b'\x0f\x05')
[0]
GOT HOOK >>  __exit
FUUU
Got exceptino , stopping emu>>  __exit
GO from  0x99a38057610 to 0x10f338cf0000 with 0x3c
starting >>  0x10f338cf0000



CODE at  0x10f338cf0000 b'48bb0c00a91d02420000'
0x10f338cf0000:	movabs	rbx, 0x42021da9000c bytearray(b'H\xbb\x0c\x00\xa9\x1d\x02B\x00\x00')
get size  rbx



CODE at  0x10f338cf000a b'ffe3'
0x10f338cf000a:	jmp	rbx bytearray(b'\xff\xe3')
get size  rbx



CODE at  0x42021da9000c b'0000'
0x42021da9000c:	add	byte ptr [rax], al bytearray(b'\x00\x00')
Invalid memory read (UC_ERR_READ_UNMAPPED)
GO from  0x42021da9000c to 0x42021da9c000 with 0x3c
starting >>  0x42021da9c000
Invalid memory read (UC_ERR_READ_UNMAPPED)
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find.cpp
// Compile with g++ -g -masm=intel -o a.out find.cpp



#include <vector>

#include <list>

#include <map>

#include <set>

#include <deque>

#include <queue>

#include <stack>

#include <algorithm>

#include <numeric>

#include <utility>

#include <sstream>

#include <iostream>

#include <cstdlib>

#include <string>

#include <cstring>

#include <cstdio>

#include <cmath>

#include <cstdlib>

#include <ctime>

#include <cassert>

#include <climits>

//#include <ext/hash_map>



using namespace std;

using namespace __gnu_cxx;



#define FOR (i, a, b) for (int i = (int)(a); i < (int)(b); ++i)



#define FE                                                                     \

  (i, t) for (__typeof((t).begin()) i = (t).begin(); i != (t).end(); ++i)

#define FEV                                                                    \

  (i, t) for (__typeof((t).rbegin()) i = (t).rbegin(); i != (t).rend(); ++i)



#define two(x) (1LL << (x))

#define ALL(a) (a).begin(), (a).end()



#define pb push_back

#define ST first

#define ND second

#define MP(x, y) make_pair(x, y)



typedef long long ll;

typedef unsigned long long ull;

typedef unsigned int uint;

typedef pair<int, int> pii;

typedef vector<int> vi;

typedef vector<string> vs;

typedef signed char s8;

typedef unsigned char u8;

typedef signed short s16;

typedef unsigned short u16;

typedef signed int s32;

typedef unsigned int u32;

typedef signed long long s64;

typedef unsigned long long u64;



int main() {

  for (u64 i = 0; i < 1ull << 32; ++i) {

    u64 a = 0x1e716dcb + (i << 32);

    u64 b = 0x6365623134333ffe;

    u64 res;



    // ok at 3174346476

//a=0xbd34aeec1e716dcbull;

//b=0x6365623134333ffeull;

    __asm__ volatile("mov rax, %2\n"

                     "pushq rax\n"

                     "mov rax, %1\n"

                     "pushq rax\n"

                     "wait\n"

                     "fnclex\n"

                     "fld tbyte ptr [rsp]\n"

                     "fld st(0)\n"

                     "fcos\n"

                     "fcompp\n"

                     "wait\n"

                     "fnstsw ax\n"

                     "and rax, 0xffdf\n"

                     "mov %0, rax\n"

                     "popq rax\n"

                     "popq rax\n"

                     : "=r"(res)

                     : "r"(a), "r"(b)

                     : "%rax");



    if (res == 0x4000) {

      printf("ok at %Lu\n", i);

      break;

    }

  }

  return 0;

}



/*

const char *checker =

  "\x9b\xdb\xe2\xdb\x6c\x24\x18\xd9\xc0\xd9\xff\xde\xd9\x9b\xdf\xe0\xc3";

typedef void (*f)();



int main() {

  for (u64 i = 0; i < 1ull << 32; ++i) {

    u64 a = 0x1e716dcb + (i << 32);

    u64 res;

    __asm__ volatile("mov rax, %1\n"

                     "mov rbx, %2\n"

                     "call rbx\n"

                     "mov %0, rax\n"

                     "popq rax\n"

                     : "=r"(res)

                     : "m"(a), "m"(checker)

                     : "rax", "rbx");



    if ((res&0xffff) == 0x4000) {

      printf("ok at %Lu\n", i);

    }

  }

  return 0;

}

*/




package tar

import (
"bytes"
"fmt"
"io"
"io/ioutil"
"log"
"reflect"

)

import "encoding/json"

func check(e error) {
if e != nil {

panic(e)
}

}

type Test1 struct {
Data []byte
Offset int64

}

func Example() {
// Create a buffer to write our archive to.
dat, err := ioutil.ReadFile("./huge.tar")
check(err)
fmt.Print("Contents of %d\n", len(dat))

// Open the tar archive for reading.
r := bytes.NewReader(dat)
tr := NewReader(r)

// Iterate through the files in the archive.
var entries []Test1
for {

hdr, err := tr.Next()
if err == io.EOF {

// end of tar archive
break

}
if err != nil {

log.Fatalln(err)
}
fmt.Println(reflect.TypeOf(hdr))
fmt.Println(tr.curr)
entry := tr.curr.(*sparseFileReader)

for index, elem1 := range entry.sp {
var s = make([]byte, elem1.numBytes)
n, err := entry.rfr.Read(s)
fmt.Printf("Got sp entry of idx=%d %s: %d %s >> %s\n",
index, elem1, n, err, s)
entries = append(entries, Test1{Data: s, Offset: elem1.offset})

}
res, _ := json.Marshal(entries)
err = ioutil.WriteFile("/tmp/dat1", res, 0644)
check(err)
fmt.Println()

}
}
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IV Niveau 3, Floating through long wasted days
Quatre challenges ce coup-ci, Une brève discussion des
video Récupérer des données exfiltrés par un fond d’écran dont on a les sources.
usb Appli avec windows driver qui cache des données entre des partitions d’un disque. Trouver qu’elles

sont ces données à partir d’une image et de l’encodeur.
ring 2x Application win64 fait tourner sa propre vm. Décodage des instructions se fait par des child

process qui pilotent le parent à travers le débuggeur (chaine de 8 process il me semble). Pas de
possibilité de s’attacher, sauf avec un débuggeur noyau. Y’a aussi l’air d’avoir des vérifications de
timing (perf counters), donc c’est pas sur que ca marche non plus.

strang 2x Itanium elf. Voila.
ring à l’air super intéressant, je l’aurais bien essayé si seulement win64 fonctionnait sans kvm dans

qemu.

IV.1 video
IV.1.1 Regarder la vidéo

Non vraiment, le reste c’est du travail manuel.

IV.1.2 Un jour j’irais droit au but

Première chose à faire, c’est d’essayer de lancer le programme. Après ca on pourra attacher un dé-
buggeur pour reverser plus rapidement. Bien sûr c’est pas si facile : d’abord des problèmes de résolution
et ensuite juste rien qui s’affiche à l’écran. J’ai bien envie de voir les images même si c’est pas du tout
nécessaire pour résoudre le challenge.

Rien de mieux que de créer ma propre ddraw.dll et d’écrire les images dans un fichier. Ca ressemble
à ca :

MyDirectDraw g_draw;

HRESULT WINAPI DirectDrawCreate(
_In_ GUID FAR *lpGUID,
_Out_ LPDIRECTDRAW FAR *lplpDD,
_In_ IUnknown FAR *pUnkOuter
){

log_file << "KAPPA";
log_file.flush();
*lplpDD = &g_draw;
int *is_activate = (int*)0x0040F0E0;
*is_activate = 1;

return 0;
}

EXPORTS
DirectDrawCreate
GetLocalTime

Listing 1: lib.def

En gros j’ai juste besoin d’exporter la fonction DirectDrawCreate et de fournir une interface IDirectDraw
potable.

Magnifique résultat :
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En vidéo ca fait 3 spotlights RGB qui se déplacent lentement. Très bien ca explique le début de la
vidéo mais pas les brusques changement de couleurs. Il est l’heure de reverser tout ca plus proprement.

Dans les fonctions importées, on observe RegEnumValueA, RegOpenKeyExA mais pas de primitives
de lecture de fichier. C’est probablement une clé de registre qui va être exfiltrée. En regardant les Xref,
on tombe sur :

En mettant des points d’arrêts mémoire, on arrive à trouver où est utilisé le buffer de lecture du
registre : .text :00403500, une fonction lancée dans un thread. Voici le traitement réalisé sur un octet du
registre.

color_tb=something # static data, taille 8
cur_idx=something_else # pour premier char, 6

reg_char=read() ^ xorpad[cur_step] # xorpad en static data
for i in range(3):

cur_idx += reg_char % 7 + 1
reg_char = reg_char // 7 + 1
push(color_tb[cur_idx]) # envoyer données au thread principal

Cette partie explique bien ce qu’on voit dans la vidéo : des flashs de couleur successifs, avec la même
durée. On a pas de répétition d’un même couleur grâce à l’accumulateur cur_idx et au mod 7 + 1.
Bien évidemment, j’ai passé trop de temps sur le mod 7. Pour cela, je tiens à exprimer ma gratitude à
l’opération div pour toujours se faire dégager par les optimisations compilo.

On poursuit notre route dans le thread principal, là où les données sont récupérées.
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IV.1.2.1 Brève parenthèse autour de la fonction should_exfiltrate Avec le débuggeur, cette
fonction m’a toujours retourné 1. En ouvrant la fonction, on voit des appels à GetLocaltime et System-
TimeToFileTime. En se replacant dans le contexte générale, notre cible est un écran de veille qui exfiltre
des données en changeant rapidement de couleurs. Dans la vidéo on peut voir deux modes d’opérations,
le mode standard (??) et un mode de succession rapdie de couleurs. Avec ces appels de fonctions, on se
doute que le second mode se déclenche dans une certaine plage horaire. Bien sur, le code de la fonction est
plein de opérations sur flottants. Non merci. Pour trouver la plage horaire, la flemme de modifier l’heure
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système. Ya peu de candidat, mais j’ai une flemme monstre. Un petit script ida python et c’est parti

class Hooker(idaapi.DBG_Hooks):
def __init__(self, data):

super(Hooker, self).__init__()
self.done = False
self.exited = False
self.data = data

self.test_time_func = idc.LocByName(’should_exfiltrate’)
self.test_time_start = idc.LocByName(’loc_403E61’)
self.test_time_end=0x00403E66
self.test_time_mod=0x00403767

def dbg_bpt(self, tid, ea):
elif ea==self.test_time_end:

if self.time>=3600*24:
self.done=1
#entre 23h et 1h

else:
idautils.cpu.eip=self.test_time_start
resv=idautils.cpu.eax
h,m,s=self.get_time(self.time)
print ’REsult: %d:%d:%d >> %d’%(h,m,s,resv)
self.time+=60

elif ea==self.test_time_mod:
h,m,s=self.get_time(self.time)
addr=idautils.cpu.ebx
write_u16(addr+4*2, h)
write_u16(addr+5*2, m)
write_u16(addr+6*2, s)

def get_time(self, t):
return t/3600, t/60%60, t%60

Résultat, le exfiltration se déclenche entre 23h et 1h.

IV.1.2.2 De retour à nos moutons La fonction should_exfiltrate retourne 0 pour le mode caché.
En suivant les variables, on va donc avoir dans ce mode :

edx = 1
[ebp-607d] = 0
[ebp-607E] = 1
[ebp-6074] = 1
[ebp-6078] = 0
...
col_id_from_other_thread aka A = [ebp-607c]
ebx = 0 = ebx * [ebp-6078] // WUT, why not used??
eax = 0 = eax *e bx
eax ^= [ebp - 6070]
eax = old_eax = eax * [ebp-6074]
screen_buffer[_] = old_eax = eax ^ ebx

Ok, bizarre notre caractère est ignoré. Par contre on a un autre candidate prometteur en [ebp-6070].
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En regardant dans cette zone, on voit un code bien similaire à celui du thread qui nous envoie les
données. J’aurais peut-être pas du m’arrêter au premier hardware breakpoint pour le buffer du registre.
Le code possède une logique éguivalente.

color_tb=something # static data, taille 8
cur_idx=something_else # pour premier char, 6

reg_char=read() ^ xorpad[cur_step] # xorpad en static data
for i in range(3):

cur_idx += reg_char % 7 + 1
reg_char = reg_char // 7
push color_tb[cur_idx]

Bon, on sait maintenant comment le tout fonctionne. Un préambule avec écran BLANC NOIR BLANC
et ensuite le défilement de couleurs correspondant aux données à exfiltrer. On regarde la vidéo en notant
les chacune des 8 couleurs possibles (j’ai pas sorti opencv :) ). Ensuite on trouve les données envoyés
caractère par caractère en vérifiant avec les couleurs observés. Un code python ignoble pour résoudre le
tout est dispo en ressources.

$ python analyse.py
...
b’1800000078da0b1634172bdac558f9cb6e6257f3be7b5b003250077e’
$ file /tmp/res.out
/tmp/res.out: zlib compressed data
$ printf "\x1f\x8b\x08\x00\x00\x00\x00\x00" | cat - /tmp/res.out | zcat - | xxd
gzip: stdin: unexpected end of file
00000000: 5311 3716 72ba 0179 fa3e 918a 83be deb4 S.7.r..y.>......
$ #

Clé: 5311371672ba0179fa3e918a83bedeb4

IV.1.3 Ressources

—
—
—
—
—
—
—
— + lodepng trouvable sur le net

IV.2 usb
IV.2.1 Biographie

Reverse du code. Seul le driver est intéressant. Données dans les parties non allouées du disque. RC4
par fichier + RC5 sur tout le flux.

Les fichiers IDA avec commentaire sont disponibles dans la section ressources IV.2.3.

IV.2.2 Autobiographie

On nous donne deux fichiers, un binaire windows et une image disque.

$ file img
img: DOS/MBR boot sector; partition 1 : ID=0xb, start-CHS (0x0,0,4), end-CHS

(0x88,233,5), startsector 3, 2097152 sectors; partition 2 : ID=0xb,
start-CHS (0x89,19,6), end-CHS (0xcd,135,36), startsector 2099201, 1048575
sectors; partition 3 : ID=0xb, start-CHS (0xcd,135,38), end-CHS
(0xce,218,57), startsector 3147777, 20480 sectors; partition 4 : ID=0xb,
start-CHS (0xce,218,58), end-CHS (0x14,93,50), startsector 3168257, 819199
sectors

↪→

↪→

↪→

↪→

↪→

↪→

$ #
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#!/usr/bin/env python

#screw you vim
import binascii


def main():
  obs = 'cyan purple cyan purple blue purple red blue black red blue cyan white yellow blue red black purple white green yellow black red yellow cyan white black cyan black green white yellow blue yellow blue purple blue purple black white blue cyan blue green blue white blue white red white green cyan red yellow cyan green blue red green cyan red yellow purple white green purple cyan yellow white black red cyan white black cyan black blue red white purple black green red purple'
  #obs='green black red purple black blue purple black green white red blue cyan'

  color_map = dict(black=0,
                   white=0xffffff,
                   red=0x0000ff,
                   green=0x00ff00,
                   blue=0xff0000,
                   cyan=0xffff00,
                   purple=0xff00ff,
                   yellow=0x00ffff)
  color_map = dict(black=0,
                   white=0xffffff,
                   red=0xff0000,
                   green=0x00ff00,
                   blue=0x0000ff,
                   cyan=0x00ffff,
                   purple=0xff00ff,
                   yellow=0xffff00)
  obs = [color_map[x] for x in obs.split(' ')]
  st = 0

  color_list = [0x4F488EB3, 0x4FB771B3, 0x4F4871B3, 0x4FB78E4C, 0x4F488E4C, 0x4FB7714C, 0x4F48714C,
                0x4FB78EB3]
  color_list = [x ^ 0x4FB78EB3 for x in color_list]
  color_map = {a: i for i, a in enumerate(color_list)}

  xorpad = binascii.unhexlify(
      '2830A43F6D280423362A32DCAD0BA04BE8201F64840AF4C4C78A8DC0A2C44019A143823814FD6C90E07E2A40DFD3F23E7238C4964D987C16')

  def get_hash(x):
    return ' '.join([str(int(a)) for a in x])

  mp = {}
  def get_svals(v):
    tb = []
    for j in range(3):
      tb.append(v % 7 + 1)
      v = v // 7 + 1
    return tb

  def get_smask(v):
    tb = []
    for j in range(3):
      tb.append(v % 7 + 1)
      v = v // 7
    return tb

  def do_xor(x, y):
    return [a ^ b for a, b in zip(x, y)]

  def get_cols(x):
    return [color_list[a] for a in x]


  # inititial data, hardcoded
  last = [6, 6]
  testv = obs
  print([hex(x) for x in testv[:10]])
  res = []
  for i in range(0, len(testv), 3):
    cnd = None
    for v in range(256):
      a = get_svals(v)
      b = get_smask(v)
      nlast = list(last)
      tvals = []
      tmask = []
      for j in range(3):
        nlast[0] += a[j]
        nlast[1] += b[j]
        nlast[0] %= 8
        nlast[1] %= 8
        tvals.append(nlast[0])
        tmask.append(nlast[1])

      # compute colors observed if we were to send this data
      tvals = get_cols(tvals)
      tmask = get_cols(tmask)
      exp_mask = testv[i:i + 3]
      exp_vals = testv[i:i + 3]
      # check if this is what we observed
      if tmask == exp_vals and (1 or tmask == exp_mask):
        # 1 or -_-
        assert cnd is None, 'More than one candidate, bad'
        cnd = v, nlast
    assert cnd is not None, str(i)
    v, last = cnd
    # undo xorpad
    v2 = xorpad[i // 3] ^ v
    res.append(v2)

    print('for ', i, hex(v2), hex(v))
  res = bytes(res)
  open('/tmp/res.out', 'wb').write(res[4:])
  print(binascii.hexlify(res))
  #1800000078da0b1634172bdac558f9cb6e6257f3be7b5b003250077e


main()



#include "lib.h"
#include "test_Export.h"
#include <cstdio>
#include <cstdlib>
#include <iostream>
#include <fstream>
#include "WinBase.h"
#include "lodepng.h"
#include <cassert>
#include <string>

#include <ntddkbd.h>
#include <ntddk.h>

int a = IRP_MJ_WRITE;
int x = UserMode;


using namespace std;
ofstream log_file("log.out", std::ofstream::binary);

const int w = 1280;
const int h = 720;
char surface_buf[w*h * 3];

test_EXPORT void test(){
  printf("bonjour\n");
}
void WINAPI GetLocalTime(_Out_ LPSYSTEMTIME lpSystemTime){
  log_file << " FUUU" << flush;
  exit(0);

}


DDPIXELFORMAT g_pixel_fmt;

class MyDirectDrawSurface : public IDirectDrawSurface
{
  public:
    /*** IUnknown methods ***/
    STDMETHOD(QueryInterface) (THIS_ REFIID riid, LPVOID FAR * ppvObj) { log_file << "DirectDrawSurface QueryInterface XX \n" << flush; return 0; }
    STDMETHOD_(ULONG, AddRef) (THIS){ log_file << "DirectDrawSurface KXX" << flush; return 0; }
    STDMETHOD_(ULONG, Release) (THIS){ log_file << "DirectDrawSurface KXX" << flush; return 0; }
    /*** IDirectDrawSurface methods ***/
    STDMETHOD(AddAttachedSurface)(THIS_ LPDIRECTDRAWSURFACE) { log_file << "DirectDrawSurface AddAttachedSurface XX \n" << flush; return 0; }
    STDMETHOD(AddOverlayDirtyRect)(THIS_ LPRECT) { log_file << "DirectDrawSurface AddOverlayDirtyRect XX \n" << flush; return 0; }
    STDMETHOD(Blt)(THIS_ LPRECT, LPDIRECTDRAWSURFACE, LPRECT, DWORD, LPDDBLTFX) { log_file << "DirectDrawSurface Blt XX \n" << flush; return 0; }
    STDMETHOD(BltBatch)(THIS_ LPDDBLTBATCH, DWORD, DWORD) { log_file << "DirectDrawSurface BltBatch XX \n" << flush; return 0; }
    STDMETHOD(BltFast)(THIS_ DWORD, DWORD, LPDIRECTDRAWSURFACE, LPRECT, DWORD) { log_file << "DirectDrawSurface BltFast XX \n" << flush; return 0; }
    STDMETHOD(DeleteAttachedSurface)(THIS_ DWORD, LPDIRECTDRAWSURFACE) { log_file << "DirectDrawSurface DeleteAttachedSurface XX \n" << flush; return 0; }
    STDMETHOD(EnumAttachedSurfaces)(THIS_ LPVOID, LPDDENUMSURFACESCALLBACK) { log_file << "DirectDrawSurface EnumAttachedSurfaces XX \n" << flush; return 0; }
    STDMETHOD(EnumOverlayZOrders)(THIS_ DWORD, LPVOID, LPDDENUMSURFACESCALLBACK) { log_file << "DirectDrawSurface EnumOverlayZOrders XX \n" << flush; return 0; }
    STDMETHOD(Flip)(THIS_ LPDIRECTDRAWSURFACE, DWORD) {
      if (0){
        typedef int(*checkit)();
        checkit t1 = (checkit)(0x403750);
        SYSTEMTIME time;
        GetSystemTime(&time);

        for (int t = 0; t < 24 * 60 * 60; ++t){
          int curt = t;
          time.wSecond = curt % 60;
          curt /= 60;
          time.wMinute = curt % 60;
          curt /= 60;
          time.wHour = curt;

          //SetSystemTime(&time);
          int res = t1();
          char buf[200];
          sprintf(buf, "res >> %02d:%02d:%02d >> %d", time.wHour, time.wMinute, time.wSecond, res);
          Sleep(1);

        }
        exit(0);
      }
      do_dump();
      log_file << "DirectDrawSurface Flip XX \n" << flush; return 0;
    }
    STDMETHOD(GetAttachedSurface)(THIS_ LPDDSCAPS, LPDIRECTDRAWSURFACE FAR * out_surf) { *out_surf = this; log_file << "DirectDrawSurface GetAttachedSurface XX \n" << flush; return 0; }
    STDMETHOD(GetBltStatus)(THIS_ DWORD) { log_file << "DirectDrawSurface GetBltStatus XX \n" << flush; return 0; }
    STDMETHOD(GetCaps)(THIS_ LPDDSCAPS) { log_file << "DirectDrawSurface GetCaps XX \n" << flush; return 0; }
    STDMETHOD(GetClipper)(THIS_ LPDIRECTDRAWCLIPPER FAR*) { log_file << "DirectDrawSurface GetClipper XX \n" << flush; return 0; }
    STDMETHOD(GetColorKey)(THIS_ DWORD, LPDDCOLORKEY) { log_file << "DirectDrawSurface GetColorKey XX \n" << flush; return 0; }
    STDMETHOD(GetDC)(THIS_ HDC FAR *) { log_file << "DirectDrawSurface GetDC XX \n" << flush; return 0; }
    STDMETHOD(GetFlipStatus)(THIS_ DWORD) { log_file << "DirectDrawSurface GetFlipStatus XX \n" << flush; return 0; }
    STDMETHOD(GetOverlayPosition)(THIS_ LPLONG, LPLONG) { log_file << "DirectDrawSurface GetOverlayPosition XX \n" << flush; return 0; }
    STDMETHOD(GetPalette)(THIS_ LPDIRECTDRAWPALETTE FAR*) { log_file << "DirectDrawSurface GetPalette XX \n" << flush; return 0; }
    STDMETHOD(GetPixelFormat)(THIS_ LPDDPIXELFORMAT out_fmt) {
      log_file << "DirectDrawSurface GetPixelFormat XX \n" << flush;
      out_fmt->dwSize = 3;
      out_fmt->dwFlags = 0x40; //required, DD_RGB
      out_fmt->dwFourCC = 0x789;
      out_fmt->dwRGBBitCount = 24;
      out_fmt->dwRBitMask = 0xff;
      out_fmt->dwGBitMask = 0xff00;
      out_fmt->dwBBitMask = 0xff0000;



      return 0;
    }
    STDMETHOD(GetSurfaceDesc)(THIS_ LPDDSURFACEDESC) { log_file << "DirectDrawSurface GetSurfaceDesc XX \n" << flush; return 0; }
    STDMETHOD(Initialize)(THIS_ LPDIRECTDRAW, LPDDSURFACEDESC) { log_file << "DirectDrawSurface Initialize XX \n" << flush; return 0; }
    STDMETHOD(IsLost)(THIS){ log_file << "DirectDrawSurface IsLost XX \n" << flush; return 0; }
    STDMETHOD(Lock)(THIS_ LPRECT, LPDDSURFACEDESC io_surf, DWORD, HANDLE) {
      io_surf->lPitch = w * 3;
      io_surf->lpSurface = surface_buf;
      io_surf->dwWidth = w;
      io_surf->dwHeight = h;
      log_file << "DirectDrawSurface Lock XX \n" << flush; return 0;
    }
    STDMETHOD(ReleaseDC)(THIS_ HDC) { log_file << "DirectDrawSurface ReleaseDC XX \n" << flush; return 0; }
    STDMETHOD(Restore)(THIS){ log_file << "DirectDrawSurface Restore XX \n" << flush; return 0; }
    STDMETHOD(SetClipper)(THIS_ LPDIRECTDRAWCLIPPER) { log_file << "DirectDrawSurface SetClipper XX \n" << flush; return 0; }
    STDMETHOD(SetColorKey)(THIS_ DWORD, LPDDCOLORKEY) { log_file << "DirectDrawSurface SetColorKey XX \n" << flush; return 0; }
    STDMETHOD(SetOverlayPosition)(THIS_ LONG, LONG) { log_file << "DirectDrawSurface SetOverlayPosition XX \n" << flush; return 0; }
    STDMETHOD(SetPalette)(THIS_ LPDIRECTDRAWPALETTE) { log_file << "DirectDrawSurface SetPalette XX \n" << flush; return 0; }
    STDMETHOD(Unlock)(THIS_ LPVOID) { log_file << "DirectDrawSurface Unlock XX \n" << flush; return 0; }
    STDMETHOD(UpdateOverlay)(THIS_ LPRECT, LPDIRECTDRAWSURFACE, LPRECT, DWORD, LPDDOVERLAYFX) { log_file << "DirectDrawSurface UpdateOverlay XX \n" << flush; return 0; }
    STDMETHOD(UpdateOverlayDisplay)(THIS_ DWORD) { log_file << "DirectDrawSurface UpdateOverlayDisplay XX \n" << flush; return 0; }
    STDMETHOD(UpdateOverlayZOrder)(THIS_ DWORD, LPDIRECTDRAWSURFACE) { log_file << "DirectDrawSurface UpdateOverlayZOrder XX \n" << flush; return 0; }

  private:
    void do_dump(){
      char filename[200];
      if (blit_count % 1 == 0){
        sprintf(filename, "out/res_%04d.png", blit_count);
        unsigned int err = lodepng::encode(string(filename), (const unsigned char*)surface_buf, w, h, LodePNGColorType::LCT_RGB);
        assert(err == 0);
      }
      blit_count += 1;
      if (blit_count == 400)
        exit(0);


    }
    int blit_count = 0;
};

MyDirectDrawSurface g_surface;

class MyDirectDraw : public IDirectDraw {
  public:
    STDMETHOD(QueryInterface) (THIS_ REFIID riid, LPVOID FAR * ppvObj) { log_file << "On QueryInterface\n" << flush; return 0; }
    STDMETHOD_(ULONG, AddRef) (THIS){ log_file << "AddRef\n" << flush; return 0; }
    STDMETHOD_(ULONG, Release) (THIS){ log_file << "AddRef\n" << flush; return 0; }
    /*** IDirectDraw methods ***/
    STDMETHOD(Compact)(THIS){ log_file << "Compact\n" << flush; return 0; }
    STDMETHOD(CreateClipper)(THIS_ DWORD, LPDIRECTDRAWCLIPPER FAR*, IUnknown FAR *) { log_file << "CreateClipper\n" << flush; return 0; }
    STDMETHOD(CreatePalette)(THIS_ DWORD, LPPALETTEENTRY, LPDIRECTDRAWPALETTE FAR*, IUnknown FAR *) { log_file << "CreatePalette\n" << flush; return 0; }
    STDMETHOD(CreateSurface)(THIS_  LPDDSURFACEDESC desc, LPDIRECTDRAWSURFACE FAR *surface, IUnknown FAR *) { log_file << "CreateSurface" <<  desc->dwWidth << ' ' << desc->dwHeight << ' '<< desc->lPitch << ' ' << desc->ddpfPixelFormat.dwRGBBitCount << "\n" <<flush; *surface = &g_surface; return 0; }
    STDMETHOD(DuplicateSurface)(THIS_ LPDIRECTDRAWSURFACE, LPDIRECTDRAWSURFACE FAR *) { log_file << "DuplicateSurface\n" << flush; return 0; }
    STDMETHOD(EnumDisplayModes)(THIS_ DWORD, LPDDSURFACEDESC, LPVOID, LPDDENUMMODESCALLBACK) { log_file << "EnumDisplayModes\n" << flush; return 0; }
    STDMETHOD(EnumSurfaces)(THIS_ DWORD, LPDDSURFACEDESC, LPVOID, LPDDENUMSURFACESCALLBACK) { log_file << "EnumSurfaces\n" << flush; return 0; }
    STDMETHOD(FlipToGDISurface)(THIS){ log_file << "FlipToGDISurface\n" << flush; return 0; }
    STDMETHOD(GetCaps)(THIS_ LPDDCAPS, LPDDCAPS) { log_file << "GetCaps\n" << flush; return 0; }
    STDMETHOD(GetDisplayMode)(THIS_ LPDDSURFACEDESC) { log_file << "GetDisplayMode\n" << flush; return 0; }
    STDMETHOD(GetFourCCCodes)(THIS_  LPDWORD, LPDWORD) { log_file << "GetFourCCCodes\n" << flush; return 0; }
    STDMETHOD(GetGDISurface)(THIS_ LPDIRECTDRAWSURFACE FAR *) { log_file << "GetGDISurface\n" << flush; return 0; }
    STDMETHOD(GetMonitorFrequency)(THIS_ LPDWORD) { log_file << "GetMonitorFrequency\n" << flush; return 0; }
    STDMETHOD(GetScanLine)(THIS_ LPDWORD) { log_file << "GetScanLine\n" << flush; return 0; }
    STDMETHOD(GetVerticalBlankStatus)(THIS_ LPBOOL) { log_file << "GetVertiacalBlankStatus\n" << flush; return 0; }
    STDMETHOD(Initialize)(THIS_ GUID FAR *) { log_file << "Initialize\n" << flush; return 0; }
    STDMETHOD(RestoreDisplayMode)(THIS){ log_file << "RestoreDisplayMode\n" << flush; return 0; }
    STDMETHOD(SetCooperativeLevel)(THIS_ HWND, DWORD) { log_file << "SetCooperativeLevel\n" << flush; return 0; }
    STDMETHOD(SetDisplayMode)(THIS_ DWORD, DWORD, DWORD) { log_file << "SetDisplayMode\n" << flush; return 0; }
    STDMETHOD(WaitForVerticalBlank)(THIS_ DWORD, HANDLE) { log_file << "WaitForVerticalBlank\n" << flush; return 0; }
};

MyDirectDraw g_draw;

HRESULT WINAPI DirectDrawCreate(
    _In_  GUID FAR         *lpGUID,
    _Out_ LPDIRECTDRAW FAR *lplpDD,
    _In_  IUnknown FAR     *pUnkOuter
    ){
  log_file << "KAPPA";
  log_file.flush();
  *lplpDD = &g_draw;
  int *is_activate = (int*)0x0040F0E0;
  *is_activate = 1;


  return 0;
}



#pragma once
#include "Ddraw.h"
#include "test_Export.h"

test_EXPORT void test();


HRESULT WINAPI DirectDrawCreate(
	_In_  GUID FAR         *lpGUID,
	_Out_ LPDIRECTDRAW FAR *lplpDD,
	_In_  IUnknown FAR     *pUnkOuter
	);


EXPORTS 
DirectDrawCreate
GetLocalTime




/*==========================================================================;
 *
 *  Copyright (C) Microsoft Corporation.  All Rights Reserved.
 *
 *  File:       ddraw.h
 *  Content:    DirectDraw include file
 *
 ***************************************************************************/

#ifndef __DDRAW_INCLUDED__
#define __DDRAW_INCLUDED__
#include <winapifamily.h>

#pragma region Desktop Family
#if WINAPI_FAMILY_PARTITION(WINAPI_PARTITION_DESKTOP)


//Disable the nameless union warning when building internally
#undef ENABLE_NAMELESS_UNION_PRAGMA
#ifdef DIRECTX_REDIST
#define ENABLE_NAMELESS_UNION_PRAGMA
#endif

#ifdef ENABLE_NAMELESS_UNION_PRAGMA
#if _MSC_VER >= 1200
#pragma warning(push)
#endif
#pragma warning(disable:4201)
#endif

/*
 * If you wish an application built against the newest version of DirectDraw
 * to run against an older DirectDraw run time then define DIRECTDRAW_VERSION
 * to be the earlies version of DirectDraw you wish to run against. For,
 * example if you wish an application to run against a DX 3 runtime define
 * DIRECTDRAW_VERSION to be 0x0300.
 */
#ifndef   DIRECTDRAW_VERSION
#define   DIRECTDRAW_VERSION 0x0700
#endif /* DIRECTDRAW_VERSION */

#if defined( _WIN32 )  && !defined( _NO_COM )
#define COM_NO_WINDOWS_H
#include <objbase.h>
#else
#define IUnknown            void
#if !defined( NT_BUILD_ENVIRONMENT ) && !defined(WINNT)
        #define CO_E_NOTINITIALIZED 0x800401F0L
#endif
#endif

#define _FACDD  0x876
#define MAKE_DDHRESULT( code )  MAKE_HRESULT( 1, _FACDD, code )

#ifdef __cplusplus
extern "C" {
#endif

//
// For compilers that don't support nameless unions, do a
//
// #define NONAMELESSUNION
//
// before #include <ddraw.h>
//

#ifndef DUMMYUNIONNAMEN
#if defined(__cplusplus) || !defined(NONAMELESSUNION)
#define DUMMYUNIONNAMEN(n)
#else
#define DUMMYUNIONNAMEN(n)      u##n
#endif
#endif

#ifndef MAKEFOURCC
    #define MAKEFOURCC(ch0, ch1, ch2, ch3)                              \
                ((DWORD)(BYTE)(ch0) | ((DWORD)(BYTE)(ch1) << 8) |   \
                ((DWORD)(BYTE)(ch2) << 16) | ((DWORD)(BYTE)(ch3) << 24 ))
#endif //defined(MAKEFOURCC)

/*
 * FOURCC codes for DX compressed-texture pixel formats
 */
#define FOURCC_DXT1  (MAKEFOURCC('D','X','T','1'))
#define FOURCC_DXT2  (MAKEFOURCC('D','X','T','2'))
#define FOURCC_DXT3  (MAKEFOURCC('D','X','T','3'))
#define FOURCC_DXT4  (MAKEFOURCC('D','X','T','4'))
#define FOURCC_DXT5  (MAKEFOURCC('D','X','T','5'))

/*
 * GUIDS used by DirectDraw objects
 */
#if defined( _WIN32 ) && !defined( _NO_COM )

DEFINE_GUID( CLSID_DirectDraw,                  0xD7B70EE0,0x4340,0x11CF,0xB0,0x63,0x00,0x20,0xAF,0xC2,0xCD,0x35 );
DEFINE_GUID( CLSID_DirectDraw7,                 0x3c305196,0x50db,0x11d3,0x9c,0xfe,0x00,0xc0,0x4f,0xd9,0x30,0xc5 );
DEFINE_GUID( CLSID_DirectDrawClipper,           0x593817A0,0x7DB3,0x11CF,0xA2,0xDE,0x00,0xAA,0x00,0xb9,0x33,0x56 );
DEFINE_GUID( IID_IDirectDraw,                   0x6C14DB80,0xA733,0x11CE,0xA5,0x21,0x00,0x20,0xAF,0x0B,0xE5,0x60 );
DEFINE_GUID( IID_IDirectDraw2,                  0xB3A6F3E0,0x2B43,0x11CF,0xA2,0xDE,0x00,0xAA,0x00,0xB9,0x33,0x56 );
DEFINE_GUID( IID_IDirectDraw4,                  0x9c59509a,0x39bd,0x11d1,0x8c,0x4a,0x00,0xc0,0x4f,0xd9,0x30,0xc5 );
DEFINE_GUID( IID_IDirectDraw7,                  0x15e65ec0,0x3b9c,0x11d2,0xb9,0x2f,0x00,0x60,0x97,0x97,0xea,0x5b );
DEFINE_GUID( IID_IDirectDrawSurface,            0x6C14DB81,0xA733,0x11CE,0xA5,0x21,0x00,0x20,0xAF,0x0B,0xE5,0x60 );
DEFINE_GUID( IID_IDirectDrawSurface2,           0x57805885,0x6eec,0x11cf,0x94,0x41,0xa8,0x23,0x03,0xc1,0x0e,0x27 );
DEFINE_GUID( IID_IDirectDrawSurface3,           0xDA044E00,0x69B2,0x11D0,0xA1,0xD5,0x00,0xAA,0x00,0xB8,0xDF,0xBB );
DEFINE_GUID( IID_IDirectDrawSurface4,           0x0B2B8630,0xAD35,0x11D0,0x8E,0xA6,0x00,0x60,0x97,0x97,0xEA,0x5B );
DEFINE_GUID( IID_IDirectDrawSurface7,           0x06675a80,0x3b9b,0x11d2,0xb9,0x2f,0x00,0x60,0x97,0x97,0xea,0x5b );
DEFINE_GUID( IID_IDirectDrawPalette,            0x6C14DB84,0xA733,0x11CE,0xA5,0x21,0x00,0x20,0xAF,0x0B,0xE5,0x60 );
DEFINE_GUID( IID_IDirectDrawClipper,            0x6C14DB85,0xA733,0x11CE,0xA5,0x21,0x00,0x20,0xAF,0x0B,0xE5,0x60 );
DEFINE_GUID( IID_IDirectDrawColorControl,       0x4B9F0EE0,0x0D7E,0x11D0,0x9B,0x06,0x00,0xA0,0xC9,0x03,0xA3,0xB8 );
DEFINE_GUID( IID_IDirectDrawGammaControl,       0x69C11C3E,0xB46B,0x11D1,0xAD,0x7A,0x00,0xC0,0x4F,0xC2,0x9B,0x4E );

#endif

/*============================================================================
 *
 * DirectDraw Structures
 *
 * Various structures used to invoke DirectDraw.
 *
 *==========================================================================*/

struct IDirectDraw;
struct IDirectDrawSurface;
struct IDirectDrawPalette;
struct IDirectDrawClipper;

typedef struct IDirectDraw              FAR *LPDIRECTDRAW;
typedef struct IDirectDraw2             FAR *LPDIRECTDRAW2;
typedef struct IDirectDraw4             FAR *LPDIRECTDRAW4;
typedef struct IDirectDraw7             FAR *LPDIRECTDRAW7;
typedef struct IDirectDrawSurface       FAR *LPDIRECTDRAWSURFACE;
typedef struct IDirectDrawSurface2      FAR *LPDIRECTDRAWSURFACE2;
typedef struct IDirectDrawSurface3      FAR *LPDIRECTDRAWSURFACE3;
typedef struct IDirectDrawSurface4      FAR *LPDIRECTDRAWSURFACE4;
typedef struct IDirectDrawSurface7      FAR *LPDIRECTDRAWSURFACE7;
typedef struct IDirectDrawPalette               FAR *LPDIRECTDRAWPALETTE;
typedef struct IDirectDrawClipper               FAR *LPDIRECTDRAWCLIPPER;
typedef struct IDirectDrawColorControl          FAR *LPDIRECTDRAWCOLORCONTROL;
typedef struct IDirectDrawGammaControl          FAR *LPDIRECTDRAWGAMMACONTROL;

typedef struct _DDFXROP                 FAR *LPDDFXROP;


typedef struct _DDSURFACEDESC           FAR *LPDDSURFACEDESC;

typedef struct _DDSURFACEDESC2          FAR *LPDDSURFACEDESC2;
typedef struct _DDCOLORCONTROL          FAR *LPDDCOLORCONTROL;

/*
 * API's
 */
#if (defined (WIN32) || defined( _WIN32 ) ) && !defined( _NO_COM )
//#if defined( _WIN32 ) && !defined( _NO_ENUM )
    typedef BOOL (FAR PASCAL * LPDDENUMCALLBACKA)(GUID FAR *, LPSTR, LPSTR, LPVOID);
    typedef BOOL (FAR PASCAL * LPDDENUMCALLBACKW)(GUID FAR *, LPWSTR, LPWSTR, LPVOID);
    extern _Check_return_ HRESULT WINAPI DirectDrawEnumerateW( LPDDENUMCALLBACKW lpCallback, LPVOID lpContext );
    extern _Check_return_ HRESULT WINAPI DirectDrawEnumerateA( LPDDENUMCALLBACKA lpCallback, LPVOID lpContext );
    /*
     * Protect against old SDKs
     */
    #if !defined(HMONITOR_DECLARED) && (WINVER < 0x0500)
        #define HMONITOR_DECLARED
        DECLARE_HANDLE(HMONITOR);
    #endif
    typedef BOOL (FAR PASCAL * LPDDENUMCALLBACKEXA)(GUID FAR *, LPSTR, LPSTR, LPVOID, HMONITOR);
    typedef BOOL (FAR PASCAL * LPDDENUMCALLBACKEXW)(GUID FAR *, LPWSTR, LPWSTR, LPVOID, HMONITOR);
    extern HRESULT WINAPI DirectDrawEnumerateExW( LPDDENUMCALLBACKEXW lpCallback, LPVOID lpContext, DWORD dwFlags);
    extern HRESULT WINAPI DirectDrawEnumerateExA( LPDDENUMCALLBACKEXA lpCallback, LPVOID lpContext, DWORD dwFlags);
    typedef HRESULT (WINAPI * LPDIRECTDRAWENUMERATEEXA)( LPDDENUMCALLBACKEXA lpCallback, LPVOID lpContext, DWORD dwFlags);
    typedef HRESULT (WINAPI * LPDIRECTDRAWENUMERATEEXW)( LPDDENUMCALLBACKEXW lpCallback, LPVOID lpContext, DWORD dwFlags);

    #ifdef UNICODE
        typedef LPDDENUMCALLBACKW           LPDDENUMCALLBACK;
        #define DirectDrawEnumerate         DirectDrawEnumerateW
        typedef LPDDENUMCALLBACKEXW         LPDDENUMCALLBACKEX;
        typedef LPDIRECTDRAWENUMERATEEXW        LPDIRECTDRAWENUMERATEEX;
        #define DirectDrawEnumerateEx       DirectDrawEnumerateExW
    #else
        typedef LPDDENUMCALLBACKA           LPDDENUMCALLBACK;
        #define DirectDrawEnumerate         DirectDrawEnumerateA
        typedef LPDDENUMCALLBACKEXA         LPDDENUMCALLBACKEX;
        typedef LPDIRECTDRAWENUMERATEEXA        LPDIRECTDRAWENUMERATEEX;
        #define DirectDrawEnumerateEx       DirectDrawEnumerateExA
    #endif
    extern HRESULT WINAPI DirectDrawCreateEx( GUID FAR * lpGuid, LPVOID  *lplpDD, REFIID  iid,IUnknown FAR *pUnkOuter );
    extern _Check_return_ HRESULT WINAPI DirectDrawCreateClipper( DWORD dwFlags, LPDIRECTDRAWCLIPPER FAR *lplpDDClipper, IUnknown FAR *pUnkOuter );
#endif
/*
 * Flags for DirectDrawEnumerateEx
 * DirectDrawEnumerateEx supercedes DirectDrawEnumerate. You must use GetProcAddress to
 * obtain a function pointer (of type LPDIRECTDRAWENUMERATEEX) to DirectDrawEnumerateEx.
 * By default, only the primary display device is enumerated.
 * DirectDrawEnumerate is equivalent to DirectDrawEnumerate(,,DDENUM_NONDISPLAYDEVICES)
 */

/*
 * This flag causes enumeration of any GDI display devices which are part of
 * the Windows Desktop
 */
#define DDENUM_ATTACHEDSECONDARYDEVICES     0x00000001L

/*
 * This flag causes enumeration of any GDI display devices which are not
 * part of the Windows Desktop
 */
#define DDENUM_DETACHEDSECONDARYDEVICES     0x00000002L

/*
 * This flag causes enumeration of non-display devices
 */
#define DDENUM_NONDISPLAYDEVICES            0x00000004L


#define REGSTR_KEY_DDHW_DESCRIPTION     "Description"
#define REGSTR_KEY_DDHW_DRIVERNAME      "DriverName"
#define REGSTR_PATH_DDHW                "Hardware\\DirectDrawDrivers"

#define DDCREATE_HARDWAREONLY           0x00000001l
#define DDCREATE_EMULATIONONLY          0x00000002l

#if defined(WINNT) || !defined(WIN32)
#ifndef _HRESULT_DEFINED
#define _HRESULT_DEFINED
typedef _Return_type_success_(return >= 0) long HRESULT;
#endif // !_HRESULT_DEFINED
#endif

//#ifndef WINNT
typedef HRESULT (FAR PASCAL * LPDDENUMMODESCALLBACK)(LPDDSURFACEDESC, LPVOID);
typedef HRESULT (FAR PASCAL * LPDDENUMMODESCALLBACK2)(LPDDSURFACEDESC2, LPVOID);
typedef HRESULT (FAR PASCAL * LPDDENUMSURFACESCALLBACK)(LPDIRECTDRAWSURFACE, LPDDSURFACEDESC, LPVOID);
typedef HRESULT (FAR PASCAL * LPDDENUMSURFACESCALLBACK2)(LPDIRECTDRAWSURFACE4, LPDDSURFACEDESC2, LPVOID);
typedef HRESULT (FAR PASCAL * LPDDENUMSURFACESCALLBACK7)(LPDIRECTDRAWSURFACE7, LPDDSURFACEDESC2, LPVOID);
//#endif

/*
 * Generic pixel format with 8-bit RGB and alpha components
 */
typedef struct _DDARGB
{
    BYTE blue;
    BYTE green;
    BYTE red;
    BYTE alpha;
} DDARGB;

typedef DDARGB FAR *LPDDARGB;

/*
 * This version of the structure remains for backwards source compatibility.
 * The DDARGB structure is the one that should be used for all DirectDraw APIs.
 */
typedef struct _DDRGBA
{
    BYTE red;
    BYTE green;
    BYTE blue;
    BYTE alpha;
} DDRGBA;

typedef DDRGBA FAR *LPDDRGBA;


/*
 * DDCOLORKEY
 */
typedef struct _DDCOLORKEY
{
    DWORD       dwColorSpaceLowValue;   // low boundary of color space that is to
                                        // be treated as Color Key, inclusive
    DWORD       dwColorSpaceHighValue;  // high boundary of color space that is
                                        // to be treated as Color Key, inclusive
} DDCOLORKEY;

typedef DDCOLORKEY FAR* LPDDCOLORKEY;

/*
 * DDBLTFX
 * Used to pass override information to the DIRECTDRAWSURFACE callback Blt.
 */
typedef struct _DDBLTFX
{
    DWORD       dwSize;                         // size of structure
    DWORD       dwDDFX;                         // FX operations
    DWORD       dwROP;                          // Win32 raster operations
    DWORD       dwDDROP;                        // Raster operations new for DirectDraw
    DWORD       dwRotationAngle;                // Rotation angle for blt
    DWORD       dwZBufferOpCode;                // ZBuffer compares
    DWORD       dwZBufferLow;                   // Low limit of Z buffer
    DWORD       dwZBufferHigh;                  // High limit of Z buffer
    DWORD       dwZBufferBaseDest;              // Destination base value
    DWORD       dwZDestConstBitDepth;           // Bit depth used to specify Z constant for destination
    union
    {
        DWORD   dwZDestConst;                   // Constant to use as Z buffer for dest
        LPDIRECTDRAWSURFACE lpDDSZBufferDest;   // Surface to use as Z buffer for dest
    } DUMMYUNIONNAMEN(1);
    DWORD       dwZSrcConstBitDepth;            // Bit depth used to specify Z constant for source
    union
    {
        DWORD   dwZSrcConst;                    // Constant to use as Z buffer for src
        LPDIRECTDRAWSURFACE lpDDSZBufferSrc;    // Surface to use as Z buffer for src
    } DUMMYUNIONNAMEN(2);
    DWORD       dwAlphaEdgeBlendBitDepth;       // Bit depth used to specify constant for alpha edge blend
    DWORD       dwAlphaEdgeBlend;               // Alpha for edge blending
    DWORD       dwReserved;
    DWORD       dwAlphaDestConstBitDepth;       // Bit depth used to specify alpha constant for destination
    union
    {
        DWORD   dwAlphaDestConst;               // Constant to use as Alpha Channel
        LPDIRECTDRAWSURFACE lpDDSAlphaDest;     // Surface to use as Alpha Channel
    } DUMMYUNIONNAMEN(3);
    DWORD       dwAlphaSrcConstBitDepth;        // Bit depth used to specify alpha constant for source
    union
    {
        DWORD   dwAlphaSrcConst;                // Constant to use as Alpha Channel
        LPDIRECTDRAWSURFACE lpDDSAlphaSrc;      // Surface to use as Alpha Channel
    } DUMMYUNIONNAMEN(4);
    union
    {
        DWORD   dwFillColor;                    // color in RGB or Palettized
        DWORD   dwFillDepth;                    // depth value for z-buffer
        DWORD   dwFillPixel;                    // pixel value for RGBA or RGBZ
        LPDIRECTDRAWSURFACE lpDDSPattern;       // Surface to use as pattern
    } DUMMYUNIONNAMEN(5);
    DDCOLORKEY  ddckDestColorkey;               // DestColorkey override
    DDCOLORKEY  ddckSrcColorkey;                // SrcColorkey override
} DDBLTFX;

typedef DDBLTFX FAR* LPDDBLTFX;



/*
 * DDSCAPS
 */
typedef struct _DDSCAPS
{
    DWORD       dwCaps;         // capabilities of surface wanted
} DDSCAPS;

typedef DDSCAPS FAR* LPDDSCAPS;


/*
 * DDOSCAPS
 */
typedef struct _DDOSCAPS
{
    DWORD       dwCaps;         // capabilities of surface wanted
} DDOSCAPS;

typedef DDOSCAPS FAR* LPDDOSCAPS;

/*
 * This structure is used internally by DirectDraw.
 */
typedef struct _DDSCAPSEX
{
    DWORD       dwCaps2;
    DWORD       dwCaps3;
    union
    {
        DWORD       dwCaps4;
        DWORD       dwVolumeDepth;
    } DUMMYUNIONNAMEN(1);
} DDSCAPSEX, FAR * LPDDSCAPSEX;

/*
 * DDSCAPS2
 */
typedef struct _DDSCAPS2
{
    DWORD       dwCaps;         // capabilities of surface wanted
    DWORD       dwCaps2;
    DWORD       dwCaps3;
    union
    {
        DWORD       dwCaps4;
        DWORD       dwVolumeDepth;
    } DUMMYUNIONNAMEN(1);
} DDSCAPS2;

typedef DDSCAPS2 FAR* LPDDSCAPS2;

/*
 * DDCAPS
 */
#define DD_ROP_SPACE            (256/32)        // space required to store ROP array
/*
 * NOTE: Our choosen structure number scheme is to append a single digit to
 * the end of the structure giving the version that structure is associated
 * with.
 */

/*
 * This structure represents the DDCAPS structure released in DirectDraw 1.0.  It is used internally
 * by DirectDraw to interpret caps passed into ddraw by drivers written prior to the release of DirectDraw 2.0.
 * New applications should use the DDCAPS structure defined below.
 */
typedef struct _DDCAPS_DX1
{
    DWORD       dwSize;                 // size of the DDDRIVERCAPS structure
    DWORD       dwCaps;                 // driver specific capabilities
    DWORD       dwCaps2;                // more driver specific capabilites
    DWORD       dwCKeyCaps;             // color key capabilities of the surface
    DWORD       dwFXCaps;               // driver specific stretching and effects capabilites
    DWORD       dwFXAlphaCaps;          // alpha driver specific capabilities
    DWORD       dwPalCaps;              // palette capabilities
    DWORD       dwSVCaps;               // stereo vision capabilities
    DWORD       dwAlphaBltConstBitDepths;       // DDBD_2,4,8
    DWORD       dwAlphaBltPixelBitDepths;       // DDBD_1,2,4,8
    DWORD       dwAlphaBltSurfaceBitDepths;     // DDBD_1,2,4,8
    DWORD       dwAlphaOverlayConstBitDepths;   // DDBD_2,4,8
    DWORD       dwAlphaOverlayPixelBitDepths;   // DDBD_1,2,4,8
    DWORD       dwAlphaOverlaySurfaceBitDepths; // DDBD_1,2,4,8
    DWORD       dwZBufferBitDepths;             // DDBD_8,16,24,32
    DWORD       dwVidMemTotal;          // total amount of video memory
    DWORD       dwVidMemFree;           // amount of free video memory
    DWORD       dwMaxVisibleOverlays;   // maximum number of visible overlays
    DWORD       dwCurrVisibleOverlays;  // current number of visible overlays
    DWORD       dwNumFourCCCodes;       // number of four cc codes
    DWORD       dwAlignBoundarySrc;     // source rectangle alignment
    DWORD       dwAlignSizeSrc;         // source rectangle byte size
    DWORD       dwAlignBoundaryDest;    // dest rectangle alignment
    DWORD       dwAlignSizeDest;        // dest rectangle byte size
    DWORD       dwAlignStrideAlign;     // stride alignment
    DWORD       dwRops[DD_ROP_SPACE];   // ROPS supported
    DDSCAPS     ddsCaps;                // DDSCAPS structure has all the general capabilities
    DWORD       dwMinOverlayStretch;    // minimum overlay stretch factor multiplied by 1000, eg 1000 == 1.0, 1300 == 1.3
    DWORD       dwMaxOverlayStretch;    // maximum overlay stretch factor multiplied by 1000, eg 1000 == 1.0, 1300 == 1.3
    DWORD       dwMinLiveVideoStretch;  // OBSOLETE! This field remains for compatability reasons only
    DWORD       dwMaxLiveVideoStretch;  // OBSOLETE! This field remains for compatability reasons only
    DWORD       dwMinHwCodecStretch;    // OBSOLETE! This field remains for compatability reasons only
    DWORD       dwMaxHwCodecStretch;    // OBSOLETE! This field remains for compatability reasons only
    DWORD       dwReserved1;            // reserved
    DWORD       dwReserved2;            // reserved
    DWORD       dwReserved3;            // reserved
} DDCAPS_DX1;

typedef DDCAPS_DX1 FAR* LPDDCAPS_DX1;

/*
 * This structure is the DDCAPS structure as it was in version 2 and 3 of Direct X.
 * It is present for back compatability.
 */
typedef struct _DDCAPS_DX3
{
    DWORD       dwSize;                 // size of the DDDRIVERCAPS structure
    DWORD       dwCaps;                 // driver specific capabilities
    DWORD       dwCaps2;                // more driver specific capabilites
    DWORD       dwCKeyCaps;             // color key capabilities of the surface
    DWORD       dwFXCaps;               // driver specific stretching and effects capabilites
    DWORD       dwFXAlphaCaps;          // alpha driver specific capabilities
    DWORD       dwPalCaps;              // palette capabilities
    DWORD       dwSVCaps;               // stereo vision capabilities
    DWORD       dwAlphaBltConstBitDepths;       // DDBD_2,4,8
    DWORD       dwAlphaBltPixelBitDepths;       // DDBD_1,2,4,8
    DWORD       dwAlphaBltSurfaceBitDepths;     // DDBD_1,2,4,8
    DWORD       dwAlphaOverlayConstBitDepths;   // DDBD_2,4,8
    DWORD       dwAlphaOverlayPixelBitDepths;   // DDBD_1,2,4,8
    DWORD       dwAlphaOverlaySurfaceBitDepths; // DDBD_1,2,4,8
    DWORD       dwZBufferBitDepths;             // DDBD_8,16,24,32
    DWORD       dwVidMemTotal;          // total amount of video memory
    DWORD       dwVidMemFree;           // amount of free video memory
    DWORD       dwMaxVisibleOverlays;   // maximum number of visible overlays
    DWORD       dwCurrVisibleOverlays;  // current number of visible overlays
    DWORD       dwNumFourCCCodes;       // number of four cc codes
    DWORD       dwAlignBoundarySrc;     // source rectangle alignment
    DWORD       dwAlignSizeSrc;         // source rectangle byte size
    DWORD       dwAlignBoundaryDest;    // dest rectangle alignment
    DWORD       dwAlignSizeDest;        // dest rectangle byte size
    DWORD       dwAlignStrideAlign;     // stride alignment
    DWORD       dwRops[DD_ROP_SPACE];   // ROPS supported
    DDSCAPS     ddsCaps;                // DDSCAPS structure has all the general capabilities
    DWORD       dwMinOverlayStretch;    // minimum overlay stretch factor multiplied by 1000, eg 1000 == 1.0, 1300 == 1.3
    DWORD       dwMaxOverlayStretch;    // maximum overlay stretch factor multiplied by 1000, eg 1000 == 1.0, 1300 == 1.3
    DWORD       dwMinLiveVideoStretch;  // minimum live video stretch factor multiplied by 1000, eg 1000 == 1.0, 1300 == 1.3
    DWORD       dwMaxLiveVideoStretch;  // maximum live video stretch factor multiplied by 1000, eg 1000 == 1.0, 1300 == 1.3
    DWORD       dwMinHwCodecStretch;    // minimum hardware codec stretch factor multiplied by 1000, eg 1000 == 1.0, 1300 == 1.3
    DWORD       dwMaxHwCodecStretch;    // maximum hardware codec stretch factor multiplied by 1000, eg 1000 == 1.0, 1300 == 1.3
    DWORD       dwReserved1;            // reserved
    DWORD       dwReserved2;            // reserved
    DWORD       dwReserved3;            // reserved
    DWORD       dwSVBCaps;              // driver specific capabilities for System->Vmem blts
    DWORD       dwSVBCKeyCaps;          // driver color key capabilities for System->Vmem blts
    DWORD       dwSVBFXCaps;            // driver FX capabilities for System->Vmem blts
    DWORD       dwSVBRops[DD_ROP_SPACE];// ROPS supported for System->Vmem blts
    DWORD       dwVSBCaps;              // driver specific capabilities for Vmem->System blts
    DWORD       dwVSBCKeyCaps;          // driver color key capabilities for Vmem->System blts
    DWORD       dwVSBFXCaps;            // driver FX capabilities for Vmem->System blts
    DWORD       dwVSBRops[DD_ROP_SPACE];// ROPS supported for Vmem->System blts
    DWORD       dwSSBCaps;              // driver specific capabilities for System->System blts
    DWORD       dwSSBCKeyCaps;          // driver color key capabilities for System->System blts
    DWORD       dwSSBFXCaps;            // driver FX capabilities for System->System blts
    DWORD       dwSSBRops[DD_ROP_SPACE];// ROPS supported for System->System blts
    DWORD       dwReserved4;            // reserved
    DWORD       dwReserved5;            // reserved
    DWORD       dwReserved6;            // reserved
} DDCAPS_DX3;
typedef DDCAPS_DX3 FAR* LPDDCAPS_DX3;

/*
 * This structure is the DDCAPS structure as it was in version 5 of Direct X.
 * It is present for back compatability.
 */
typedef struct _DDCAPS_DX5
{
/*  0*/ DWORD   dwSize;                 // size of the DDDRIVERCAPS structure
/*  4*/ DWORD   dwCaps;                 // driver specific capabilities
/*  8*/ DWORD   dwCaps2;                // more driver specific capabilites
/*  c*/ DWORD   dwCKeyCaps;             // color key capabilities of the surface
/* 10*/ DWORD   dwFXCaps;               // driver specific stretching and effects capabilites
/* 14*/ DWORD   dwFXAlphaCaps;          // alpha driver specific capabilities
/* 18*/ DWORD   dwPalCaps;              // palette capabilities
/* 1c*/ DWORD   dwSVCaps;               // stereo vision capabilities
/* 20*/ DWORD   dwAlphaBltConstBitDepths;       // DDBD_2,4,8
/* 24*/ DWORD   dwAlphaBltPixelBitDepths;       // DDBD_1,2,4,8
/* 28*/ DWORD   dwAlphaBltSurfaceBitDepths;     // DDBD_1,2,4,8
/* 2c*/ DWORD   dwAlphaOverlayConstBitDepths;   // DDBD_2,4,8
/* 30*/ DWORD   dwAlphaOverlayPixelBitDepths;   // DDBD_1,2,4,8
/* 34*/ DWORD   dwAlphaOverlaySurfaceBitDepths; // DDBD_1,2,4,8
/* 38*/ DWORD   dwZBufferBitDepths;             // DDBD_8,16,24,32
/* 3c*/ DWORD   dwVidMemTotal;          // total amount of video memory
/* 40*/ DWORD   dwVidMemFree;           // amount of free video memory
/* 44*/ DWORD   dwMaxVisibleOverlays;   // maximum number of visible overlays
/* 48*/ DWORD   dwCurrVisibleOverlays;  // current number of visible overlays
/* 4c*/ DWORD   dwNumFourCCCodes;       // number of four cc codes
/* 50*/ DWORD   dwAlignBoundarySrc;     // source rectangle alignment
/* 54*/ DWORD   dwAlignSizeSrc;         // source rectangle byte size
/* 58*/ DWORD   dwAlignBoundaryDest;    // dest rectangle alignment
/* 5c*/ DWORD   dwAlignSizeDest;        // dest rectangle byte size
/* 60*/ DWORD   dwAlignStrideAlign;     // stride alignment
/* 64*/ DWORD   dwRops[DD_ROP_SPACE];   // ROPS supported
/* 84*/ DDSCAPS ddsCaps;                // DDSCAPS structure has all the general capabilities
/* 88*/ DWORD   dwMinOverlayStretch;    // minimum overlay stretch factor multiplied by 1000, eg 1000 == 1.0, 1300 == 1.3
/* 8c*/ DWORD   dwMaxOverlayStretch;    // maximum overlay stretch factor multiplied by 1000, eg 1000 == 1.0, 1300 == 1.3
/* 90*/ DWORD   dwMinLiveVideoStretch;  // minimum live video stretch factor multiplied by 1000, eg 1000 == 1.0, 1300 == 1.3
/* 94*/ DWORD   dwMaxLiveVideoStretch;  // maximum live video stretch factor multiplied by 1000, eg 1000 == 1.0, 1300 == 1.3
/* 98*/ DWORD   dwMinHwCodecStretch;    // minimum hardware codec stretch factor multiplied by 1000, eg 1000 == 1.0, 1300 == 1.3
/* 9c*/ DWORD   dwMaxHwCodecStretch;    // maximum hardware codec stretch factor multiplied by 1000, eg 1000 == 1.0, 1300 == 1.3
/* a0*/ DWORD   dwReserved1;            // reserved
/* a4*/ DWORD   dwReserved2;            // reserved
/* a8*/ DWORD   dwReserved3;            // reserved
/* ac*/ DWORD   dwSVBCaps;              // driver specific capabilities for System->Vmem blts
/* b0*/ DWORD   dwSVBCKeyCaps;          // driver color key capabilities for System->Vmem blts
/* b4*/ DWORD   dwSVBFXCaps;            // driver FX capabilities for System->Vmem blts
/* b8*/ DWORD   dwSVBRops[DD_ROP_SPACE];// ROPS supported for System->Vmem blts
/* d8*/ DWORD   dwVSBCaps;              // driver specific capabilities for Vmem->System blts
/* dc*/ DWORD   dwVSBCKeyCaps;          // driver color key capabilities for Vmem->System blts
/* e0*/ DWORD   dwVSBFXCaps;            // driver FX capabilities for Vmem->System blts
/* e4*/ DWORD   dwVSBRops[DD_ROP_SPACE];// ROPS supported for Vmem->System blts
/*104*/ DWORD   dwSSBCaps;              // driver specific capabilities for System->System blts
/*108*/ DWORD   dwSSBCKeyCaps;          // driver color key capabilities for System->System blts
/*10c*/ DWORD   dwSSBFXCaps;            // driver FX capabilities for System->System blts
/*110*/ DWORD   dwSSBRops[DD_ROP_SPACE];// ROPS supported for System->System blts
// Members added for DX5:
/*130*/ DWORD   dwMaxVideoPorts;        // maximum number of usable video ports
/*134*/ DWORD   dwCurrVideoPorts;       // current number of video ports used
/*138*/ DWORD   dwSVBCaps2;             // more driver specific capabilities for System->Vmem blts
/*13c*/ DWORD   dwNLVBCaps;               // driver specific capabilities for non-local->local vidmem blts
/*140*/ DWORD   dwNLVBCaps2;              // more driver specific capabilities non-local->local vidmem blts
/*144*/ DWORD   dwNLVBCKeyCaps;           // driver color key capabilities for non-local->local vidmem blts
/*148*/ DWORD   dwNLVBFXCaps;             // driver FX capabilities for non-local->local blts
/*14c*/ DWORD   dwNLVBRops[DD_ROP_SPACE]; // ROPS supported for non-local->local blts
} DDCAPS_DX5;
typedef DDCAPS_DX5 FAR* LPDDCAPS_DX5;

typedef struct _DDCAPS_DX6
{
/*  0*/ DWORD   dwSize;                 // size of the DDDRIVERCAPS structure
/*  4*/ DWORD   dwCaps;                 // driver specific capabilities
/*  8*/ DWORD   dwCaps2;                // more driver specific capabilites
/*  c*/ DWORD   dwCKeyCaps;             // color key capabilities of the surface
/* 10*/ DWORD   dwFXCaps;               // driver specific stretching and effects capabilites
/* 14*/ DWORD   dwFXAlphaCaps;          // alpha caps
/* 18*/ DWORD   dwPalCaps;              // palette capabilities
/* 1c*/ DWORD   dwSVCaps;               // stereo vision capabilities
/* 20*/ DWORD   dwAlphaBltConstBitDepths;       // DDBD_2,4,8
/* 24*/ DWORD   dwAlphaBltPixelBitDepths;       // DDBD_1,2,4,8
/* 28*/ DWORD   dwAlphaBltSurfaceBitDepths;     // DDBD_1,2,4,8
/* 2c*/ DWORD   dwAlphaOverlayConstBitDepths;   // DDBD_2,4,8
/* 30*/ DWORD   dwAlphaOverlayPixelBitDepths;   // DDBD_1,2,4,8
/* 34*/ DWORD   dwAlphaOverlaySurfaceBitDepths; // DDBD_1,2,4,8
/* 38*/ DWORD   dwZBufferBitDepths;             // DDBD_8,16,24,32
/* 3c*/ DWORD   dwVidMemTotal;          // total amount of video memory
/* 40*/ DWORD   dwVidMemFree;           // amount of free video memory
/* 44*/ DWORD   dwMaxVisibleOverlays;   // maximum number of visible overlays
/* 48*/ DWORD   dwCurrVisibleOverlays;  // current number of visible overlays
/* 4c*/ DWORD   dwNumFourCCCodes;       // number of four cc codes
/* 50*/ DWORD   dwAlignBoundarySrc;     // source rectangle alignment
/* 54*/ DWORD   dwAlignSizeSrc;         // source rectangle byte size
/* 58*/ DWORD   dwAlignBoundaryDest;    // dest rectangle alignment
/* 5c*/ DWORD   dwAlignSizeDest;        // dest rectangle byte size
/* 60*/ DWORD   dwAlignStrideAlign;     // stride alignment
/* 64*/ DWORD   dwRops[DD_ROP_SPACE];   // ROPS supported
/* 84*/ DDSCAPS ddsOldCaps;             // Was DDSCAPS  ddsCaps. ddsCaps is of type DDSCAPS2 for DX6
/* 88*/ DWORD   dwMinOverlayStretch;    // minimum overlay stretch factor multiplied by 1000, eg 1000 == 1.0, 1300 == 1.3
/* 8c*/ DWORD   dwMaxOverlayStretch;    // maximum overlay stretch factor multiplied by 1000, eg 1000 == 1.0, 1300 == 1.3
/* 90*/ DWORD   dwMinLiveVideoStretch;  // minimum live video stretch factor multiplied by 1000, eg 1000 == 1.0, 1300 == 1.3
/* 94*/ DWORD   dwMaxLiveVideoStretch;  // maximum live video stretch factor multiplied by 1000, eg 1000 == 1.0, 1300 == 1.3
/* 98*/ DWORD   dwMinHwCodecStretch;    // minimum hardware codec stretch factor multiplied by 1000, eg 1000 == 1.0, 1300 == 1.3
/* 9c*/ DWORD   dwMaxHwCodecStretch;    // maximum hardware codec stretch factor multiplied by 1000, eg 1000 == 1.0, 1300 == 1.3
/* a0*/ DWORD   dwReserved1;            // reserved
/* a4*/ DWORD   dwReserved2;            // reserved
/* a8*/ DWORD   dwReserved3;            // reserved
/* ac*/ DWORD   dwSVBCaps;              // driver specific capabilities for System->Vmem blts
/* b0*/ DWORD   dwSVBCKeyCaps;          // driver color key capabilities for System->Vmem blts
/* b4*/ DWORD   dwSVBFXCaps;            // driver FX capabilities for System->Vmem blts
/* b8*/ DWORD   dwSVBRops[DD_ROP_SPACE];// ROPS supported for System->Vmem blts
/* d8*/ DWORD   dwVSBCaps;              // driver specific capabilities for Vmem->System blts
/* dc*/ DWORD   dwVSBCKeyCaps;          // driver color key capabilities for Vmem->System blts
/* e0*/ DWORD   dwVSBFXCaps;            // driver FX capabilities for Vmem->System blts
/* e4*/ DWORD   dwVSBRops[DD_ROP_SPACE];// ROPS supported for Vmem->System blts
/*104*/ DWORD   dwSSBCaps;              // driver specific capabilities for System->System blts
/*108*/ DWORD   dwSSBCKeyCaps;          // driver color key capabilities for System->System blts
/*10c*/ DWORD   dwSSBFXCaps;            // driver FX capabilities for System->System blts
/*110*/ DWORD   dwSSBRops[DD_ROP_SPACE];// ROPS supported for System->System blts
/*130*/ DWORD   dwMaxVideoPorts;        // maximum number of usable video ports
/*134*/ DWORD   dwCurrVideoPorts;       // current number of video ports used
/*138*/ DWORD   dwSVBCaps2;             // more driver specific capabilities for System->Vmem blts
/*13c*/ DWORD   dwNLVBCaps;               // driver specific capabilities for non-local->local vidmem blts
/*140*/ DWORD   dwNLVBCaps2;              // more driver specific capabilities non-local->local vidmem blts
/*144*/ DWORD   dwNLVBCKeyCaps;           // driver color key capabilities for non-local->local vidmem blts
/*148*/ DWORD   dwNLVBFXCaps;             // driver FX capabilities for non-local->local blts
/*14c*/ DWORD   dwNLVBRops[DD_ROP_SPACE]; // ROPS supported for non-local->local blts
// Members added for DX6 release
/*16c*/ DDSCAPS2 ddsCaps;               // Surface Caps
} DDCAPS_DX6;
typedef DDCAPS_DX6 FAR* LPDDCAPS_DX6;

typedef struct _DDCAPS_DX7
{
/*  0*/ DWORD   dwSize;                 // size of the DDDRIVERCAPS structure
/*  4*/ DWORD   dwCaps;                 // driver specific capabilities
/*  8*/ DWORD   dwCaps2;                // more driver specific capabilites
/*  c*/ DWORD   dwCKeyCaps;             // color key capabilities of the surface
/* 10*/ DWORD   dwFXCaps;               // driver specific stretching and effects capabilites
/* 14*/ DWORD   dwFXAlphaCaps;          // alpha driver specific capabilities
/* 18*/ DWORD   dwPalCaps;              // palette capabilities
/* 1c*/ DWORD   dwSVCaps;               // stereo vision capabilities
/* 20*/ DWORD   dwAlphaBltConstBitDepths;       // DDBD_2,4,8
/* 24*/ DWORD   dwAlphaBltPixelBitDepths;       // DDBD_1,2,4,8
/* 28*/ DWORD   dwAlphaBltSurfaceBitDepths;     // DDBD_1,2,4,8
/* 2c*/ DWORD   dwAlphaOverlayConstBitDepths;   // DDBD_2,4,8
/* 30*/ DWORD   dwAlphaOverlayPixelBitDepths;   // DDBD_1,2,4,8
/* 34*/ DWORD   dwAlphaOverlaySurfaceBitDepths; // DDBD_1,2,4,8
/* 38*/ DWORD   dwZBufferBitDepths;             // DDBD_8,16,24,32
/* 3c*/ DWORD   dwVidMemTotal;          // total amount of video memory
/* 40*/ DWORD   dwVidMemFree;           // amount of free video memory
/* 44*/ DWORD   dwMaxVisibleOverlays;   // maximum number of visible overlays
/* 48*/ DWORD   dwCurrVisibleOverlays;  // current number of visible overlays
/* 4c*/ DWORD   dwNumFourCCCodes;       // number of four cc codes
/* 50*/ DWORD   dwAlignBoundarySrc;     // source rectangle alignment
/* 54*/ DWORD   dwAlignSizeSrc;         // source rectangle byte size
/* 58*/ DWORD   dwAlignBoundaryDest;    // dest rectangle alignment
/* 5c*/ DWORD   dwAlignSizeDest;        // dest rectangle byte size
/* 60*/ DWORD   dwAlignStrideAlign;     // stride alignment
/* 64*/ DWORD   dwRops[DD_ROP_SPACE];   // ROPS supported
/* 84*/ DDSCAPS ddsOldCaps;             // Was DDSCAPS  ddsCaps. ddsCaps is of type DDSCAPS2 for DX6
/* 88*/ DWORD   dwMinOverlayStretch;    // minimum overlay stretch factor multiplied by 1000, eg 1000 == 1.0, 1300 == 1.3
/* 8c*/ DWORD   dwMaxOverlayStretch;    // maximum overlay stretch factor multiplied by 1000, eg 1000 == 1.0, 1300 == 1.3
/* 90*/ DWORD   dwMinLiveVideoStretch;  // minimum live video stretch factor multiplied by 1000, eg 1000 == 1.0, 1300 == 1.3
/* 94*/ DWORD   dwMaxLiveVideoStretch;  // maximum live video stretch factor multiplied by 1000, eg 1000 == 1.0, 1300 == 1.3
/* 98*/ DWORD   dwMinHwCodecStretch;    // minimum hardware codec stretch factor multiplied by 1000, eg 1000 == 1.0, 1300 == 1.3
/* 9c*/ DWORD   dwMaxHwCodecStretch;    // maximum hardware codec stretch factor multiplied by 1000, eg 1000 == 1.0, 1300 == 1.3
/* a0*/ DWORD   dwReserved1;            // reserved
/* a4*/ DWORD   dwReserved2;            // reserved
/* a8*/ DWORD   dwReserved3;            // reserved
/* ac*/ DWORD   dwSVBCaps;              // driver specific capabilities for System->Vmem blts
/* b0*/ DWORD   dwSVBCKeyCaps;          // driver color key capabilities for System->Vmem blts
/* b4*/ DWORD   dwSVBFXCaps;            // driver FX capabilities for System->Vmem blts
/* b8*/ DWORD   dwSVBRops[DD_ROP_SPACE];// ROPS supported for System->Vmem blts
/* d8*/ DWORD   dwVSBCaps;              // driver specific capabilities for Vmem->System blts
/* dc*/ DWORD   dwVSBCKeyCaps;          // driver color key capabilities for Vmem->System blts
/* e0*/ DWORD   dwVSBFXCaps;            // driver FX capabilities for Vmem->System blts
/* e4*/ DWORD   dwVSBRops[DD_ROP_SPACE];// ROPS supported for Vmem->System blts
/*104*/ DWORD   dwSSBCaps;              // driver specific capabilities for System->System blts
/*108*/ DWORD   dwSSBCKeyCaps;          // driver color key capabilities for System->System blts
/*10c*/ DWORD   dwSSBFXCaps;            // driver FX capabilities for System->System blts
/*110*/ DWORD   dwSSBRops[DD_ROP_SPACE];// ROPS supported for System->System blts
/*130*/ DWORD   dwMaxVideoPorts;        // maximum number of usable video ports
/*134*/ DWORD   dwCurrVideoPorts;       // current number of video ports used
/*138*/ DWORD   dwSVBCaps2;             // more driver specific capabilities for System->Vmem blts
/*13c*/ DWORD   dwNLVBCaps;               // driver specific capabilities for non-local->local vidmem blts
/*140*/ DWORD   dwNLVBCaps2;              // more driver specific capabilities non-local->local vidmem blts
/*144*/ DWORD   dwNLVBCKeyCaps;           // driver color key capabilities for non-local->local vidmem blts
/*148*/ DWORD   dwNLVBFXCaps;             // driver FX capabilities for non-local->local blts
/*14c*/ DWORD   dwNLVBRops[DD_ROP_SPACE]; // ROPS supported for non-local->local blts
// Members added for DX6 release
/*16c*/ DDSCAPS2 ddsCaps;               // Surface Caps
} DDCAPS_DX7;
typedef DDCAPS_DX7 FAR* LPDDCAPS_DX7;


#if DIRECTDRAW_VERSION <= 0x300
    typedef DDCAPS_DX3 DDCAPS;
#elif DIRECTDRAW_VERSION <= 0x500
    typedef DDCAPS_DX5 DDCAPS;
#elif DIRECTDRAW_VERSION <= 0x600
    typedef DDCAPS_DX6 DDCAPS;
#else
    typedef DDCAPS_DX7 DDCAPS;
#endif

typedef DDCAPS FAR* LPDDCAPS;

/*
 * DDPIXELFORMAT
 */
typedef struct _DDPIXELFORMAT
{
    DWORD       dwSize;                 // size of structure
    DWORD       dwFlags;                // pixel format flags
    DWORD       dwFourCC;               // (FOURCC code)
    union
    {
        DWORD   dwRGBBitCount;          // how many bits per pixel
        DWORD   dwYUVBitCount;          // how many bits per pixel
        DWORD   dwZBufferBitDepth;      // how many total bits/pixel in z buffer (including any stencil bits)
        DWORD   dwAlphaBitDepth;        // how many bits for alpha channels
        DWORD   dwLuminanceBitCount;    // how many bits per pixel
        DWORD   dwBumpBitCount;         // how many bits per "buxel", total
        DWORD   dwPrivateFormatBitCount;// Bits per pixel of private driver formats. Only valid in texture
                                        // format list and if DDPF_D3DFORMAT is set
    } DUMMYUNIONNAMEN(1);
    union
    {
        DWORD   dwRBitMask;             // mask for red bit
        DWORD   dwYBitMask;             // mask for Y bits
        DWORD   dwStencilBitDepth;      // how many stencil bits (note: dwZBufferBitDepth-dwStencilBitDepth is total Z-only bits)
        DWORD   dwLuminanceBitMask;     // mask for luminance bits
        DWORD   dwBumpDuBitMask;        // mask for bump map U delta bits
        DWORD   dwOperations;           // DDPF_D3DFORMAT Operations
    } DUMMYUNIONNAMEN(2);
    union
    {
        DWORD   dwGBitMask;             // mask for green bits
        DWORD   dwUBitMask;             // mask for U bits
        DWORD   dwZBitMask;             // mask for Z bits
        DWORD   dwBumpDvBitMask;        // mask for bump map V delta bits
        struct
        {
            WORD    wFlipMSTypes;       // Multisample methods supported via flip for this D3DFORMAT
            WORD    wBltMSTypes;        // Multisample methods supported via blt for this D3DFORMAT
        } MultiSampleCaps;

    } DUMMYUNIONNAMEN(3);
    union
    {
        DWORD   dwBBitMask;             // mask for blue bits
        DWORD   dwVBitMask;             // mask for V bits
        DWORD   dwStencilBitMask;       // mask for stencil bits
        DWORD   dwBumpLuminanceBitMask; // mask for luminance in bump map
    } DUMMYUNIONNAMEN(4);
    union
    {
        DWORD   dwRGBAlphaBitMask;      // mask for alpha channel
        DWORD   dwYUVAlphaBitMask;      // mask for alpha channel
        DWORD   dwLuminanceAlphaBitMask;// mask for alpha channel
        DWORD   dwRGBZBitMask;          // mask for Z channel
        DWORD   dwYUVZBitMask;          // mask for Z channel
    } DUMMYUNIONNAMEN(5);
} DDPIXELFORMAT;

typedef DDPIXELFORMAT FAR* LPDDPIXELFORMAT;

/*
 * DDOVERLAYFX
 */
typedef struct _DDOVERLAYFX
{
    DWORD       dwSize;                         // size of structure
    DWORD       dwAlphaEdgeBlendBitDepth;       // Bit depth used to specify constant for alpha edge blend
    DWORD       dwAlphaEdgeBlend;               // Constant to use as alpha for edge blend
    DWORD       dwReserved;
    DWORD       dwAlphaDestConstBitDepth;       // Bit depth used to specify alpha constant for destination
    union
    {
        DWORD   dwAlphaDestConst;               // Constant to use as alpha channel for dest
        LPDIRECTDRAWSURFACE lpDDSAlphaDest;     // Surface to use as alpha channel for dest
    } DUMMYUNIONNAMEN(1);
    DWORD       dwAlphaSrcConstBitDepth;        // Bit depth used to specify alpha constant for source
    union
    {
        DWORD   dwAlphaSrcConst;                // Constant to use as alpha channel for src
        LPDIRECTDRAWSURFACE lpDDSAlphaSrc;      // Surface to use as alpha channel for src
    } DUMMYUNIONNAMEN(2);
    DDCOLORKEY  dckDestColorkey;                // DestColorkey override
    DDCOLORKEY  dckSrcColorkey;                 // DestColorkey override
    DWORD       dwDDFX;                         // Overlay FX
    DWORD       dwFlags;                        // flags
} DDOVERLAYFX;

typedef DDOVERLAYFX FAR *LPDDOVERLAYFX;


/*
 * DDBLTBATCH: BltBatch entry structure
 */
typedef struct _DDBLTBATCH
{
    LPRECT              lprDest;
    LPDIRECTDRAWSURFACE lpDDSSrc;
    LPRECT              lprSrc;
    DWORD               dwFlags;
    LPDDBLTFX           lpDDBltFx;
} DDBLTBATCH;

typedef DDBLTBATCH FAR * LPDDBLTBATCH;


/*
 * DDGAMMARAMP
 */
typedef struct _DDGAMMARAMP
{
    WORD                red[256];
    WORD                green[256];
    WORD                blue[256];
} DDGAMMARAMP;
typedef DDGAMMARAMP FAR * LPDDGAMMARAMP;

/*
 *  This is the structure within which DirectDraw returns data about the current graphics driver and chipset
 */

#define MAX_DDDEVICEID_STRING           512

typedef struct tagDDDEVICEIDENTIFIER
{
    /*
     * These elements are for presentation to the user only. They should not be used to identify particular
     * drivers, since this is unreliable and many different strings may be associated with the same
     * device, and the same driver from different vendors.
     */
    char    szDriver[MAX_DDDEVICEID_STRING];
    char    szDescription[MAX_DDDEVICEID_STRING];

    /*
     * This element is the version of the DirectDraw/3D driver. It is legal to do <, > comparisons
     * on the whole 64 bits. Caution should be exercised if you use this element to identify problematic
     * drivers. It is recommended that guidDeviceIdentifier is used for this purpose.
     *
     * This version has the form:
     *  wProduct = HIWORD(liDriverVersion.HighPart)
     *  wVersion = LOWORD(liDriverVersion.HighPart)
     *  wSubVersion = HIWORD(liDriverVersion.LowPart)
     *  wBuild = LOWORD(liDriverVersion.LowPart)
     */
#ifdef _WIN32
    LARGE_INTEGER liDriverVersion;      /* Defined for applications and other 32 bit components */
#else
    DWORD   dwDriverVersionLowPart;     /* Defined for 16 bit driver components */
    DWORD   dwDriverVersionHighPart;
#endif


    /*
     * These elements can be used to identify particular chipsets. Use with extreme caution.
     *   dwVendorId     Identifies the manufacturer. May be zero if unknown.
     *   dwDeviceId     Identifies the type of chipset. May be zero if unknown.
     *   dwSubSysId     Identifies the subsystem, typically this means the particular board. May be zero if unknown.
     *   dwRevision     Identifies the revision level of the chipset. May be zero if unknown.
     */
    DWORD   dwVendorId;
    DWORD   dwDeviceId;
    DWORD   dwSubSysId;
    DWORD   dwRevision;

    /*
     * This element can be used to check changes in driver/chipset. This GUID is a unique identifier for the
     * driver/chipset pair. Use this element if you wish to track changes to the driver/chipset in order to
     * reprofile the graphics subsystem.
     * This element can also be used to identify particular problematic drivers.
     */
    GUID    guidDeviceIdentifier;
} DDDEVICEIDENTIFIER, * LPDDDEVICEIDENTIFIER;

typedef struct tagDDDEVICEIDENTIFIER2
{
    /*
     * These elements are for presentation to the user only. They should not be used to identify particular
     * drivers, since this is unreliable and many different strings may be associated with the same
     * device, and the same driver from different vendors.
     */
    char    szDriver[MAX_DDDEVICEID_STRING];
    char    szDescription[MAX_DDDEVICEID_STRING];

    /*
     * This element is the version of the DirectDraw/3D driver. It is legal to do <, > comparisons
     * on the whole 64 bits. Caution should be exercised if you use this element to identify problematic
     * drivers. It is recommended that guidDeviceIdentifier is used for this purpose.
     *
     * This version has the form:
     *  wProduct = HIWORD(liDriverVersion.HighPart)
     *  wVersion = LOWORD(liDriverVersion.HighPart)
     *  wSubVersion = HIWORD(liDriverVersion.LowPart)
     *  wBuild = LOWORD(liDriverVersion.LowPart)
     */
#ifdef _WIN32
    LARGE_INTEGER liDriverVersion;      /* Defined for applications and other 32 bit components */
#else
    DWORD   dwDriverVersionLowPart;     /* Defined for 16 bit driver components */
    DWORD   dwDriverVersionHighPart;
#endif


    /*
     * These elements can be used to identify particular chipsets. Use with extreme caution.
     *   dwVendorId     Identifies the manufacturer. May be zero if unknown.
     *   dwDeviceId     Identifies the type of chipset. May be zero if unknown.
     *   dwSubSysId     Identifies the subsystem, typically this means the particular board. May be zero if unknown.
     *   dwRevision     Identifies the revision level of the chipset. May be zero if unknown.
     */
    DWORD   dwVendorId;
    DWORD   dwDeviceId;
    DWORD   dwSubSysId;
    DWORD   dwRevision;

    /*
     * This element can be used to check changes in driver/chipset. This GUID is a unique identifier for the
     * driver/chipset pair. Use this element if you wish to track changes to the driver/chipset in order to
     * reprofile the graphics subsystem.
     * This element can also be used to identify particular problematic drivers.
     */
    GUID    guidDeviceIdentifier;

    /*
     * This element is used to determine the Windows Hardware Quality Lab (WHQL)
     * certification level for this driver/device pair.
     */
    DWORD   dwWHQLLevel;

} DDDEVICEIDENTIFIER2, * LPDDDEVICEIDENTIFIER2;

/*
 * Flags for the IDirectDraw4::GetDeviceIdentifier method
 */

/*
 * This flag causes GetDeviceIdentifier to return information about the host (typically 2D) adapter in a system equipped
 * with a stacked secondary 3D adapter. Such an adapter appears to the application as if it were part of the
 * host adapter, but is typically physcially located on a separate card. The stacked secondary's information is
 * returned when GetDeviceIdentifier's dwFlags field is zero, since this most accurately reflects the qualities
 * of the DirectDraw object involved.
 */
#define DDGDI_GETHOSTIDENTIFIER         0x00000001L

/*
 * Macros for interpretting DDEVICEIDENTIFIER2.dwWHQLLevel
 */
#define GET_WHQL_YEAR( dwWHQLLevel ) \
    ( (dwWHQLLevel) / 0x10000 )
#define GET_WHQL_MONTH( dwWHQLLevel ) \
    ( ( (dwWHQLLevel) / 0x100 ) & 0x00ff )
#define GET_WHQL_DAY( dwWHQLLevel ) \
    ( (dwWHQLLevel) & 0xff )


/*
 * callbacks
 */
typedef DWORD   (FAR PASCAL *LPCLIPPERCALLBACK)(LPDIRECTDRAWCLIPPER lpDDClipper, HWND hWnd, DWORD code, LPVOID lpContext );
#ifdef STREAMING
typedef DWORD   (FAR PASCAL *LPSURFACESTREAMINGCALLBACK)(DWORD);
#endif


/*
 * INTERACES FOLLOW:
 *      IDirectDraw
 *      IDirectDrawClipper
 *      IDirectDrawPalette
 *      IDirectDrawSurface
 */

/*
 * IDirectDraw
 */
#if defined( _WIN32 ) && !defined( _NO_COM )
#undef INTERFACE
#define INTERFACE IDirectDraw
DECLARE_INTERFACE_( IDirectDraw, IUnknown )
{
    /*** IUnknown methods ***/
    STDMETHOD(QueryInterface) (THIS_ REFIID riid, LPVOID FAR * ppvObj) PURE;
    STDMETHOD_(ULONG,AddRef) (THIS)  PURE;
    STDMETHOD_(ULONG,Release) (THIS) PURE;
    /*** IDirectDraw methods ***/
    STDMETHOD(Compact)(THIS) PURE;
    STDMETHOD(CreateClipper)(THIS_ DWORD, LPDIRECTDRAWCLIPPER FAR*, IUnknown FAR * ) PURE;
    STDMETHOD(CreatePalette)(THIS_ DWORD, LPPALETTEENTRY, LPDIRECTDRAWPALETTE FAR*, IUnknown FAR * ) PURE;
    STDMETHOD(CreateSurface)(THIS_  LPDDSURFACEDESC, LPDIRECTDRAWSURFACE FAR *, IUnknown FAR *) PURE;
    STDMETHOD(DuplicateSurface)( THIS_ LPDIRECTDRAWSURFACE, LPDIRECTDRAWSURFACE FAR * ) PURE;
    STDMETHOD(EnumDisplayModes)( THIS_ DWORD, LPDDSURFACEDESC, LPVOID, LPDDENUMMODESCALLBACK ) PURE;
    STDMETHOD(EnumSurfaces)(THIS_ DWORD, LPDDSURFACEDESC, LPVOID,LPDDENUMSURFACESCALLBACK ) PURE;
    STDMETHOD(FlipToGDISurface)(THIS) PURE;
    STDMETHOD(GetCaps)( THIS_ LPDDCAPS, LPDDCAPS) PURE;
    STDMETHOD(GetDisplayMode)( THIS_ LPDDSURFACEDESC) PURE;
    STDMETHOD(GetFourCCCodes)(THIS_  LPDWORD, LPDWORD ) PURE;
    STDMETHOD(GetGDISurface)(THIS_ LPDIRECTDRAWSURFACE FAR *) PURE;
    STDMETHOD(GetMonitorFrequency)(THIS_ LPDWORD) PURE;
    STDMETHOD(GetScanLine)(THIS_ LPDWORD) PURE;
    STDMETHOD(GetVerticalBlankStatus)(THIS_ LPBOOL ) PURE;
    STDMETHOD(Initialize)(THIS_ GUID FAR *) PURE;
    STDMETHOD(RestoreDisplayMode)(THIS) PURE;
    STDMETHOD(SetCooperativeLevel)(THIS_ HWND, DWORD) PURE;
    STDMETHOD(SetDisplayMode)(THIS_ DWORD, DWORD,DWORD) PURE;
    STDMETHOD(WaitForVerticalBlank)(THIS_ DWORD, HANDLE ) PURE;
};

#if !defined(__cplusplus) || defined(CINTERFACE)
#define IDirectDraw_QueryInterface(p, a, b)         (p)->lpVtbl->QueryInterface(p, a, b)
#define IDirectDraw_AddRef(p)                       (p)->lpVtbl->AddRef(p)
#define IDirectDraw_Release(p)                      (p)->lpVtbl->Release(p)
#define IDirectDraw_Compact(p)                      (p)->lpVtbl->Compact(p)
#define IDirectDraw_CreateClipper(p, a, b, c)       (p)->lpVtbl->CreateClipper(p, a, b, c)
#define IDirectDraw_CreatePalette(p, a, b, c, d)    (p)->lpVtbl->CreatePalette(p, a, b, c, d)
#define IDirectDraw_CreateSurface(p, a, b, c)       (p)->lpVtbl->CreateSurface(p, a, b, c)
#define IDirectDraw_DuplicateSurface(p, a, b)       (p)->lpVtbl->DuplicateSurface(p, a, b)
#define IDirectDraw_EnumDisplayModes(p, a, b, c, d) (p)->lpVtbl->EnumDisplayModes(p, a, b, c, d)
#define IDirectDraw_EnumSurfaces(p, a, b, c, d)     (p)->lpVtbl->EnumSurfaces(p, a, b, c, d)
#define IDirectDraw_FlipToGDISurface(p)             (p)->lpVtbl->FlipToGDISurface(p)
#define IDirectDraw_GetCaps(p, a, b)                (p)->lpVtbl->GetCaps(p, a, b)
#define IDirectDraw_GetDisplayMode(p, a)            (p)->lpVtbl->GetDisplayMode(p, a)
#define IDirectDraw_GetFourCCCodes(p, a, b)         (p)->lpVtbl->GetFourCCCodes(p, a, b)
#define IDirectDraw_GetGDISurface(p, a)             (p)->lpVtbl->GetGDISurface(p, a)
#define IDirectDraw_GetMonitorFrequency(p, a)       (p)->lpVtbl->GetMonitorFrequency(p, a)
#define IDirectDraw_GetScanLine(p, a)               (p)->lpVtbl->GetScanLine(p, a)
#define IDirectDraw_GetVerticalBlankStatus(p, a)    (p)->lpVtbl->GetVerticalBlankStatus(p, a)
#define IDirectDraw_Initialize(p, a)                (p)->lpVtbl->Initialize(p, a)
#define IDirectDraw_RestoreDisplayMode(p)           (p)->lpVtbl->RestoreDisplayMode(p)
#define IDirectDraw_SetCooperativeLevel(p, a, b)    (p)->lpVtbl->SetCooperativeLevel(p, a, b)
#define IDirectDraw_SetDisplayMode(p, a, b, c)      (p)->lpVtbl->SetDisplayMode(p, a, b, c)
#define IDirectDraw_WaitForVerticalBlank(p, a, b)   (p)->lpVtbl->WaitForVerticalBlank(p, a, b)
#else
#define IDirectDraw_QueryInterface(p, a, b)         (p)->QueryInterface(a, b)
#define IDirectDraw_AddRef(p)                       (p)->AddRef()
#define IDirectDraw_Release(p)                      (p)->Release()
#define IDirectDraw_Compact(p)                      (p)->Compact()
#define IDirectDraw_CreateClipper(p, a, b, c)       (p)->CreateClipper(a, b, c)
#define IDirectDraw_CreatePalette(p, a, b, c, d)    (p)->CreatePalette(a, b, c, d)
#define IDirectDraw_CreateSurface(p, a, b, c)       (p)->CreateSurface(a, b, c)
#define IDirectDraw_DuplicateSurface(p, a, b)       (p)->DuplicateSurface(a, b)
#define IDirectDraw_EnumDisplayModes(p, a, b, c, d) (p)->EnumDisplayModes(a, b, c, d)
#define IDirectDraw_EnumSurfaces(p, a, b, c, d)     (p)->EnumSurfaces(a, b, c, d)
#define IDirectDraw_FlipToGDISurface(p)             (p)->FlipToGDISurface()
#define IDirectDraw_GetCaps(p, a, b)                (p)->GetCaps(a, b)
#define IDirectDraw_GetDisplayMode(p, a)            (p)->GetDisplayMode(a)
#define IDirectDraw_GetFourCCCodes(p, a, b)         (p)->GetFourCCCodes(a, b)
#define IDirectDraw_GetGDISurface(p, a)             (p)->GetGDISurface(a)
#define IDirectDraw_GetMonitorFrequency(p, a)       (p)->GetMonitorFrequency(a)
#define IDirectDraw_GetScanLine(p, a)               (p)->GetScanLine(a)
#define IDirectDraw_GetVerticalBlankStatus(p, a)    (p)->GetVerticalBlankStatus(a)
#define IDirectDraw_Initialize(p, a)                (p)->Initialize(a)
#define IDirectDraw_RestoreDisplayMode(p)           (p)->RestoreDisplayMode()
#define IDirectDraw_SetCooperativeLevel(p, a, b)    (p)->SetCooperativeLevel(a, b)
#define IDirectDraw_SetDisplayMode(p, a, b, c)      (p)->SetDisplayMode(a, b, c)
#define IDirectDraw_WaitForVerticalBlank(p, a, b)   (p)->WaitForVerticalBlank(a, b)
#endif

#endif

#if defined( _WIN32 ) && !defined( _NO_COM )
#undef INTERFACE
#define INTERFACE IDirectDraw2
DECLARE_INTERFACE_( IDirectDraw2, IUnknown )
{
    /*** IUnknown methods ***/
    STDMETHOD(QueryInterface) (THIS_ REFIID riid, LPVOID FAR * ppvObj) PURE;
    STDMETHOD_(ULONG,AddRef) (THIS)  PURE;
    STDMETHOD_(ULONG,Release) (THIS) PURE;
    /*** IDirectDraw methods ***/
    STDMETHOD(Compact)(THIS) PURE;
    STDMETHOD(CreateClipper)(THIS_ DWORD, LPDIRECTDRAWCLIPPER FAR*, IUnknown FAR * ) PURE;
    STDMETHOD(CreatePalette)(THIS_ DWORD, LPPALETTEENTRY, LPDIRECTDRAWPALETTE FAR*, IUnknown FAR * ) PURE;
    STDMETHOD(CreateSurface)(THIS_  LPDDSURFACEDESC, LPDIRECTDRAWSURFACE FAR *, IUnknown FAR *) PURE;
    STDMETHOD(DuplicateSurface)( THIS_ LPDIRECTDRAWSURFACE, LPDIRECTDRAWSURFACE FAR * ) PURE;
    STDMETHOD(EnumDisplayModes)( THIS_ DWORD, LPDDSURFACEDESC, LPVOID, LPDDENUMMODESCALLBACK ) PURE;
    STDMETHOD(EnumSurfaces)(THIS_ DWORD, LPDDSURFACEDESC, LPVOID,LPDDENUMSURFACESCALLBACK ) PURE;
    STDMETHOD(FlipToGDISurface)(THIS) PURE;
    STDMETHOD(GetCaps)( THIS_ LPDDCAPS, LPDDCAPS) PURE;
    STDMETHOD(GetDisplayMode)( THIS_ LPDDSURFACEDESC) PURE;
    STDMETHOD(GetFourCCCodes)(THIS_  LPDWORD, LPDWORD ) PURE;
    STDMETHOD(GetGDISurface)(THIS_ LPDIRECTDRAWSURFACE FAR *) PURE;
    STDMETHOD(GetMonitorFrequency)(THIS_ LPDWORD) PURE;
    STDMETHOD(GetScanLine)(THIS_ LPDWORD) PURE;
    STDMETHOD(GetVerticalBlankStatus)(THIS_ LPBOOL ) PURE;
    STDMETHOD(Initialize)(THIS_ GUID FAR *) PURE;
    STDMETHOD(RestoreDisplayMode)(THIS) PURE;
    STDMETHOD(SetCooperativeLevel)(THIS_ HWND, DWORD) PURE;
    STDMETHOD(SetDisplayMode)(THIS_ DWORD, DWORD,DWORD, DWORD, DWORD) PURE;
    STDMETHOD(WaitForVerticalBlank)(THIS_ DWORD, HANDLE ) PURE;
    /*** Added in the v2 interface ***/
    STDMETHOD(GetAvailableVidMem)(THIS_ LPDDSCAPS, LPDWORD, LPDWORD) PURE;
};
#if !defined(__cplusplus) || defined(CINTERFACE)
#define IDirectDraw2_QueryInterface(p, a, b)         (p)->lpVtbl->QueryInterface(p, a, b)
#define IDirectDraw2_AddRef(p)                       (p)->lpVtbl->AddRef(p)
#define IDirectDraw2_Release(p)                      (p)->lpVtbl->Release(p)
#define IDirectDraw2_Compact(p)                      (p)->lpVtbl->Compact(p)
#define IDirectDraw2_CreateClipper(p, a, b, c)       (p)->lpVtbl->CreateClipper(p, a, b, c)
#define IDirectDraw2_CreatePalette(p, a, b, c, d)    (p)->lpVtbl->CreatePalette(p, a, b, c, d)
#define IDirectDraw2_CreateSurface(p, a, b, c)       (p)->lpVtbl->CreateSurface(p, a, b, c)
#define IDirectDraw2_DuplicateSurface(p, a, b)       (p)->lpVtbl->DuplicateSurface(p, a, b)
#define IDirectDraw2_EnumDisplayModes(p, a, b, c, d) (p)->lpVtbl->EnumDisplayModes(p, a, b, c, d)
#define IDirectDraw2_EnumSurfaces(p, a, b, c, d)     (p)->lpVtbl->EnumSurfaces(p, a, b, c, d)
#define IDirectDraw2_FlipToGDISurface(p)             (p)->lpVtbl->FlipToGDISurface(p)
#define IDirectDraw2_GetCaps(p, a, b)                (p)->lpVtbl->GetCaps(p, a, b)
#define IDirectDraw2_GetDisplayMode(p, a)            (p)->lpVtbl->GetDisplayMode(p, a)
#define IDirectDraw2_GetFourCCCodes(p, a, b)         (p)->lpVtbl->GetFourCCCodes(p, a, b)
#define IDirectDraw2_GetGDISurface(p, a)             (p)->lpVtbl->GetGDISurface(p, a)
#define IDirectDraw2_GetMonitorFrequency(p, a)       (p)->lpVtbl->GetMonitorFrequency(p, a)
#define IDirectDraw2_GetScanLine(p, a)               (p)->lpVtbl->GetScanLine(p, a)
#define IDirectDraw2_GetVerticalBlankStatus(p, a)    (p)->lpVtbl->GetVerticalBlankStatus(p, a)
#define IDirectDraw2_Initialize(p, a)                (p)->lpVtbl->Initialize(p, a)
#define IDirectDraw2_RestoreDisplayMode(p)           (p)->lpVtbl->RestoreDisplayMode(p)
#define IDirectDraw2_SetCooperativeLevel(p, a, b)    (p)->lpVtbl->SetCooperativeLevel(p, a, b)
#define IDirectDraw2_SetDisplayMode(p, a, b, c, d, e) (p)->lpVtbl->SetDisplayMode(p, a, b, c, d, e)
#define IDirectDraw2_WaitForVerticalBlank(p, a, b)   (p)->lpVtbl->WaitForVerticalBlank(p, a, b)
#define IDirectDraw2_GetAvailableVidMem(p, a, b, c)  (p)->lpVtbl->GetAvailableVidMem(p, a, b, c)
#else
#define IDirectDraw2_QueryInterface(p, a, b)         (p)->QueryInterface(a, b)
#define IDirectDraw2_AddRef(p)                       (p)->AddRef()
#define IDirectDraw2_Release(p)                      (p)->Release()
#define IDirectDraw2_Compact(p)                      (p)->Compact()
#define IDirectDraw2_CreateClipper(p, a, b, c)       (p)->CreateClipper(a, b, c)
#define IDirectDraw2_CreatePalette(p, a, b, c, d)    (p)->CreatePalette(a, b, c, d)
#define IDirectDraw2_CreateSurface(p, a, b, c)       (p)->CreateSurface(a, b, c)
#define IDirectDraw2_DuplicateSurface(p, a, b)       (p)->DuplicateSurface(a, b)
#define IDirectDraw2_EnumDisplayModes(p, a, b, c, d) (p)->EnumDisplayModes(a, b, c, d)
#define IDirectDraw2_EnumSurfaces(p, a, b, c, d)     (p)->EnumSurfaces(a, b, c, d)
#define IDirectDraw2_FlipToGDISurface(p)             (p)->FlipToGDISurface()
#define IDirectDraw2_GetCaps(p, a, b)                (p)->GetCaps(a, b)
#define IDirectDraw2_GetDisplayMode(p, a)            (p)->GetDisplayMode(a)
#define IDirectDraw2_GetFourCCCodes(p, a, b)         (p)->GetFourCCCodes(a, b)
#define IDirectDraw2_GetGDISurface(p, a)             (p)->GetGDISurface(a)
#define IDirectDraw2_GetMonitorFrequency(p, a)       (p)->GetMonitorFrequency(a)
#define IDirectDraw2_GetScanLine(p, a)               (p)->GetScanLine(a)
#define IDirectDraw2_GetVerticalBlankStatus(p, a)    (p)->GetVerticalBlankStatus(a)
#define IDirectDraw2_Initialize(p, a)                (p)->Initialize(a)
#define IDirectDraw2_RestoreDisplayMode(p)           (p)->RestoreDisplayMode()
#define IDirectDraw2_SetCooperativeLevel(p, a, b)    (p)->SetCooperativeLevel(a, b)
#define IDirectDraw2_SetDisplayMode(p, a, b, c, d, e) (p)->SetDisplayMode(a, b, c, d, e)
#define IDirectDraw2_WaitForVerticalBlank(p, a, b)   (p)->WaitForVerticalBlank(a, b)
#define IDirectDraw2_GetAvailableVidMem(p, a, b, c)  (p)->GetAvailableVidMem(a, b, c)
#endif

#endif

#if defined( _WIN32 ) && !defined( _NO_COM )
#undef INTERFACE
#define INTERFACE IDirectDraw4
DECLARE_INTERFACE_( IDirectDraw4, IUnknown )
{
    /*** IUnknown methods ***/
    STDMETHOD(QueryInterface) (THIS_ REFIID riid, LPVOID FAR * ppvObj) PURE;
    STDMETHOD_(ULONG,AddRef) (THIS)  PURE;
    STDMETHOD_(ULONG,Release) (THIS) PURE;
    /*** IDirectDraw methods ***/
    STDMETHOD(Compact)(THIS) PURE;
    STDMETHOD(CreateClipper)(THIS_ DWORD, LPDIRECTDRAWCLIPPER FAR*, IUnknown FAR * ) PURE;
    STDMETHOD(CreatePalette)(THIS_ DWORD, LPPALETTEENTRY, LPDIRECTDRAWPALETTE FAR*, IUnknown FAR * ) PURE;
    STDMETHOD(CreateSurface)(THIS_  LPDDSURFACEDESC2, LPDIRECTDRAWSURFACE4 FAR *, IUnknown FAR *) PURE;
    STDMETHOD(DuplicateSurface)( THIS_ LPDIRECTDRAWSURFACE4, LPDIRECTDRAWSURFACE4 FAR * ) PURE;
    STDMETHOD(EnumDisplayModes)( THIS_ DWORD, LPDDSURFACEDESC2, LPVOID, LPDDENUMMODESCALLBACK2 ) PURE;
    STDMETHOD(EnumSurfaces)(THIS_ DWORD, LPDDSURFACEDESC2, LPVOID,LPDDENUMSURFACESCALLBACK2 ) PURE;
    STDMETHOD(FlipToGDISurface)(THIS) PURE;
    STDMETHOD(GetCaps)( THIS_ LPDDCAPS, LPDDCAPS) PURE;
    STDMETHOD(GetDisplayMode)( THIS_ LPDDSURFACEDESC2) PURE;
    STDMETHOD(GetFourCCCodes)(THIS_  LPDWORD, LPDWORD ) PURE;
    STDMETHOD(GetGDISurface)(THIS_ LPDIRECTDRAWSURFACE4 FAR *) PURE;
    STDMETHOD(GetMonitorFrequency)(THIS_ LPDWORD) PURE;
    STDMETHOD(GetScanLine)(THIS_ LPDWORD) PURE;
    STDMETHOD(GetVerticalBlankStatus)(THIS_ LPBOOL ) PURE;
    STDMETHOD(Initialize)(THIS_ GUID FAR *) PURE;
    STDMETHOD(RestoreDisplayMode)(THIS) PURE;
    STDMETHOD(SetCooperativeLevel)(THIS_ HWND, DWORD) PURE;
    STDMETHOD(SetDisplayMode)(THIS_ DWORD, DWORD,DWORD, DWORD, DWORD) PURE;
    STDMETHOD(WaitForVerticalBlank)(THIS_ DWORD, HANDLE ) PURE;
    /*** Added in the v2 interface ***/
    STDMETHOD(GetAvailableVidMem)(THIS_ LPDDSCAPS2, LPDWORD, LPDWORD) PURE;
    /*** Added in the V4 Interface ***/
    STDMETHOD(GetSurfaceFromDC) (THIS_ HDC, LPDIRECTDRAWSURFACE4 *) PURE;
    STDMETHOD(RestoreAllSurfaces)(THIS) PURE;
    STDMETHOD(TestCooperativeLevel)(THIS) PURE;
    STDMETHOD(GetDeviceIdentifier)(THIS_ LPDDDEVICEIDENTIFIER, DWORD ) PURE;
};
#if !defined(__cplusplus) || defined(CINTERFACE)
#define IDirectDraw4_QueryInterface(p, a, b)         (p)->lpVtbl->QueryInterface(p, a, b)
#define IDirectDraw4_AddRef(p)                       (p)->lpVtbl->AddRef(p)
#define IDirectDraw4_Release(p)                      (p)->lpVtbl->Release(p)
#define IDirectDraw4_Compact(p)                      (p)->lpVtbl->Compact(p)
#define IDirectDraw4_CreateClipper(p, a, b, c)       (p)->lpVtbl->CreateClipper(p, a, b, c)
#define IDirectDraw4_CreatePalette(p, a, b, c, d)    (p)->lpVtbl->CreatePalette(p, a, b, c, d)
#define IDirectDraw4_CreateSurface(p, a, b, c)       (p)->lpVtbl->CreateSurface(p, a, b, c)
#define IDirectDraw4_DuplicateSurface(p, a, b)       (p)->lpVtbl->DuplicateSurface(p, a, b)
#define IDirectDraw4_EnumDisplayModes(p, a, b, c, d) (p)->lpVtbl->EnumDisplayModes(p, a, b, c, d)
#define IDirectDraw4_EnumSurfaces(p, a, b, c, d)     (p)->lpVtbl->EnumSurfaces(p, a, b, c, d)
#define IDirectDraw4_FlipToGDISurface(p)             (p)->lpVtbl->FlipToGDISurface(p)
#define IDirectDraw4_GetCaps(p, a, b)                (p)->lpVtbl->GetCaps(p, a, b)
#define IDirectDraw4_GetDisplayMode(p, a)            (p)->lpVtbl->GetDisplayMode(p, a)
#define IDirectDraw4_GetFourCCCodes(p, a, b)         (p)->lpVtbl->GetFourCCCodes(p, a, b)
#define IDirectDraw4_GetGDISurface(p, a)             (p)->lpVtbl->GetGDISurface(p, a)
#define IDirectDraw4_GetMonitorFrequency(p, a)       (p)->lpVtbl->GetMonitorFrequency(p, a)
#define IDirectDraw4_GetScanLine(p, a)               (p)->lpVtbl->GetScanLine(p, a)
#define IDirectDraw4_GetVerticalBlankStatus(p, a)    (p)->lpVtbl->GetVerticalBlankStatus(p, a)
#define IDirectDraw4_Initialize(p, a)                (p)->lpVtbl->Initialize(p, a)
#define IDirectDraw4_RestoreDisplayMode(p)           (p)->lpVtbl->RestoreDisplayMode(p)
#define IDirectDraw4_SetCooperativeLevel(p, a, b)    (p)->lpVtbl->SetCooperativeLevel(p, a, b)
#define IDirectDraw4_SetDisplayMode(p, a, b, c, d, e) (p)->lpVtbl->SetDisplayMode(p, a, b, c, d, e)
#define IDirectDraw4_WaitForVerticalBlank(p, a, b)   (p)->lpVtbl->WaitForVerticalBlank(p, a, b)
#define IDirectDraw4_GetAvailableVidMem(p, a, b, c)  (p)->lpVtbl->GetAvailableVidMem(p, a, b, c)
#define IDirectDraw4_GetSurfaceFromDC(p, a, b)       (p)->lpVtbl->GetSurfaceFromDC(p, a, b)
#define IDirectDraw4_RestoreAllSurfaces(p)           (p)->lpVtbl->RestoreAllSurfaces(p)
#define IDirectDraw4_TestCooperativeLevel(p)         (p)->lpVtbl->TestCooperativeLevel(p)
#define IDirectDraw4_GetDeviceIdentifier(p,a,b)      (p)->lpVtbl->GetDeviceIdentifier(p,a,b)
#else
#define IDirectDraw4_QueryInterface(p, a, b)         (p)->QueryInterface(a, b)
#define IDirectDraw4_AddRef(p)                       (p)->AddRef()
#define IDirectDraw4_Release(p)                      (p)->Release()
#define IDirectDraw4_Compact(p)                      (p)->Compact()
#define IDirectDraw4_CreateClipper(p, a, b, c)       (p)->CreateClipper(a, b, c)
#define IDirectDraw4_CreatePalette(p, a, b, c, d)    (p)->CreatePalette(a, b, c, d)
#define IDirectDraw4_CreateSurface(p, a, b, c)       (p)->CreateSurface(a, b, c)
#define IDirectDraw4_DuplicateSurface(p, a, b)       (p)->DuplicateSurface(a, b)
#define IDirectDraw4_EnumDisplayModes(p, a, b, c, d) (p)->EnumDisplayModes(a, b, c, d)
#define IDirectDraw4_EnumSurfaces(p, a, b, c, d)     (p)->EnumSurfaces(a, b, c, d)
#define IDirectDraw4_FlipToGDISurface(p)             (p)->FlipToGDISurface()
#define IDirectDraw4_GetCaps(p, a, b)                (p)->GetCaps(a, b)
#define IDirectDraw4_GetDisplayMode(p, a)            (p)->GetDisplayMode(a)
#define IDirectDraw4_GetFourCCCodes(p, a, b)         (p)->GetFourCCCodes(a, b)
#define IDirectDraw4_GetGDISurface(p, a)             (p)->GetGDISurface(a)
#define IDirectDraw4_GetMonitorFrequency(p, a)       (p)->GetMonitorFrequency(a)
#define IDirectDraw4_GetScanLine(p, a)               (p)->GetScanLine(a)
#define IDirectDraw4_GetVerticalBlankStatus(p, a)    (p)->GetVerticalBlankStatus(a)
#define IDirectDraw4_Initialize(p, a)                (p)->Initialize(a)
#define IDirectDraw4_RestoreDisplayMode(p)           (p)->RestoreDisplayMode()
#define IDirectDraw4_SetCooperativeLevel(p, a, b)    (p)->SetCooperativeLevel(a, b)
#define IDirectDraw4_SetDisplayMode(p, a, b, c, d, e) (p)->SetDisplayMode(a, b, c, d, e)
#define IDirectDraw4_WaitForVerticalBlank(p, a, b)   (p)->WaitForVerticalBlank(a, b)
#define IDirectDraw4_GetAvailableVidMem(p, a, b, c)  (p)->GetAvailableVidMem(a, b, c)
#define IDirectDraw4_GetSurfaceFromDC(p, a, b)       (p)->GetSurfaceFromDC(a, b)
#define IDirectDraw4_RestoreAllSurfaces(p)           (p)->RestoreAllSurfaces()
#define IDirectDraw4_TestCooperativeLevel(p)         (p)->TestCooperativeLevel()
#define IDirectDraw4_GetDeviceIdentifier(p,a,b)      (p)->GetDeviceIdentifier(a,b)
#endif

#endif

#if defined( _WIN32 ) && !defined( _NO_COM )
#undef INTERFACE
#define INTERFACE IDirectDraw7
DECLARE_INTERFACE_( IDirectDraw7, IUnknown )
{
    /*** IUnknown methods ***/
    STDMETHOD(QueryInterface) (THIS_ REFIID riid, LPVOID FAR * ppvObj) PURE;
    STDMETHOD_(ULONG,AddRef) (THIS)  PURE;
    STDMETHOD_(ULONG,Release) (THIS) PURE;
    /*** IDirectDraw methods ***/
    STDMETHOD(Compact)(THIS) PURE;
    STDMETHOD(CreateClipper)(THIS_ DWORD, LPDIRECTDRAWCLIPPER FAR*, IUnknown FAR * ) PURE;
    STDMETHOD(CreatePalette)(THIS_ DWORD, LPPALETTEENTRY, LPDIRECTDRAWPALETTE FAR*, IUnknown FAR * ) PURE;
    STDMETHOD(CreateSurface)(THIS_  LPDDSURFACEDESC2, LPDIRECTDRAWSURFACE7 FAR *, IUnknown FAR *) PURE;
    STDMETHOD(DuplicateSurface)( THIS_ LPDIRECTDRAWSURFACE7, LPDIRECTDRAWSURFACE7 FAR * ) PURE;
    STDMETHOD(EnumDisplayModes)( THIS_ DWORD, LPDDSURFACEDESC2, LPVOID, LPDDENUMMODESCALLBACK2 ) PURE;
    STDMETHOD(EnumSurfaces)(THIS_ DWORD, LPDDSURFACEDESC2, LPVOID,LPDDENUMSURFACESCALLBACK7 ) PURE;
    STDMETHOD(FlipToGDISurface)(THIS) PURE;
    STDMETHOD(GetCaps)( THIS_ LPDDCAPS, LPDDCAPS) PURE;
    STDMETHOD(GetDisplayMode)( THIS_ LPDDSURFACEDESC2) PURE;
    STDMETHOD(GetFourCCCodes)(THIS_  LPDWORD, LPDWORD ) PURE;
    STDMETHOD(GetGDISurface)(THIS_ LPDIRECTDRAWSURFACE7 FAR *) PURE;
    STDMETHOD(GetMonitorFrequency)(THIS_ LPDWORD) PURE;
    STDMETHOD(GetScanLine)(THIS_ LPDWORD) PURE;
    STDMETHOD(GetVerticalBlankStatus)(THIS_ LPBOOL ) PURE;
    STDMETHOD(Initialize)(THIS_ GUID FAR *) PURE;
    STDMETHOD(RestoreDisplayMode)(THIS) PURE;
    STDMETHOD(SetCooperativeLevel)(THIS_ HWND, DWORD) PURE;
    STDMETHOD(SetDisplayMode)(THIS_ DWORD, DWORD,DWORD, DWORD, DWORD) PURE;
    STDMETHOD(WaitForVerticalBlank)(THIS_ DWORD, HANDLE ) PURE;
    /*** Added in the v2 interface ***/
    STDMETHOD(GetAvailableVidMem)(THIS_ LPDDSCAPS2, LPDWORD, LPDWORD) PURE;
    /*** Added in the V4 Interface ***/
    STDMETHOD(GetSurfaceFromDC) (THIS_ HDC, LPDIRECTDRAWSURFACE7 *) PURE;
    STDMETHOD(RestoreAllSurfaces)(THIS) PURE;
    STDMETHOD(TestCooperativeLevel)(THIS) PURE;
    STDMETHOD(GetDeviceIdentifier)(THIS_ LPDDDEVICEIDENTIFIER2, DWORD ) PURE;
    STDMETHOD(StartModeTest)(THIS_ LPSIZE, DWORD, DWORD ) PURE;
    STDMETHOD(EvaluateMode)(THIS_ DWORD, DWORD * ) PURE;
};
#if !defined(__cplusplus) || defined(CINTERFACE)
#define IDirectDraw7_QueryInterface(p, a, b)         (p)->lpVtbl->QueryInterface(p, a, b)
#define IDirectDraw7_AddRef(p)                       (p)->lpVtbl->AddRef(p)
#define IDirectDraw7_Release(p)                      (p)->lpVtbl->Release(p)
#define IDirectDraw7_Compact(p)                      (p)->lpVtbl->Compact(p)
#define IDirectDraw7_CreateClipper(p, a, b, c)       (p)->lpVtbl->CreateClipper(p, a, b, c)
#define IDirectDraw7_CreatePalette(p, a, b, c, d)    (p)->lpVtbl->CreatePalette(p, a, b, c, d)
#define IDirectDraw7_CreateSurface(p, a, b, c)       (p)->lpVtbl->CreateSurface(p, a, b, c)
#define IDirectDraw7_DuplicateSurface(p, a, b)       (p)->lpVtbl->DuplicateSurface(p, a, b)
#define IDirectDraw7_EnumDisplayModes(p, a, b, c, d) (p)->lpVtbl->EnumDisplayModes(p, a, b, c, d)
#define IDirectDraw7_EnumSurfaces(p, a, b, c, d)     (p)->lpVtbl->EnumSurfaces(p, a, b, c, d)
#define IDirectDraw7_FlipToGDISurface(p)             (p)->lpVtbl->FlipToGDISurface(p)
#define IDirectDraw7_GetCaps(p, a, b)                (p)->lpVtbl->GetCaps(p, a, b)
#define IDirectDraw7_GetDisplayMode(p, a)            (p)->lpVtbl->GetDisplayMode(p, a)
#define IDirectDraw7_GetFourCCCodes(p, a, b)         (p)->lpVtbl->GetFourCCCodes(p, a, b)
#define IDirectDraw7_GetGDISurface(p, a)             (p)->lpVtbl->GetGDISurface(p, a)
#define IDirectDraw7_GetMonitorFrequency(p, a)       (p)->lpVtbl->GetMonitorFrequency(p, a)
#define IDirectDraw7_GetScanLine(p, a)               (p)->lpVtbl->GetScanLine(p, a)
#define IDirectDraw7_GetVerticalBlankStatus(p, a)    (p)->lpVtbl->GetVerticalBlankStatus(p, a)
#define IDirectDraw7_Initialize(p, a)                (p)->lpVtbl->Initialize(p, a)
#define IDirectDraw7_RestoreDisplayMode(p)           (p)->lpVtbl->RestoreDisplayMode(p)
#define IDirectDraw7_SetCooperativeLevel(p, a, b)    (p)->lpVtbl->SetCooperativeLevel(p, a, b)
#define IDirectDraw7_SetDisplayMode(p, a, b, c, d, e) (p)->lpVtbl->SetDisplayMode(p, a, b, c, d, e)
#define IDirectDraw7_WaitForVerticalBlank(p, a, b)   (p)->lpVtbl->WaitForVerticalBlank(p, a, b)
#define IDirectDraw7_GetAvailableVidMem(p, a, b, c)  (p)->lpVtbl->GetAvailableVidMem(p, a, b, c)
#define IDirectDraw7_GetSurfaceFromDC(p, a, b)       (p)->lpVtbl->GetSurfaceFromDC(p, a, b)
#define IDirectDraw7_RestoreAllSurfaces(p)           (p)->lpVtbl->RestoreAllSurfaces(p)
#define IDirectDraw7_TestCooperativeLevel(p)         (p)->lpVtbl->TestCooperativeLevel(p)
#define IDirectDraw7_GetDeviceIdentifier(p,a,b)      (p)->lpVtbl->GetDeviceIdentifier(p,a,b)
#define IDirectDraw7_StartModeTest(p,a,b,c)        (p)->lpVtbl->StartModeTest(p,a,b,c)
#define IDirectDraw7_EvaluateMode(p,a,b)           (p)->lpVtbl->EvaluateMode(p,a,b)
#else
#define IDirectDraw7_QueryInterface(p, a, b)         (p)->QueryInterface(a, b)
#define IDirectDraw7_AddRef(p)                       (p)->AddRef()
#define IDirectDraw7_Release(p)                      (p)->Release()
#define IDirectDraw7_Compact(p)                      (p)->Compact()
#define IDirectDraw7_CreateClipper(p, a, b, c)       (p)->CreateClipper(a, b, c)
#define IDirectDraw7_CreatePalette(p, a, b, c, d)    (p)->CreatePalette(a, b, c, d)
#define IDirectDraw7_CreateSurface(p, a, b, c)       (p)->CreateSurface(a, b, c)
#define IDirectDraw7_DuplicateSurface(p, a, b)       (p)->DuplicateSurface(a, b)
#define IDirectDraw7_EnumDisplayModes(p, a, b, c, d) (p)->EnumDisplayModes(a, b, c, d)
#define IDirectDraw7_EnumSurfaces(p, a, b, c, d)     (p)->EnumSurfaces(a, b, c, d)
#define IDirectDraw7_FlipToGDISurface(p)             (p)->FlipToGDISurface()
#define IDirectDraw7_GetCaps(p, a, b)                (p)->GetCaps(a, b)
#define IDirectDraw7_GetDisplayMode(p, a)            (p)->GetDisplayMode(a)
#define IDirectDraw7_GetFourCCCodes(p, a, b)         (p)->GetFourCCCodes(a, b)
#define IDirectDraw7_GetGDISurface(p, a)             (p)->GetGDISurface(a)
#define IDirectDraw7_GetMonitorFrequency(p, a)       (p)->GetMonitorFrequency(a)
#define IDirectDraw7_GetScanLine(p, a)               (p)->GetScanLine(a)
#define IDirectDraw7_GetVerticalBlankStatus(p, a)    (p)->GetVerticalBlankStatus(a)
#define IDirectDraw7_Initialize(p, a)                (p)->Initialize(a)
#define IDirectDraw7_RestoreDisplayMode(p)           (p)->RestoreDisplayMode()
#define IDirectDraw7_SetCooperativeLevel(p, a, b)    (p)->SetCooperativeLevel(a, b)
#define IDirectDraw7_SetDisplayMode(p, a, b, c, d, e) (p)->SetDisplayMode(a, b, c, d, e)
#define IDirectDraw7_WaitForVerticalBlank(p, a, b)   (p)->WaitForVerticalBlank(a, b)
#define IDirectDraw7_GetAvailableVidMem(p, a, b, c)  (p)->GetAvailableVidMem(a, b, c)
#define IDirectDraw7_GetSurfaceFromDC(p, a, b)       (p)->GetSurfaceFromDC(a, b)
#define IDirectDraw7_RestoreAllSurfaces(p)           (p)->RestoreAllSurfaces()
#define IDirectDraw7_TestCooperativeLevel(p)         (p)->TestCooperativeLevel()
#define IDirectDraw7_GetDeviceIdentifier(p,a,b)      (p)->GetDeviceIdentifier(a,b)
#define IDirectDraw7_StartModeTest(p,a,b,c)        (p)->lpVtbl->StartModeTest(a,b,c)
#define IDirectDraw7_EvaluateMode(p,a,b)           (p)->lpVtbl->EvaluateMode(a,b)
#endif

#endif


/*
 * IDirectDrawPalette
 */
#if defined( _WIN32 ) && !defined( _NO_COM )
#undef INTERFACE
#define INTERFACE IDirectDrawPalette
DECLARE_INTERFACE_( IDirectDrawPalette, IUnknown )
{
    /*** IUnknown methods ***/
    STDMETHOD(QueryInterface) (THIS_ REFIID riid, LPVOID FAR * ppvObj) PURE;
    STDMETHOD_(ULONG,AddRef) (THIS)  PURE;
    STDMETHOD_(ULONG,Release) (THIS) PURE;
    /*** IDirectDrawPalette methods ***/
    STDMETHOD(GetCaps)(THIS_ LPDWORD) PURE;
    STDMETHOD(GetEntries)(THIS_ DWORD,DWORD,DWORD,LPPALETTEENTRY) PURE;
    STDMETHOD(Initialize)(THIS_ LPDIRECTDRAW, DWORD, LPPALETTEENTRY) PURE;
    STDMETHOD(SetEntries)(THIS_ DWORD,DWORD,DWORD,LPPALETTEENTRY) PURE;
};

#if !defined(__cplusplus) || defined(CINTERFACE)
#define IDirectDrawPalette_QueryInterface(p, a, b)      (p)->lpVtbl->QueryInterface(p, a, b)
#define IDirectDrawPalette_AddRef(p)                    (p)->lpVtbl->AddRef(p)
#define IDirectDrawPalette_Release(p)                   (p)->lpVtbl->Release(p)
#define IDirectDrawPalette_GetCaps(p, a)                (p)->lpVtbl->GetCaps(p, a)
#define IDirectDrawPalette_GetEntries(p, a, b, c, d)    (p)->lpVtbl->GetEntries(p, a, b, c, d)
#define IDirectDrawPalette_Initialize(p, a, b, c)       (p)->lpVtbl->Initialize(p, a, b, c)
#define IDirectDrawPalette_SetEntries(p, a, b, c, d)    (p)->lpVtbl->SetEntries(p, a, b, c, d)
#else
#define IDirectDrawPalette_QueryInterface(p, a, b)      (p)->QueryInterface(a, b)
#define IDirectDrawPalette_AddRef(p)                    (p)->AddRef()
#define IDirectDrawPalette_Release(p)                   (p)->Release()
#define IDirectDrawPalette_GetCaps(p, a)                (p)->GetCaps(a)
#define IDirectDrawPalette_GetEntries(p, a, b, c, d)    (p)->GetEntries(a, b, c, d)
#define IDirectDrawPalette_Initialize(p, a, b, c)       (p)->Initialize(a, b, c)
#define IDirectDrawPalette_SetEntries(p, a, b, c, d)    (p)->SetEntries(a, b, c, d)
#endif

#endif


/*
 * IDirectDrawClipper
 */
#if defined( _WIN32 ) && !defined( _NO_COM )
#undef INTERFACE
#define INTERFACE IDirectDrawClipper
DECLARE_INTERFACE_( IDirectDrawClipper, IUnknown )
{
    /*** IUnknown methods ***/
    STDMETHOD(QueryInterface) (THIS_ REFIID riid, LPVOID FAR * ppvObj) PURE;
    STDMETHOD_(ULONG,AddRef) (THIS)  PURE;
    STDMETHOD_(ULONG,Release) (THIS) PURE;
    /*** IDirectDrawClipper methods ***/
    STDMETHOD(GetClipList)(THIS_ LPRECT, LPRGNDATA, LPDWORD) PURE;
    STDMETHOD(GetHWnd)(THIS_ HWND FAR *) PURE;
    STDMETHOD(Initialize)(THIS_ LPDIRECTDRAW, DWORD) PURE;
    STDMETHOD(IsClipListChanged)(THIS_ BOOL FAR *) PURE;
    STDMETHOD(SetClipList)(THIS_ LPRGNDATA,DWORD) PURE;
    STDMETHOD(SetHWnd)(THIS_ DWORD, HWND ) PURE;
};

#if !defined(__cplusplus) || defined(CINTERFACE)
#define IDirectDrawClipper_QueryInterface(p, a, b)  (p)->lpVtbl->QueryInterface(p, a, b)
#define IDirectDrawClipper_AddRef(p)                (p)->lpVtbl->AddRef(p)
#define IDirectDrawClipper_Release(p)               (p)->lpVtbl->Release(p)
#define IDirectDrawClipper_GetClipList(p, a, b, c)  (p)->lpVtbl->GetClipList(p, a, b, c)
#define IDirectDrawClipper_GetHWnd(p, a)            (p)->lpVtbl->GetHWnd(p, a)
#define IDirectDrawClipper_Initialize(p, a, b)      (p)->lpVtbl->Initialize(p, a, b)
#define IDirectDrawClipper_IsClipListChanged(p, a)  (p)->lpVtbl->IsClipListChanged(p, a)
#define IDirectDrawClipper_SetClipList(p, a, b)     (p)->lpVtbl->SetClipList(p, a, b)
#define IDirectDrawClipper_SetHWnd(p, a, b)         (p)->lpVtbl->SetHWnd(p, a, b)
#else
#define IDirectDrawClipper_QueryInterface(p, a, b)  (p)->QueryInterface(a, b)
#define IDirectDrawClipper_AddRef(p)                (p)->AddRef()
#define IDirectDrawClipper_Release(p)               (p)->Release()
#define IDirectDrawClipper_GetClipList(p, a, b, c)  (p)->GetClipList(a, b, c)
#define IDirectDrawClipper_GetHWnd(p, a)            (p)->GetHWnd(a)
#define IDirectDrawClipper_Initialize(p, a, b)      (p)->Initialize(a, b)
#define IDirectDrawClipper_IsClipListChanged(p, a)  (p)->IsClipListChanged(a)
#define IDirectDrawClipper_SetClipList(p, a, b)     (p)->SetClipList(a, b)
#define IDirectDrawClipper_SetHWnd(p, a, b)         (p)->SetHWnd(a, b)
#endif

#endif

/*
 * IDirectDrawSurface and related interfaces
 */
#if defined( _WIN32 ) && !defined( _NO_COM )
#undef INTERFACE
#define INTERFACE IDirectDrawSurface
DECLARE_INTERFACE_( IDirectDrawSurface, IUnknown )
{
    /*** IUnknown methods ***/
    STDMETHOD(QueryInterface) (THIS_ REFIID riid, LPVOID FAR * ppvObj) PURE;
    STDMETHOD_(ULONG,AddRef) (THIS)  PURE;
    STDMETHOD_(ULONG,Release) (THIS) PURE;
    /*** IDirectDrawSurface methods ***/
    STDMETHOD(AddAttachedSurface)(THIS_ LPDIRECTDRAWSURFACE) PURE;
    STDMETHOD(AddOverlayDirtyRect)(THIS_ LPRECT) PURE;
    STDMETHOD(Blt)(THIS_ LPRECT,LPDIRECTDRAWSURFACE, LPRECT,DWORD, LPDDBLTFX) PURE;
    STDMETHOD(BltBatch)(THIS_ LPDDBLTBATCH, DWORD, DWORD ) PURE;
    STDMETHOD(BltFast)(THIS_ DWORD,DWORD,LPDIRECTDRAWSURFACE, LPRECT,DWORD) PURE;
    STDMETHOD(DeleteAttachedSurface)(THIS_ DWORD,LPDIRECTDRAWSURFACE) PURE;
    STDMETHOD(EnumAttachedSurfaces)(THIS_ LPVOID,LPDDENUMSURFACESCALLBACK) PURE;
    STDMETHOD(EnumOverlayZOrders)(THIS_ DWORD,LPVOID,LPDDENUMSURFACESCALLBACK) PURE;
    STDMETHOD(Flip)(THIS_ LPDIRECTDRAWSURFACE, DWORD) PURE;
    STDMETHOD(GetAttachedSurface)(THIS_ LPDDSCAPS, LPDIRECTDRAWSURFACE FAR *) PURE;
    STDMETHOD(GetBltStatus)(THIS_ DWORD) PURE;
    STDMETHOD(GetCaps)(THIS_ LPDDSCAPS) PURE;
    STDMETHOD(GetClipper)(THIS_ LPDIRECTDRAWCLIPPER FAR*) PURE;
    STDMETHOD(GetColorKey)(THIS_ DWORD, LPDDCOLORKEY) PURE;
    STDMETHOD(GetDC)(THIS_ HDC FAR *) PURE;
    STDMETHOD(GetFlipStatus)(THIS_ DWORD) PURE;
    STDMETHOD(GetOverlayPosition)(THIS_ LPLONG, LPLONG ) PURE;
    STDMETHOD(GetPalette)(THIS_ LPDIRECTDRAWPALETTE FAR*) PURE;
    STDMETHOD(GetPixelFormat)(THIS_ LPDDPIXELFORMAT) PURE;
    STDMETHOD(GetSurfaceDesc)(THIS_ LPDDSURFACEDESC) PURE;
    STDMETHOD(Initialize)(THIS_ LPDIRECTDRAW, LPDDSURFACEDESC) PURE;
    STDMETHOD(IsLost)(THIS) PURE;
    STDMETHOD(Lock)(THIS_ LPRECT,LPDDSURFACEDESC,DWORD,HANDLE) PURE;
    STDMETHOD(ReleaseDC)(THIS_ HDC) PURE;
    STDMETHOD(Restore)(THIS) PURE;
    STDMETHOD(SetClipper)(THIS_ LPDIRECTDRAWCLIPPER) PURE;
    STDMETHOD(SetColorKey)(THIS_ DWORD, LPDDCOLORKEY) PURE;
    STDMETHOD(SetOverlayPosition)(THIS_ LONG, LONG ) PURE;
    STDMETHOD(SetPalette)(THIS_ LPDIRECTDRAWPALETTE) PURE;
    STDMETHOD(Unlock)(THIS_ LPVOID) PURE;
    STDMETHOD(UpdateOverlay)(THIS_ LPRECT, LPDIRECTDRAWSURFACE,LPRECT,DWORD, LPDDOVERLAYFX) PURE;
    STDMETHOD(UpdateOverlayDisplay)(THIS_ DWORD) PURE;
    STDMETHOD(UpdateOverlayZOrder)(THIS_ DWORD, LPDIRECTDRAWSURFACE) PURE;
};

#if !defined(__cplusplus) || defined(CINTERFACE)
#define IDirectDrawSurface_QueryInterface(p,a,b)        (p)->lpVtbl->QueryInterface(p,a,b)
#define IDirectDrawSurface_AddRef(p)                    (p)->lpVtbl->AddRef(p)
#define IDirectDrawSurface_Release(p)                   (p)->lpVtbl->Release(p)
#define IDirectDrawSurface_AddAttachedSurface(p,a)      (p)->lpVtbl->AddAttachedSurface(p,a)
#define IDirectDrawSurface_AddOverlayDirtyRect(p,a)     (p)->lpVtbl->AddOverlayDirtyRect(p,a)
#define IDirectDrawSurface_Blt(p,a,b,c,d,e)             (p)->lpVtbl->Blt(p,a,b,c,d,e)
#define IDirectDrawSurface_BltBatch(p,a,b,c)            (p)->lpVtbl->BltBatch(p,a,b,c)
#define IDirectDrawSurface_BltFast(p,a,b,c,d,e)         (p)->lpVtbl->BltFast(p,a,b,c,d,e)
#define IDirectDrawSurface_DeleteAttachedSurface(p,a,b) (p)->lpVtbl->DeleteAttachedSurface(p,a,b)
#define IDirectDrawSurface_EnumAttachedSurfaces(p,a,b)  (p)->lpVtbl->EnumAttachedSurfaces(p,a,b)
#define IDirectDrawSurface_EnumOverlayZOrders(p,a,b,c)  (p)->lpVtbl->EnumOverlayZOrders(p,a,b,c)
#define IDirectDrawSurface_Flip(p,a,b)                  (p)->lpVtbl->Flip(p,a,b)
#define IDirectDrawSurface_GetAttachedSurface(p,a,b)    (p)->lpVtbl->GetAttachedSurface(p,a,b)
#define IDirectDrawSurface_GetBltStatus(p,a)            (p)->lpVtbl->GetBltStatus(p,a)
#define IDirectDrawSurface_GetCaps(p,b)                 (p)->lpVtbl->GetCaps(p,b)
#define IDirectDrawSurface_GetClipper(p,a)              (p)->lpVtbl->GetClipper(p,a)
#define IDirectDrawSurface_GetColorKey(p,a,b)           (p)->lpVtbl->GetColorKey(p,a,b)
#define IDirectDrawSurface_GetDC(p,a)                   (p)->lpVtbl->GetDC(p,a)
#define IDirectDrawSurface_GetFlipStatus(p,a)           (p)->lpVtbl->GetFlipStatus(p,a)
#define IDirectDrawSurface_GetOverlayPosition(p,a,b)    (p)->lpVtbl->GetOverlayPosition(p,a,b)
#define IDirectDrawSurface_GetPalette(p,a)              (p)->lpVtbl->GetPalette(p,a)
#define IDirectDrawSurface_GetPixelFormat(p,a)          (p)->lpVtbl->GetPixelFormat(p,a)
#define IDirectDrawSurface_GetSurfaceDesc(p,a)          (p)->lpVtbl->GetSurfaceDesc(p,a)
#define IDirectDrawSurface_Initialize(p,a,b)            (p)->lpVtbl->Initialize(p,a,b)
#define IDirectDrawSurface_IsLost(p)                    (p)->lpVtbl->IsLost(p)
#define IDirectDrawSurface_Lock(p,a,b,c,d)              (p)->lpVtbl->Lock(p,a,b,c,d)
#define IDirectDrawSurface_ReleaseDC(p,a)               (p)->lpVtbl->ReleaseDC(p,a)
#define IDirectDrawSurface_Restore(p)                   (p)->lpVtbl->Restore(p)
#define IDirectDrawSurface_SetClipper(p,a)              (p)->lpVtbl->SetClipper(p,a)
#define IDirectDrawSurface_SetColorKey(p,a,b)           (p)->lpVtbl->SetColorKey(p,a,b)
#define IDirectDrawSurface_SetOverlayPosition(p,a,b)    (p)->lpVtbl->SetOverlayPosition(p,a,b)
#define IDirectDrawSurface_SetPalette(p,a)              (p)->lpVtbl->SetPalette(p,a)
#define IDirectDrawSurface_Unlock(p,b)                  (p)->lpVtbl->Unlock(p,b)
#define IDirectDrawSurface_UpdateOverlay(p,a,b,c,d,e)   (p)->lpVtbl->UpdateOverlay(p,a,b,c,d,e)
#define IDirectDrawSurface_UpdateOverlayDisplay(p,a)    (p)->lpVtbl->UpdateOverlayDisplay(p,a)
#define IDirectDrawSurface_UpdateOverlayZOrder(p,a,b)   (p)->lpVtbl->UpdateOverlayZOrder(p,a,b)
#else
#define IDirectDrawSurface_QueryInterface(p,a,b)        (p)->QueryInterface(a,b)
#define IDirectDrawSurface_AddRef(p)                    (p)->AddRef()
#define IDirectDrawSurface_Release(p)                   (p)->Release()
#define IDirectDrawSurface_AddAttachedSurface(p,a)      (p)->AddAttachedSurface(a)
#define IDirectDrawSurface_AddOverlayDirtyRect(p,a)     (p)->AddOverlayDirtyRect(a)
#define IDirectDrawSurface_Blt(p,a,b,c,d,e)             (p)->Blt(a,b,c,d,e)
#define IDirectDrawSurface_BltBatch(p,a,b,c)            (p)->BltBatch(a,b,c)
#define IDirectDrawSurface_BltFast(p,a,b,c,d,e)         (p)->BltFast(a,b,c,d,e)
#define IDirectDrawSurface_DeleteAttachedSurface(p,a,b) (p)->DeleteAttachedSurface(a,b)
#define IDirectDrawSurface_EnumAttachedSurfaces(p,a,b)  (p)->EnumAttachedSurfaces(a,b)
#define IDirectDrawSurface_EnumOverlayZOrders(p,a,b,c)  (p)->EnumOverlayZOrders(a,b,c)
#define IDirectDrawSurface_Flip(p,a,b)                  (p)->Flip(a,b)
#define IDirectDrawSurface_GetAttachedSurface(p,a,b)    (p)->GetAttachedSurface(a,b)
#define IDirectDrawSurface_GetBltStatus(p,a)            (p)->GetBltStatus(a)
#define IDirectDrawSurface_GetCaps(p,b)                 (p)->GetCaps(b)
#define IDirectDrawSurface_GetClipper(p,a)              (p)->GetClipper(a)
#define IDirectDrawSurface_GetColorKey(p,a,b)           (p)->GetColorKey(a,b)
#define IDirectDrawSurface_GetDC(p,a)                   (p)->GetDC(a)
#define IDirectDrawSurface_GetFlipStatus(p,a)           (p)->GetFlipStatus(a)
#define IDirectDrawSurface_GetOverlayPosition(p,a,b)    (p)->GetOverlayPosition(a,b)
#define IDirectDrawSurface_GetPalette(p,a)              (p)->GetPalette(a)
#define IDirectDrawSurface_GetPixelFormat(p,a)          (p)->GetPixelFormat(a)
#define IDirectDrawSurface_GetSurfaceDesc(p,a)          (p)->GetSurfaceDesc(a)
#define IDirectDrawSurface_Initialize(p,a,b)            (p)->Initialize(a,b)
#define IDirectDrawSurface_IsLost(p)                    (p)->IsLost()
#define IDirectDrawSurface_Lock(p,a,b,c,d)              (p)->Lock(a,b,c,d)
#define IDirectDrawSurface_ReleaseDC(p,a)               (p)->ReleaseDC(a)
#define IDirectDrawSurface_Restore(p)                   (p)->Restore()
#define IDirectDrawSurface_SetClipper(p,a)              (p)->SetClipper(a)
#define IDirectDrawSurface_SetColorKey(p,a,b)           (p)->SetColorKey(a,b)
#define IDirectDrawSurface_SetOverlayPosition(p,a,b)    (p)->SetOverlayPosition(a,b)
#define IDirectDrawSurface_SetPalette(p,a)              (p)->SetPalette(a)
#define IDirectDrawSurface_Unlock(p,b)                  (p)->Unlock(b)
#define IDirectDrawSurface_UpdateOverlay(p,a,b,c,d,e)   (p)->UpdateOverlay(a,b,c,d,e)
#define IDirectDrawSurface_UpdateOverlayDisplay(p,a)    (p)->UpdateOverlayDisplay(a)
#define IDirectDrawSurface_UpdateOverlayZOrder(p,a,b)   (p)->UpdateOverlayZOrder(a,b)
#endif

/*
 * IDirectDrawSurface2 and related interfaces
 */
#undef INTERFACE
#define INTERFACE IDirectDrawSurface2
DECLARE_INTERFACE_( IDirectDrawSurface2, IUnknown )
{
    /*** IUnknown methods ***/
    STDMETHOD(QueryInterface) (THIS_ REFIID riid, LPVOID FAR * ppvObj) PURE;
    STDMETHOD_(ULONG,AddRef) (THIS)  PURE;
    STDMETHOD_(ULONG,Release) (THIS) PURE;
    /*** IDirectDrawSurface methods ***/
    STDMETHOD(AddAttachedSurface)(THIS_ LPDIRECTDRAWSURFACE2) PURE;
    STDMETHOD(AddOverlayDirtyRect)(THIS_ LPRECT) PURE;
    STDMETHOD(Blt)(THIS_ LPRECT,LPDIRECTDRAWSURFACE2, LPRECT,DWORD, LPDDBLTFX) PURE;
    STDMETHOD(BltBatch)(THIS_ LPDDBLTBATCH, DWORD, DWORD ) PURE;
    STDMETHOD(BltFast)(THIS_ DWORD,DWORD,LPDIRECTDRAWSURFACE2, LPRECT,DWORD) PURE;
    STDMETHOD(DeleteAttachedSurface)(THIS_ DWORD,LPDIRECTDRAWSURFACE2) PURE;
    STDMETHOD(EnumAttachedSurfaces)(THIS_ LPVOID,LPDDENUMSURFACESCALLBACK) PURE;
    STDMETHOD(EnumOverlayZOrders)(THIS_ DWORD,LPVOID,LPDDENUMSURFACESCALLBACK) PURE;
    STDMETHOD(Flip)(THIS_ LPDIRECTDRAWSURFACE2, DWORD) PURE;
    STDMETHOD(GetAttachedSurface)(THIS_ LPDDSCAPS, LPDIRECTDRAWSURFACE2 FAR *) PURE;
    STDMETHOD(GetBltStatus)(THIS_ DWORD) PURE;
    STDMETHOD(GetCaps)(THIS_ LPDDSCAPS) PURE;
    STDMETHOD(GetClipper)(THIS_ LPDIRECTDRAWCLIPPER FAR*) PURE;
    STDMETHOD(GetColorKey)(THIS_ DWORD, LPDDCOLORKEY) PURE;
    STDMETHOD(GetDC)(THIS_ HDC FAR *) PURE;
    STDMETHOD(GetFlipStatus)(THIS_ DWORD) PURE;
    STDMETHOD(GetOverlayPosition)(THIS_ LPLONG, LPLONG ) PURE;
    STDMETHOD(GetPalette)(THIS_ LPDIRECTDRAWPALETTE FAR*) PURE;
    STDMETHOD(GetPixelFormat)(THIS_ LPDDPIXELFORMAT) PURE;
    STDMETHOD(GetSurfaceDesc)(THIS_ LPDDSURFACEDESC) PURE;
    STDMETHOD(Initialize)(THIS_ LPDIRECTDRAW, LPDDSURFACEDESC) PURE;
    STDMETHOD(IsLost)(THIS) PURE;
    STDMETHOD(Lock)(THIS_ LPRECT,LPDDSURFACEDESC,DWORD,HANDLE) PURE;
    STDMETHOD(ReleaseDC)(THIS_ HDC) PURE;
    STDMETHOD(Restore)(THIS) PURE;
    STDMETHOD(SetClipper)(THIS_ LPDIRECTDRAWCLIPPER) PURE;
    STDMETHOD(SetColorKey)(THIS_ DWORD, LPDDCOLORKEY) PURE;
    STDMETHOD(SetOverlayPosition)(THIS_ LONG, LONG ) PURE;
    STDMETHOD(SetPalette)(THIS_ LPDIRECTDRAWPALETTE) PURE;
    STDMETHOD(Unlock)(THIS_ LPVOID) PURE;
    STDMETHOD(UpdateOverlay)(THIS_ LPRECT, LPDIRECTDRAWSURFACE2,LPRECT,DWORD, LPDDOVERLAYFX) PURE;
    STDMETHOD(UpdateOverlayDisplay)(THIS_ DWORD) PURE;
    STDMETHOD(UpdateOverlayZOrder)(THIS_ DWORD, LPDIRECTDRAWSURFACE2) PURE;
    /*** Added in the v2 interface ***/
    STDMETHOD(GetDDInterface)(THIS_ LPVOID FAR *) PURE;
    STDMETHOD(PageLock)(THIS_ DWORD) PURE;
    STDMETHOD(PageUnlock)(THIS_ DWORD) PURE;
};

#if !defined(__cplusplus) || defined(CINTERFACE)
#define IDirectDrawSurface2_QueryInterface(p,a,b)        (p)->lpVtbl->QueryInterface(p,a,b)
#define IDirectDrawSurface2_AddRef(p)                    (p)->lpVtbl->AddRef(p)
#define IDirectDrawSurface2_Release(p)                   (p)->lpVtbl->Release(p)
#define IDirectDrawSurface2_AddAttachedSurface(p,a)      (p)->lpVtbl->AddAttachedSurface(p,a)
#define IDirectDrawSurface2_AddOverlayDirtyRect(p,a)     (p)->lpVtbl->AddOverlayDirtyRect(p,a)
#define IDirectDrawSurface2_Blt(p,a,b,c,d,e)             (p)->lpVtbl->Blt(p,a,b,c,d,e)
#define IDirectDrawSurface2_BltBatch(p,a,b,c)            (p)->lpVtbl->BltBatch(p,a,b,c)
#define IDirectDrawSurface2_BltFast(p,a,b,c,d,e)         (p)->lpVtbl->BltFast(p,a,b,c,d,e)
#define IDirectDrawSurface2_DeleteAttachedSurface(p,a,b) (p)->lpVtbl->DeleteAttachedSurface(p,a,b)
#define IDirectDrawSurface2_EnumAttachedSurfaces(p,a,b)  (p)->lpVtbl->EnumAttachedSurfaces(p,a,b)
#define IDirectDrawSurface2_EnumOverlayZOrders(p,a,b,c)  (p)->lpVtbl->EnumOverlayZOrders(p,a,b,c)
#define IDirectDrawSurface2_Flip(p,a,b)                  (p)->lpVtbl->Flip(p,a,b)
#define IDirectDrawSurface2_GetAttachedSurface(p,a,b)    (p)->lpVtbl->GetAttachedSurface(p,a,b)
#define IDirectDrawSurface2_GetBltStatus(p,a)            (p)->lpVtbl->GetBltStatus(p,a)
#define IDirectDrawSurface2_GetCaps(p,b)                 (p)->lpVtbl->GetCaps(p,b)
#define IDirectDrawSurface2_GetClipper(p,a)              (p)->lpVtbl->GetClipper(p,a)
#define IDirectDrawSurface2_GetColorKey(p,a,b)           (p)->lpVtbl->GetColorKey(p,a,b)
#define IDirectDrawSurface2_GetDC(p,a)                   (p)->lpVtbl->GetDC(p,a)
#define IDirectDrawSurface2_GetFlipStatus(p,a)           (p)->lpVtbl->GetFlipStatus(p,a)
#define IDirectDrawSurface2_GetOverlayPosition(p,a,b)    (p)->lpVtbl->GetOverlayPosition(p,a,b)
#define IDirectDrawSurface2_GetPalette(p,a)              (p)->lpVtbl->GetPalette(p,a)
#define IDirectDrawSurface2_GetPixelFormat(p,a)          (p)->lpVtbl->GetPixelFormat(p,a)
#define IDirectDrawSurface2_GetSurfaceDesc(p,a)          (p)->lpVtbl->GetSurfaceDesc(p,a)
#define IDirectDrawSurface2_Initialize(p,a,b)            (p)->lpVtbl->Initialize(p,a,b)
#define IDirectDrawSurface2_IsLost(p)                    (p)->lpVtbl->IsLost(p)
#define IDirectDrawSurface2_Lock(p,a,b,c,d)              (p)->lpVtbl->Lock(p,a,b,c,d)
#define IDirectDrawSurface2_ReleaseDC(p,a)               (p)->lpVtbl->ReleaseDC(p,a)
#define IDirectDrawSurface2_Restore(p)                   (p)->lpVtbl->Restore(p)
#define IDirectDrawSurface2_SetClipper(p,a)              (p)->lpVtbl->SetClipper(p,a)
#define IDirectDrawSurface2_SetColorKey(p,a,b)           (p)->lpVtbl->SetColorKey(p,a,b)
#define IDirectDrawSurface2_SetOverlayPosition(p,a,b)    (p)->lpVtbl->SetOverlayPosition(p,a,b)
#define IDirectDrawSurface2_SetPalette(p,a)              (p)->lpVtbl->SetPalette(p,a)
#define IDirectDrawSurface2_Unlock(p,b)                  (p)->lpVtbl->Unlock(p,b)
#define IDirectDrawSurface2_UpdateOverlay(p,a,b,c,d,e)   (p)->lpVtbl->UpdateOverlay(p,a,b,c,d,e)
#define IDirectDrawSurface2_UpdateOverlayDisplay(p,a)    (p)->lpVtbl->UpdateOverlayDisplay(p,a)
#define IDirectDrawSurface2_UpdateOverlayZOrder(p,a,b)   (p)->lpVtbl->UpdateOverlayZOrder(p,a,b)
#define IDirectDrawSurface2_GetDDInterface(p,a)          (p)->lpVtbl->GetDDInterface(p,a)
#define IDirectDrawSurface2_PageLock(p,a)                (p)->lpVtbl->PageLock(p,a)
#define IDirectDrawSurface2_PageUnlock(p,a)              (p)->lpVtbl->PageUnlock(p,a)
#else
#define IDirectDrawSurface2_QueryInterface(p,a,b)        (p)->QueryInterface(a,b)
#define IDirectDrawSurface2_AddRef(p)                    (p)->AddRef()
#define IDirectDrawSurface2_Release(p)                   (p)->Release()
#define IDirectDrawSurface2_AddAttachedSurface(p,a)      (p)->AddAttachedSurface(a)
#define IDirectDrawSurface2_AddOverlayDirtyRect(p,a)     (p)->AddOverlayDirtyRect(a)
#define IDirectDrawSurface2_Blt(p,a,b,c,d,e)             (p)->Blt(a,b,c,d,e)
#define IDirectDrawSurface2_BltBatch(p,a,b,c)            (p)->BltBatch(a,b,c)
#define IDirectDrawSurface2_BltFast(p,a,b,c,d,e)         (p)->BltFast(a,b,c,d,e)
#define IDirectDrawSurface2_DeleteAttachedSurface(p,a,b) (p)->DeleteAttachedSurface(a,b)
#define IDirectDrawSurface2_EnumAttachedSurfaces(p,a,b)  (p)->EnumAttachedSurfaces(a,b)
#define IDirectDrawSurface2_EnumOverlayZOrders(p,a,b,c)  (p)->EnumOverlayZOrders(a,b,c)
#define IDirectDrawSurface2_Flip(p,a,b)                  (p)->Flip(a,b)
#define IDirectDrawSurface2_GetAttachedSurface(p,a,b)    (p)->GetAttachedSurface(a,b)
#define IDirectDrawSurface2_GetBltStatus(p,a)            (p)->GetBltStatus(a)
#define IDirectDrawSurface2_GetCaps(p,b)                 (p)->GetCaps(b)
#define IDirectDrawSurface2_GetClipper(p,a)              (p)->GetClipper(a)
#define IDirectDrawSurface2_GetColorKey(p,a,b)           (p)->GetColorKey(a,b)
#define IDirectDrawSurface2_GetDC(p,a)                   (p)->GetDC(a)
#define IDirectDrawSurface2_GetFlipStatus(p,a)           (p)->GetFlipStatus(a)
#define IDirectDrawSurface2_GetOverlayPosition(p,a,b)    (p)->GetOverlayPosition(a,b)
#define IDirectDrawSurface2_GetPalette(p,a)              (p)->GetPalette(a)
#define IDirectDrawSurface2_GetPixelFormat(p,a)          (p)->GetPixelFormat(a)
#define IDirectDrawSurface2_GetSurfaceDesc(p,a)          (p)->GetSurfaceDesc(a)
#define IDirectDrawSurface2_Initialize(p,a,b)            (p)->Initialize(a,b)
#define IDirectDrawSurface2_IsLost(p)                    (p)->IsLost()
#define IDirectDrawSurface2_Lock(p,a,b,c,d)              (p)->Lock(a,b,c,d)
#define IDirectDrawSurface2_ReleaseDC(p,a)               (p)->ReleaseDC(a)
#define IDirectDrawSurface2_Restore(p)                   (p)->Restore()
#define IDirectDrawSurface2_SetClipper(p,a)              (p)->SetClipper(a)
#define IDirectDrawSurface2_SetColorKey(p,a,b)           (p)->SetColorKey(a,b)
#define IDirectDrawSurface2_SetOverlayPosition(p,a,b)    (p)->SetOverlayPosition(a,b)
#define IDirectDrawSurface2_SetPalette(p,a)              (p)->SetPalette(a)
#define IDirectDrawSurface2_Unlock(p,b)                  (p)->Unlock(b)
#define IDirectDrawSurface2_UpdateOverlay(p,a,b,c,d,e)   (p)->UpdateOverlay(a,b,c,d,e)
#define IDirectDrawSurface2_UpdateOverlayDisplay(p,a)    (p)->UpdateOverlayDisplay(a)
#define IDirectDrawSurface2_UpdateOverlayZOrder(p,a,b)   (p)->UpdateOverlayZOrder(a,b)
#define IDirectDrawSurface2_GetDDInterface(p,a)          (p)->GetDDInterface(a)
#define IDirectDrawSurface2_PageLock(p,a)                (p)->PageLock(a)
#define IDirectDrawSurface2_PageUnlock(p,a)              (p)->PageUnlock(a)
#endif

/*
 * IDirectDrawSurface3 and related interfaces
 */
#undef INTERFACE
#define INTERFACE IDirectDrawSurface3
DECLARE_INTERFACE_( IDirectDrawSurface3, IUnknown )
{
    /*** IUnknown methods ***/
    STDMETHOD(QueryInterface) (THIS_ REFIID riid, LPVOID FAR * ppvObj) PURE;
    STDMETHOD_(ULONG,AddRef) (THIS)  PURE;
    STDMETHOD_(ULONG,Release) (THIS) PURE;
    /*** IDirectDrawSurface methods ***/
    STDMETHOD(AddAttachedSurface)(THIS_ LPDIRECTDRAWSURFACE3) PURE;
    STDMETHOD(AddOverlayDirtyRect)(THIS_ LPRECT) PURE;
    STDMETHOD(Blt)(THIS_ LPRECT,LPDIRECTDRAWSURFACE3, LPRECT,DWORD, LPDDBLTFX) PURE;
    STDMETHOD(BltBatch)(THIS_ LPDDBLTBATCH, DWORD, DWORD ) PURE;
    STDMETHOD(BltFast)(THIS_ DWORD,DWORD,LPDIRECTDRAWSURFACE3, LPRECT,DWORD) PURE;
    STDMETHOD(DeleteAttachedSurface)(THIS_ DWORD,LPDIRECTDRAWSURFACE3) PURE;
    STDMETHOD(EnumAttachedSurfaces)(THIS_ LPVOID,LPDDENUMSURFACESCALLBACK) PURE;
    STDMETHOD(EnumOverlayZOrders)(THIS_ DWORD,LPVOID,LPDDENUMSURFACESCALLBACK) PURE;
    STDMETHOD(Flip)(THIS_ LPDIRECTDRAWSURFACE3, DWORD) PURE;
    STDMETHOD(GetAttachedSurface)(THIS_ LPDDSCAPS, LPDIRECTDRAWSURFACE3 FAR *) PURE;
    STDMETHOD(GetBltStatus)(THIS_ DWORD) PURE;
    STDMETHOD(GetCaps)(THIS_ LPDDSCAPS) PURE;
    STDMETHOD(GetClipper)(THIS_ LPDIRECTDRAWCLIPPER FAR*) PURE;
    STDMETHOD(GetColorKey)(THIS_ DWORD, LPDDCOLORKEY) PURE;
    STDMETHOD(GetDC)(THIS_ HDC FAR *) PURE;
    STDMETHOD(GetFlipStatus)(THIS_ DWORD) PURE;
    STDMETHOD(GetOverlayPosition)(THIS_ LPLONG, LPLONG ) PURE;
    STDMETHOD(GetPalette)(THIS_ LPDIRECTDRAWPALETTE FAR*) PURE;
    STDMETHOD(GetPixelFormat)(THIS_ LPDDPIXELFORMAT) PURE;
    STDMETHOD(GetSurfaceDesc)(THIS_ LPDDSURFACEDESC) PURE;
    STDMETHOD(Initialize)(THIS_ LPDIRECTDRAW, LPDDSURFACEDESC) PURE;
    STDMETHOD(IsLost)(THIS) PURE;
    STDMETHOD(Lock)(THIS_ LPRECT,LPDDSURFACEDESC,DWORD,HANDLE) PURE;
    STDMETHOD(ReleaseDC)(THIS_ HDC) PURE;
    STDMETHOD(Restore)(THIS) PURE;
    STDMETHOD(SetClipper)(THIS_ LPDIRECTDRAWCLIPPER) PURE;
    STDMETHOD(SetColorKey)(THIS_ DWORD, LPDDCOLORKEY) PURE;
    STDMETHOD(SetOverlayPosition)(THIS_ LONG, LONG ) PURE;
    STDMETHOD(SetPalette)(THIS_ LPDIRECTDRAWPALETTE) PURE;
    STDMETHOD(Unlock)(THIS_ LPVOID) PURE;
    STDMETHOD(UpdateOverlay)(THIS_ LPRECT, LPDIRECTDRAWSURFACE3,LPRECT,DWORD, LPDDOVERLAYFX) PURE;
    STDMETHOD(UpdateOverlayDisplay)(THIS_ DWORD) PURE;
    STDMETHOD(UpdateOverlayZOrder)(THIS_ DWORD, LPDIRECTDRAWSURFACE3) PURE;
    /*** Added in the v2 interface ***/
    STDMETHOD(GetDDInterface)(THIS_ LPVOID FAR *) PURE;
    STDMETHOD(PageLock)(THIS_ DWORD) PURE;
    STDMETHOD(PageUnlock)(THIS_ DWORD) PURE;
    /*** Added in the V3 interface ***/
    STDMETHOD(SetSurfaceDesc)(THIS_ LPDDSURFACEDESC, DWORD) PURE;
};

#if !defined(__cplusplus) || defined(CINTERFACE)
#define IDirectDrawSurface3_QueryInterface(p,a,b)        (p)->lpVtbl->QueryInterface(p,a,b)
#define IDirectDrawSurface3_AddRef(p)                    (p)->lpVtbl->AddRef(p)
#define IDirectDrawSurface3_Release(p)                   (p)->lpVtbl->Release(p)
#define IDirectDrawSurface3_AddAttachedSurface(p,a)      (p)->lpVtbl->AddAttachedSurface(p,a)
#define IDirectDrawSurface3_AddOverlayDirtyRect(p,a)     (p)->lpVtbl->AddOverlayDirtyRect(p,a)
#define IDirectDrawSurface3_Blt(p,a,b,c,d,e)             (p)->lpVtbl->Blt(p,a,b,c,d,e)
#define IDirectDrawSurface3_BltBatch(p,a,b,c)            (p)->lpVtbl->BltBatch(p,a,b,c)
#define IDirectDrawSurface3_BltFast(p,a,b,c,d,e)         (p)->lpVtbl->BltFast(p,a,b,c,d,e)
#define IDirectDrawSurface3_DeleteAttachedSurface(p,a,b) (p)->lpVtbl->DeleteAttachedSurface(p,a,b)
#define IDirectDrawSurface3_EnumAttachedSurfaces(p,a,b)  (p)->lpVtbl->EnumAttachedSurfaces(p,a,b)
#define IDirectDrawSurface3_EnumOverlayZOrders(p,a,b,c)  (p)->lpVtbl->EnumOverlayZOrders(p,a,b,c)
#define IDirectDrawSurface3_Flip(p,a,b)                  (p)->lpVtbl->Flip(p,a,b)
#define IDirectDrawSurface3_GetAttachedSurface(p,a,b)    (p)->lpVtbl->GetAttachedSurface(p,a,b)
#define IDirectDrawSurface3_GetBltStatus(p,a)            (p)->lpVtbl->GetBltStatus(p,a)
#define IDirectDrawSurface3_GetCaps(p,b)                 (p)->lpVtbl->GetCaps(p,b)
#define IDirectDrawSurface3_GetClipper(p,a)              (p)->lpVtbl->GetClipper(p,a)
#define IDirectDrawSurface3_GetColorKey(p,a,b)           (p)->lpVtbl->GetColorKey(p,a,b)
#define IDirectDrawSurface3_GetDC(p,a)                   (p)->lpVtbl->GetDC(p,a)
#define IDirectDrawSurface3_GetFlipStatus(p,a)           (p)->lpVtbl->GetFlipStatus(p,a)
#define IDirectDrawSurface3_GetOverlayPosition(p,a,b)    (p)->lpVtbl->GetOverlayPosition(p,a,b)
#define IDirectDrawSurface3_GetPalette(p,a)              (p)->lpVtbl->GetPalette(p,a)
#define IDirectDrawSurface3_GetPixelFormat(p,a)          (p)->lpVtbl->GetPixelFormat(p,a)
#define IDirectDrawSurface3_GetSurfaceDesc(p,a)          (p)->lpVtbl->GetSurfaceDesc(p,a)
#define IDirectDrawSurface3_Initialize(p,a,b)            (p)->lpVtbl->Initialize(p,a,b)
#define IDirectDrawSurface3_IsLost(p)                    (p)->lpVtbl->IsLost(p)
#define IDirectDrawSurface3_Lock(p,a,b,c,d)              (p)->lpVtbl->Lock(p,a,b,c,d)
#define IDirectDrawSurface3_ReleaseDC(p,a)               (p)->lpVtbl->ReleaseDC(p,a)
#define IDirectDrawSurface3_Restore(p)                   (p)->lpVtbl->Restore(p)
#define IDirectDrawSurface3_SetClipper(p,a)              (p)->lpVtbl->SetClipper(p,a)
#define IDirectDrawSurface3_SetColorKey(p,a,b)           (p)->lpVtbl->SetColorKey(p,a,b)
#define IDirectDrawSurface3_SetOverlayPosition(p,a,b)    (p)->lpVtbl->SetOverlayPosition(p,a,b)
#define IDirectDrawSurface3_SetPalette(p,a)              (p)->lpVtbl->SetPalette(p,a)
#define IDirectDrawSurface3_Unlock(p,b)                  (p)->lpVtbl->Unlock(p,b)
#define IDirectDrawSurface3_UpdateOverlay(p,a,b,c,d,e)   (p)->lpVtbl->UpdateOverlay(p,a,b,c,d,e)
#define IDirectDrawSurface3_UpdateOverlayDisplay(p,a)    (p)->lpVtbl->UpdateOverlayDisplay(p,a)
#define IDirectDrawSurface3_UpdateOverlayZOrder(p,a,b)   (p)->lpVtbl->UpdateOverlayZOrder(p,a,b)
#define IDirectDrawSurface3_GetDDInterface(p,a)          (p)->lpVtbl->GetDDInterface(p,a)
#define IDirectDrawSurface3_PageLock(p,a)                (p)->lpVtbl->PageLock(p,a)
#define IDirectDrawSurface3_PageUnlock(p,a)              (p)->lpVtbl->PageUnlock(p,a)
#define IDirectDrawSurface3_SetSurfaceDesc(p,a,b)        (p)->lpVtbl->SetSurfaceDesc(p,a,b)
#else
#define IDirectDrawSurface3_QueryInterface(p,a,b)        (p)->QueryInterface(a,b)
#define IDirectDrawSurface3_AddRef(p)                    (p)->AddRef()
#define IDirectDrawSurface3_Release(p)                   (p)->Release()
#define IDirectDrawSurface3_AddAttachedSurface(p,a)      (p)->AddAttachedSurface(a)
#define IDirectDrawSurface3_AddOverlayDirtyRect(p,a)     (p)->AddOverlayDirtyRect(a)
#define IDirectDrawSurface3_Blt(p,a,b,c,d,e)             (p)->Blt(a,b,c,d,e)
#define IDirectDrawSurface3_BltBatch(p,a,b,c)            (p)->BltBatch(a,b,c)
#define IDirectDrawSurface3_BltFast(p,a,b,c,d,e)         (p)->BltFast(a,b,c,d,e)
#define IDirectDrawSurface3_DeleteAttachedSurface(p,a,b) (p)->DeleteAttachedSurface(a,b)
#define IDirectDrawSurface3_EnumAttachedSurfaces(p,a,b)  (p)->EnumAttachedSurfaces(a,b)
#define IDirectDrawSurface3_EnumOverlayZOrders(p,a,b,c)  (p)->EnumOverlayZOrders(a,b,c)
#define IDirectDrawSurface3_Flip(p,a,b)                  (p)->Flip(a,b)
#define IDirectDrawSurface3_GetAttachedSurface(p,a,b)    (p)->GetAttachedSurface(a,b)
#define IDirectDrawSurface3_GetBltStatus(p,a)            (p)->GetBltStatus(a)
#define IDirectDrawSurface3_GetCaps(p,b)                 (p)->GetCaps(b)
#define IDirectDrawSurface3_GetClipper(p,a)              (p)->GetClipper(a)
#define IDirectDrawSurface3_GetColorKey(p,a,b)           (p)->GetColorKey(a,b)
#define IDirectDrawSurface3_GetDC(p,a)                   (p)->GetDC(a)
#define IDirectDrawSurface3_GetFlipStatus(p,a)           (p)->GetFlipStatus(a)
#define IDirectDrawSurface3_GetOverlayPosition(p,a,b)    (p)->GetOverlayPosition(a,b)
#define IDirectDrawSurface3_GetPalette(p,a)              (p)->GetPalette(a)
#define IDirectDrawSurface3_GetPixelFormat(p,a)          (p)->GetPixelFormat(a)
#define IDirectDrawSurface3_GetSurfaceDesc(p,a)          (p)->GetSurfaceDesc(a)
#define IDirectDrawSurface3_Initialize(p,a,b)            (p)->Initialize(a,b)
#define IDirectDrawSurface3_IsLost(p)                    (p)->IsLost()
#define IDirectDrawSurface3_Lock(p,a,b,c,d)              (p)->Lock(a,b,c,d)
#define IDirectDrawSurface3_ReleaseDC(p,a)               (p)->ReleaseDC(a)
#define IDirectDrawSurface3_Restore(p)                   (p)->Restore()
#define IDirectDrawSurface3_SetClipper(p,a)              (p)->SetClipper(a)
#define IDirectDrawSurface3_SetColorKey(p,a,b)           (p)->SetColorKey(a,b)
#define IDirectDrawSurface3_SetOverlayPosition(p,a,b)    (p)->SetOverlayPosition(a,b)
#define IDirectDrawSurface3_SetPalette(p,a)              (p)->SetPalette(a)
#define IDirectDrawSurface3_Unlock(p,b)                  (p)->Unlock(b)
#define IDirectDrawSurface3_UpdateOverlay(p,a,b,c,d,e)   (p)->UpdateOverlay(a,b,c,d,e)
#define IDirectDrawSurface3_UpdateOverlayDisplay(p,a)    (p)->UpdateOverlayDisplay(a)
#define IDirectDrawSurface3_UpdateOverlayZOrder(p,a,b)   (p)->UpdateOverlayZOrder(a,b)
#define IDirectDrawSurface3_GetDDInterface(p,a)          (p)->GetDDInterface(a)
#define IDirectDrawSurface3_PageLock(p,a)                (p)->PageLock(a)
#define IDirectDrawSurface3_PageUnlock(p,a)              (p)->PageUnlock(a)
#define IDirectDrawSurface3_SetSurfaceDesc(p,a,b)        (p)->SetSurfaceDesc(a,b)
#endif

/*
 * IDirectDrawSurface4 and related interfaces
 */
#undef INTERFACE
#define INTERFACE IDirectDrawSurface4
DECLARE_INTERFACE_( IDirectDrawSurface4, IUnknown )
{
    /*** IUnknown methods ***/
    STDMETHOD(QueryInterface) (THIS_ REFIID riid, LPVOID FAR * ppvObj) PURE;
    STDMETHOD_(ULONG,AddRef) (THIS)  PURE;
    STDMETHOD_(ULONG,Release) (THIS) PURE;
    /*** IDirectDrawSurface methods ***/
    STDMETHOD(AddAttachedSurface)(THIS_ LPDIRECTDRAWSURFACE4) PURE;
    STDMETHOD(AddOverlayDirtyRect)(THIS_ LPRECT) PURE;
    STDMETHOD(Blt)(THIS_ LPRECT,LPDIRECTDRAWSURFACE4, LPRECT,DWORD, LPDDBLTFX) PURE;
    STDMETHOD(BltBatch)(THIS_ LPDDBLTBATCH, DWORD, DWORD ) PURE;
    STDMETHOD(BltFast)(THIS_ DWORD,DWORD,LPDIRECTDRAWSURFACE4, LPRECT,DWORD) PURE;
    STDMETHOD(DeleteAttachedSurface)(THIS_ DWORD,LPDIRECTDRAWSURFACE4) PURE;
    STDMETHOD(EnumAttachedSurfaces)(THIS_ LPVOID,LPDDENUMSURFACESCALLBACK2) PURE;
    STDMETHOD(EnumOverlayZOrders)(THIS_ DWORD,LPVOID,LPDDENUMSURFACESCALLBACK2) PURE;
    STDMETHOD(Flip)(THIS_ LPDIRECTDRAWSURFACE4, DWORD) PURE;
    STDMETHOD(GetAttachedSurface)(THIS_ LPDDSCAPS2, LPDIRECTDRAWSURFACE4 FAR *) PURE;
    STDMETHOD(GetBltStatus)(THIS_ DWORD) PURE;
    STDMETHOD(GetCaps)(THIS_ LPDDSCAPS2) PURE;
    STDMETHOD(GetClipper)(THIS_ LPDIRECTDRAWCLIPPER FAR*) PURE;
    STDMETHOD(GetColorKey)(THIS_ DWORD, LPDDCOLORKEY) PURE;
    STDMETHOD(GetDC)(THIS_ HDC FAR *) PURE;
    STDMETHOD(GetFlipStatus)(THIS_ DWORD) PURE;
    STDMETHOD(GetOverlayPosition)(THIS_ LPLONG, LPLONG ) PURE;
    STDMETHOD(GetPalette)(THIS_ LPDIRECTDRAWPALETTE FAR*) PURE;
    STDMETHOD(GetPixelFormat)(THIS_ LPDDPIXELFORMAT) PURE;
    STDMETHOD(GetSurfaceDesc)(THIS_ LPDDSURFACEDESC2) PURE;
    STDMETHOD(Initialize)(THIS_ LPDIRECTDRAW, LPDDSURFACEDESC2) PURE;
    STDMETHOD(IsLost)(THIS) PURE;
    STDMETHOD(Lock)(THIS_ LPRECT,LPDDSURFACEDESC2,DWORD,HANDLE) PURE;
    STDMETHOD(ReleaseDC)(THIS_ HDC) PURE;
    STDMETHOD(Restore)(THIS) PURE;
    STDMETHOD(SetClipper)(THIS_ LPDIRECTDRAWCLIPPER) PURE;
    STDMETHOD(SetColorKey)(THIS_ DWORD, LPDDCOLORKEY) PURE;
    STDMETHOD(SetOverlayPosition)(THIS_ LONG, LONG ) PURE;
    STDMETHOD(SetPalette)(THIS_ LPDIRECTDRAWPALETTE) PURE;
    STDMETHOD(Unlock)(THIS_ LPRECT) PURE;
    STDMETHOD(UpdateOverlay)(THIS_ LPRECT, LPDIRECTDRAWSURFACE4,LPRECT,DWORD, LPDDOVERLAYFX) PURE;
    STDMETHOD(UpdateOverlayDisplay)(THIS_ DWORD) PURE;
    STDMETHOD(UpdateOverlayZOrder)(THIS_ DWORD, LPDIRECTDRAWSURFACE4) PURE;
    /*** Added in the v2 interface ***/
    STDMETHOD(GetDDInterface)(THIS_ LPVOID FAR *) PURE;
    STDMETHOD(PageLock)(THIS_ DWORD) PURE;
    STDMETHOD(PageUnlock)(THIS_ DWORD) PURE;
    /*** Added in the v3 interface ***/
    STDMETHOD(SetSurfaceDesc)(THIS_ LPDDSURFACEDESC2, DWORD) PURE;
    /*** Added in the v4 interface ***/
    STDMETHOD(SetPrivateData)(THIS_ REFGUID, LPVOID, DWORD, DWORD) PURE;
    STDMETHOD(GetPrivateData)(THIS_ REFGUID, LPVOID, LPDWORD) PURE;
    STDMETHOD(FreePrivateData)(THIS_ REFGUID) PURE;
    STDMETHOD(GetUniquenessValue)(THIS_ LPDWORD) PURE;
    STDMETHOD(ChangeUniquenessValue)(THIS) PURE;
};

#if !defined(__cplusplus) || defined(CINTERFACE)
#define IDirectDrawSurface4_QueryInterface(p,a,b)        (p)->lpVtbl->QueryInterface(p,a,b)
#define IDirectDrawSurface4_AddRef(p)                    (p)->lpVtbl->AddRef(p)
#define IDirectDrawSurface4_Release(p)                   (p)->lpVtbl->Release(p)
#define IDirectDrawSurface4_AddAttachedSurface(p,a)      (p)->lpVtbl->AddAttachedSurface(p,a)
#define IDirectDrawSurface4_AddOverlayDirtyRect(p,a)     (p)->lpVtbl->AddOverlayDirtyRect(p,a)
#define IDirectDrawSurface4_Blt(p,a,b,c,d,e)             (p)->lpVtbl->Blt(p,a,b,c,d,e)
#define IDirectDrawSurface4_BltBatch(p,a,b,c)            (p)->lpVtbl->BltBatch(p,a,b,c)
#define IDirectDrawSurface4_BltFast(p,a,b,c,d,e)         (p)->lpVtbl->BltFast(p,a,b,c,d,e)
#define IDirectDrawSurface4_DeleteAttachedSurface(p,a,b) (p)->lpVtbl->DeleteAttachedSurface(p,a,b)
#define IDirectDrawSurface4_EnumAttachedSurfaces(p,a,b)  (p)->lpVtbl->EnumAttachedSurfaces(p,a,b)
#define IDirectDrawSurface4_EnumOverlayZOrders(p,a,b,c)  (p)->lpVtbl->EnumOverlayZOrders(p,a,b,c)
#define IDirectDrawSurface4_Flip(p,a,b)                  (p)->lpVtbl->Flip(p,a,b)
#define IDirectDrawSurface4_GetAttachedSurface(p,a,b)    (p)->lpVtbl->GetAttachedSurface(p,a,b)
#define IDirectDrawSurface4_GetBltStatus(p,a)            (p)->lpVtbl->GetBltStatus(p,a)
#define IDirectDrawSurface4_GetCaps(p,b)                 (p)->lpVtbl->GetCaps(p,b)
#define IDirectDrawSurface4_GetClipper(p,a)              (p)->lpVtbl->GetClipper(p,a)
#define IDirectDrawSurface4_GetColorKey(p,a,b)           (p)->lpVtbl->GetColorKey(p,a,b)
#define IDirectDrawSurface4_GetDC(p,a)                   (p)->lpVtbl->GetDC(p,a)
#define IDirectDrawSurface4_GetFlipStatus(p,a)           (p)->lpVtbl->GetFlipStatus(p,a)
#define IDirectDrawSurface4_GetOverlayPosition(p,a,b)    (p)->lpVtbl->GetOverlayPosition(p,a,b)
#define IDirectDrawSurface4_GetPalette(p,a)              (p)->lpVtbl->GetPalette(p,a)
#define IDirectDrawSurface4_GetPixelFormat(p,a)          (p)->lpVtbl->GetPixelFormat(p,a)
#define IDirectDrawSurface4_GetSurfaceDesc(p,a)          (p)->lpVtbl->GetSurfaceDesc(p,a)
#define IDirectDrawSurface4_Initialize(p,a,b)            (p)->lpVtbl->Initialize(p,a,b)
#define IDirectDrawSurface4_IsLost(p)                    (p)->lpVtbl->IsLost(p)
#define IDirectDrawSurface4_Lock(p,a,b,c,d)              (p)->lpVtbl->Lock(p,a,b,c,d)
#define IDirectDrawSurface4_ReleaseDC(p,a)               (p)->lpVtbl->ReleaseDC(p,a)
#define IDirectDrawSurface4_Restore(p)                   (p)->lpVtbl->Restore(p)
#define IDirectDrawSurface4_SetClipper(p,a)              (p)->lpVtbl->SetClipper(p,a)
#define IDirectDrawSurface4_SetColorKey(p,a,b)           (p)->lpVtbl->SetColorKey(p,a,b)
#define IDirectDrawSurface4_SetOverlayPosition(p,a,b)    (p)->lpVtbl->SetOverlayPosition(p,a,b)
#define IDirectDrawSurface4_SetPalette(p,a)              (p)->lpVtbl->SetPalette(p,a)
#define IDirectDrawSurface4_Unlock(p,b)                  (p)->lpVtbl->Unlock(p,b)
#define IDirectDrawSurface4_UpdateOverlay(p,a,b,c,d,e)   (p)->lpVtbl->UpdateOverlay(p,a,b,c,d,e)
#define IDirectDrawSurface4_UpdateOverlayDisplay(p,a)    (p)->lpVtbl->UpdateOverlayDisplay(p,a)
#define IDirectDrawSurface4_UpdateOverlayZOrder(p,a,b)   (p)->lpVtbl->UpdateOverlayZOrder(p,a,b)
#define IDirectDrawSurface4_GetDDInterface(p,a)          (p)->lpVtbl->GetDDInterface(p,a)
#define IDirectDrawSurface4_PageLock(p,a)                (p)->lpVtbl->PageLock(p,a)
#define IDirectDrawSurface4_PageUnlock(p,a)              (p)->lpVtbl->PageUnlock(p,a)
#define IDirectDrawSurface4_SetSurfaceDesc(p,a,b)        (p)->lpVtbl->SetSurfaceDesc(p,a,b)
#define IDirectDrawSurface4_SetPrivateData(p,a,b,c,d)    (p)->lpVtbl->SetPrivateData(p,a,b,c,d)
#define IDirectDrawSurface4_GetPrivateData(p,a,b,c)      (p)->lpVtbl->GetPrivateData(p,a,b,c)
#define IDirectDrawSurface4_FreePrivateData(p,a)         (p)->lpVtbl->FreePrivateData(p,a)
#define IDirectDrawSurface4_GetUniquenessValue(p, a)     (p)->lpVtbl->GetUniquenessValue(p, a)
#define IDirectDrawSurface4_ChangeUniquenessValue(p)     (p)->lpVtbl->ChangeUniquenessValue(p)
#else
#define IDirectDrawSurface4_QueryInterface(p,a,b)        (p)->QueryInterface(a,b)
#define IDirectDrawSurface4_AddRef(p)                    (p)->AddRef()
#define IDirectDrawSurface4_Release(p)                   (p)->Release()
#define IDirectDrawSurface4_AddAttachedSurface(p,a)      (p)->AddAttachedSurface(a)
#define IDirectDrawSurface4_AddOverlayDirtyRect(p,a)     (p)->AddOverlayDirtyRect(a)
#define IDirectDrawSurface4_Blt(p,a,b,c,d,e)             (p)->Blt(a,b,c,d,e)
#define IDirectDrawSurface4_BltBatch(p,a,b,c)            (p)->BltBatch(a,b,c)
#define IDirectDrawSurface4_BltFast(p,a,b,c,d,e)         (p)->BltFast(a,b,c,d,e)
#define IDirectDrawSurface4_DeleteAttachedSurface(p,a,b) (p)->DeleteAttachedSurface(a,b)
#define IDirectDrawSurface4_EnumAttachedSurfaces(p,a,b)  (p)->EnumAttachedSurfaces(a,b)
#define IDirectDrawSurface4_EnumOverlayZOrders(p,a,b,c)  (p)->EnumOverlayZOrders(a,b,c)
#define IDirectDrawSurface4_Flip(p,a,b)                  (p)->Flip(a,b)
#define IDirectDrawSurface4_GetAttachedSurface(p,a,b)    (p)->GetAttachedSurface(a,b)
#define IDirectDrawSurface4_GetBltStatus(p,a)            (p)->GetBltStatus(a)
#define IDirectDrawSurface4_GetCaps(p,b)                 (p)->GetCaps(b)
#define IDirectDrawSurface4_GetClipper(p,a)              (p)->GetClipper(a)
#define IDirectDrawSurface4_GetColorKey(p,a,b)           (p)->GetColorKey(a,b)
#define IDirectDrawSurface4_GetDC(p,a)                   (p)->GetDC(a)
#define IDirectDrawSurface4_GetFlipStatus(p,a)           (p)->GetFlipStatus(a)
#define IDirectDrawSurface4_GetOverlayPosition(p,a,b)    (p)->GetOverlayPosition(a,b)
#define IDirectDrawSurface4_GetPalette(p,a)              (p)->GetPalette(a)
#define IDirectDrawSurface4_GetPixelFormat(p,a)          (p)->GetPixelFormat(a)
#define IDirectDrawSurface4_GetSurfaceDesc(p,a)          (p)->GetSurfaceDesc(a)
#define IDirectDrawSurface4_Initialize(p,a,b)            (p)->Initialize(a,b)
#define IDirectDrawSurface4_IsLost(p)                    (p)->IsLost()
#define IDirectDrawSurface4_Lock(p,a,b,c,d)              (p)->Lock(a,b,c,d)
#define IDirectDrawSurface4_ReleaseDC(p,a)               (p)->ReleaseDC(a)
#define IDirectDrawSurface4_Restore(p)                   (p)->Restore()
#define IDirectDrawSurface4_SetClipper(p,a)              (p)->SetClipper(a)
#define IDirectDrawSurface4_SetColorKey(p,a,b)           (p)->SetColorKey(a,b)
#define IDirectDrawSurface4_SetOverlayPosition(p,a,b)    (p)->SetOverlayPosition(a,b)
#define IDirectDrawSurface4_SetPalette(p,a)              (p)->SetPalette(a)
#define IDirectDrawSurface4_Unlock(p,b)                  (p)->Unlock(b)
#define IDirectDrawSurface4_UpdateOverlay(p,a,b,c,d,e)   (p)->UpdateOverlay(a,b,c,d,e)
#define IDirectDrawSurface4_UpdateOverlayDisplay(p,a)    (p)->UpdateOverlayDisplay(a)
#define IDirectDrawSurface4_UpdateOverlayZOrder(p,a,b)   (p)->UpdateOverlayZOrder(a,b)
#define IDirectDrawSurface4_GetDDInterface(p,a)          (p)->GetDDInterface(a)
#define IDirectDrawSurface4_PageLock(p,a)                (p)->PageLock(a)
#define IDirectDrawSurface4_PageUnlock(p,a)              (p)->PageUnlock(a)
#define IDirectDrawSurface4_SetSurfaceDesc(p,a,b)        (p)->SetSurfaceDesc(a,b)
#define IDirectDrawSurface4_SetPrivateData(p,a,b,c,d)    (p)->SetPrivateData(a,b,c,d)
#define IDirectDrawSurface4_GetPrivateData(p,a,b,c)      (p)->GetPrivateData(a,b,c)
#define IDirectDrawSurface4_FreePrivateData(p,a)         (p)->FreePrivateData(a)
#define IDirectDrawSurface4_GetUniquenessValue(p, a)     (p)->GetUniquenessValue(a)
#define IDirectDrawSurface4_ChangeUniquenessValue(p)     (p)->ChangeUniquenessValue()
#endif

/*
 * IDirectDrawSurface7 and related interfaces
 */
#undef INTERFACE
#define INTERFACE IDirectDrawSurface7
DECLARE_INTERFACE_( IDirectDrawSurface7, IUnknown )
{
    /*** IUnknown methods ***/
    STDMETHOD(QueryInterface) (THIS_ REFIID riid, LPVOID FAR * ppvObj) PURE;
    STDMETHOD_(ULONG,AddRef) (THIS)  PURE;
    STDMETHOD_(ULONG,Release) (THIS) PURE;
    /*** IDirectDrawSurface methods ***/
    STDMETHOD(AddAttachedSurface)(THIS_ LPDIRECTDRAWSURFACE7) PURE;
    STDMETHOD(AddOverlayDirtyRect)(THIS_ LPRECT) PURE;
    STDMETHOD(Blt)(THIS_ LPRECT,LPDIRECTDRAWSURFACE7, LPRECT,DWORD, LPDDBLTFX) PURE;
    STDMETHOD(BltBatch)(THIS_ LPDDBLTBATCH, DWORD, DWORD ) PURE;
    STDMETHOD(BltFast)(THIS_ DWORD,DWORD,LPDIRECTDRAWSURFACE7, LPRECT,DWORD) PURE;
    STDMETHOD(DeleteAttachedSurface)(THIS_ DWORD,LPDIRECTDRAWSURFACE7) PURE;
    STDMETHOD(EnumAttachedSurfaces)(THIS_ LPVOID,LPDDENUMSURFACESCALLBACK7) PURE;
    STDMETHOD(EnumOverlayZOrders)(THIS_ DWORD,LPVOID,LPDDENUMSURFACESCALLBACK7) PURE;
    STDMETHOD(Flip)(THIS_ LPDIRECTDRAWSURFACE7, DWORD) PURE;
    STDMETHOD(GetAttachedSurface)(THIS_ LPDDSCAPS2, LPDIRECTDRAWSURFACE7 FAR *) PURE;
    STDMETHOD(GetBltStatus)(THIS_ DWORD) PURE;
    STDMETHOD(GetCaps)(THIS_ LPDDSCAPS2) PURE;
    STDMETHOD(GetClipper)(THIS_ LPDIRECTDRAWCLIPPER FAR*) PURE;
    STDMETHOD(GetColorKey)(THIS_ DWORD, LPDDCOLORKEY) PURE;
    STDMETHOD(GetDC)(THIS_ HDC FAR *) PURE;
    STDMETHOD(GetFlipStatus)(THIS_ DWORD) PURE;
    STDMETHOD(GetOverlayPosition)(THIS_ LPLONG, LPLONG ) PURE;
    STDMETHOD(GetPalette)(THIS_ LPDIRECTDRAWPALETTE FAR*) PURE;
    STDMETHOD(GetPixelFormat)(THIS_ LPDDPIXELFORMAT) PURE;
    STDMETHOD(GetSurfaceDesc)(THIS_ LPDDSURFACEDESC2) PURE;
    STDMETHOD(Initialize)(THIS_ LPDIRECTDRAW, LPDDSURFACEDESC2) PURE;
    STDMETHOD(IsLost)(THIS) PURE;
    STDMETHOD(Lock)(THIS_ LPRECT,LPDDSURFACEDESC2,DWORD,HANDLE) PURE;
    STDMETHOD(ReleaseDC)(THIS_ HDC) PURE;
    STDMETHOD(Restore)(THIS) PURE;
    STDMETHOD(SetClipper)(THIS_ LPDIRECTDRAWCLIPPER) PURE;
    STDMETHOD(SetColorKey)(THIS_ DWORD, LPDDCOLORKEY) PURE;
    STDMETHOD(SetOverlayPosition)(THIS_ LONG, LONG ) PURE;
    STDMETHOD(SetPalette)(THIS_ LPDIRECTDRAWPALETTE) PURE;
    STDMETHOD(Unlock)(THIS_ LPRECT) PURE;
    STDMETHOD(UpdateOverlay)(THIS_ LPRECT, LPDIRECTDRAWSURFACE7,LPRECT,DWORD, LPDDOVERLAYFX) PURE;
    STDMETHOD(UpdateOverlayDisplay)(THIS_ DWORD) PURE;
    STDMETHOD(UpdateOverlayZOrder)(THIS_ DWORD, LPDIRECTDRAWSURFACE7) PURE;
    /*** Added in the v2 interface ***/
    STDMETHOD(GetDDInterface)(THIS_ LPVOID FAR *) PURE;
    STDMETHOD(PageLock)(THIS_ DWORD) PURE;
    STDMETHOD(PageUnlock)(THIS_ DWORD) PURE;
    /*** Added in the v3 interface ***/
    STDMETHOD(SetSurfaceDesc)(THIS_ LPDDSURFACEDESC2, DWORD) PURE;
    /*** Added in the v4 interface ***/
    STDMETHOD(SetPrivateData)(THIS_ REFGUID, LPVOID, DWORD, DWORD) PURE;
    STDMETHOD(GetPrivateData)(THIS_ REFGUID, LPVOID, LPDWORD) PURE;
    STDMETHOD(FreePrivateData)(THIS_ REFGUID) PURE;
    STDMETHOD(GetUniquenessValue)(THIS_ LPDWORD) PURE;
    STDMETHOD(ChangeUniquenessValue)(THIS) PURE;
    /*** Moved Texture7 methods here ***/
    STDMETHOD(SetPriority)(THIS_ DWORD) PURE;
    STDMETHOD(GetPriority)(THIS_ LPDWORD) PURE;
    STDMETHOD(SetLOD)(THIS_ DWORD) PURE;
    STDMETHOD(GetLOD)(THIS_ LPDWORD) PURE;
};

#if !defined(__cplusplus) || defined(CINTERFACE)
#define IDirectDrawSurface7_QueryInterface(p,a,b)        (p)->lpVtbl->QueryInterface(p,a,b)
#define IDirectDrawSurface7_AddRef(p)                    (p)->lpVtbl->AddRef(p)
#define IDirectDrawSurface7_Release(p)                   (p)->lpVtbl->Release(p)
#define IDirectDrawSurface7_AddAttachedSurface(p,a)      (p)->lpVtbl->AddAttachedSurface(p,a)
#define IDirectDrawSurface7_AddOverlayDirtyRect(p,a)     (p)->lpVtbl->AddOverlayDirtyRect(p,a)
#define IDirectDrawSurface7_Blt(p,a,b,c,d,e)             (p)->lpVtbl->Blt(p,a,b,c,d,e)
#define IDirectDrawSurface7_BltBatch(p,a,b,c)            (p)->lpVtbl->BltBatch(p,a,b,c)
#define IDirectDrawSurface7_BltFast(p,a,b,c,d,e)         (p)->lpVtbl->BltFast(p,a,b,c,d,e)
#define IDirectDrawSurface7_DeleteAttachedSurface(p,a,b) (p)->lpVtbl->DeleteAttachedSurface(p,a,b)
#define IDirectDrawSurface7_EnumAttachedSurfaces(p,a,b)  (p)->lpVtbl->EnumAttachedSurfaces(p,a,b)
#define IDirectDrawSurface7_EnumOverlayZOrders(p,a,b,c)  (p)->lpVtbl->EnumOverlayZOrders(p,a,b,c)
#define IDirectDrawSurface7_Flip(p,a,b)                  (p)->lpVtbl->Flip(p,a,b)
#define IDirectDrawSurface7_GetAttachedSurface(p,a,b)    (p)->lpVtbl->GetAttachedSurface(p,a,b)
#define IDirectDrawSurface7_GetBltStatus(p,a)            (p)->lpVtbl->GetBltStatus(p,a)
#define IDirectDrawSurface7_GetCaps(p,b)                 (p)->lpVtbl->GetCaps(p,b)
#define IDirectDrawSurface7_GetClipper(p,a)              (p)->lpVtbl->GetClipper(p,a)
#define IDirectDrawSurface7_GetColorKey(p,a,b)           (p)->lpVtbl->GetColorKey(p,a,b)
#define IDirectDrawSurface7_GetDC(p,a)                   (p)->lpVtbl->GetDC(p,a)
#define IDirectDrawSurface7_GetFlipStatus(p,a)           (p)->lpVtbl->GetFlipStatus(p,a)
#define IDirectDrawSurface7_GetOverlayPosition(p,a,b)    (p)->lpVtbl->GetOverlayPosition(p,a,b)
#define IDirectDrawSurface7_GetPalette(p,a)              (p)->lpVtbl->GetPalette(p,a)
#define IDirectDrawSurface7_GetPixelFormat(p,a)          (p)->lpVtbl->GetPixelFormat(p,a)
#define IDirectDrawSurface7_GetSurfaceDesc(p,a)          (p)->lpVtbl->GetSurfaceDesc(p,a)
#define IDirectDrawSurface7_Initialize(p,a,b)            (p)->lpVtbl->Initialize(p,a,b)
#define IDirectDrawSurface7_IsLost(p)                    (p)->lpVtbl->IsLost(p)
#define IDirectDrawSurface7_Lock(p,a,b,c,d)              (p)->lpVtbl->Lock(p,a,b,c,d)
#define IDirectDrawSurface7_ReleaseDC(p,a)               (p)->lpVtbl->ReleaseDC(p,a)
#define IDirectDrawSurface7_Restore(p)                   (p)->lpVtbl->Restore(p)
#define IDirectDrawSurface7_SetClipper(p,a)              (p)->lpVtbl->SetClipper(p,a)
#define IDirectDrawSurface7_SetColorKey(p,a,b)           (p)->lpVtbl->SetColorKey(p,a,b)
#define IDirectDrawSurface7_SetOverlayPosition(p,a,b)    (p)->lpVtbl->SetOverlayPosition(p,a,b)
#define IDirectDrawSurface7_SetPalette(p,a)              (p)->lpVtbl->SetPalette(p,a)
#define IDirectDrawSurface7_Unlock(p,b)                  (p)->lpVtbl->Unlock(p,b)
#define IDirectDrawSurface7_UpdateOverlay(p,a,b,c,d,e)   (p)->lpVtbl->UpdateOverlay(p,a,b,c,d,e)
#define IDirectDrawSurface7_UpdateOverlayDisplay(p,a)    (p)->lpVtbl->UpdateOverlayDisplay(p,a)
#define IDirectDrawSurface7_UpdateOverlayZOrder(p,a,b)   (p)->lpVtbl->UpdateOverlayZOrder(p,a,b)
#define IDirectDrawSurface7_GetDDInterface(p,a)          (p)->lpVtbl->GetDDInterface(p,a)
#define IDirectDrawSurface7_PageLock(p,a)                (p)->lpVtbl->PageLock(p,a)
#define IDirectDrawSurface7_PageUnlock(p,a)              (p)->lpVtbl->PageUnlock(p,a)
#define IDirectDrawSurface7_SetSurfaceDesc(p,a,b)        (p)->lpVtbl->SetSurfaceDesc(p,a,b)
#define IDirectDrawSurface7_SetPrivateData(p,a,b,c,d)    (p)->lpVtbl->SetPrivateData(p,a,b,c,d)
#define IDirectDrawSurface7_GetPrivateData(p,a,b,c)      (p)->lpVtbl->GetPrivateData(p,a,b,c)
#define IDirectDrawSurface7_FreePrivateData(p,a)         (p)->lpVtbl->FreePrivateData(p,a)
#define IDirectDrawSurface7_GetUniquenessValue(p, a)     (p)->lpVtbl->GetUniquenessValue(p, a)
#define IDirectDrawSurface7_ChangeUniquenessValue(p)     (p)->lpVtbl->ChangeUniquenessValue(p)
#define IDirectDrawSurface7_SetPriority(p,a)             (p)->lpVtbl->SetPriority(p,a)
#define IDirectDrawSurface7_GetPriority(p,a)             (p)->lpVtbl->GetPriority(p,a)
#define IDirectDrawSurface7_SetLOD(p,a)                  (p)->lpVtbl->SetLOD(p,a)
#define IDirectDrawSurface7_GetLOD(p,a)                  (p)->lpVtbl->GetLOD(p,a)
#else
#define IDirectDrawSurface7_QueryInterface(p,a,b)        (p)->QueryInterface(a,b)
#define IDirectDrawSurface7_AddRef(p)                    (p)->AddRef()
#define IDirectDrawSurface7_Release(p)                   (p)->Release()
#define IDirectDrawSurface7_AddAttachedSurface(p,a)      (p)->AddAttachedSurface(a)
#define IDirectDrawSurface7_AddOverlayDirtyRect(p,a)     (p)->AddOverlayDirtyRect(a)
#define IDirectDrawSurface7_Blt(p,a,b,c,d,e)             (p)->Blt(a,b,c,d,e)
#define IDirectDrawSurface7_BltBatch(p,a,b,c)            (p)->BltBatch(a,b,c)
#define IDirectDrawSurface7_BltFast(p,a,b,c,d,e)         (p)->BltFast(a,b,c,d,e)
#define IDirectDrawSurface7_DeleteAttachedSurface(p,a,b) (p)->DeleteAttachedSurface(a,b)
#define IDirectDrawSurface7_EnumAttachedSurfaces(p,a,b)  (p)->EnumAttachedSurfaces(a,b)
#define IDirectDrawSurface7_EnumOverlayZOrders(p,a,b,c)  (p)->EnumOverlayZOrders(a,b,c)
#define IDirectDrawSurface7_Flip(p,a,b)                  (p)->Flip(a,b)
#define IDirectDrawSurface7_GetAttachedSurface(p,a,b)    (p)->GetAttachedSurface(a,b)
#define IDirectDrawSurface7_GetBltStatus(p,a)            (p)->GetBltStatus(a)
#define IDirectDrawSurface7_GetCaps(p,b)                 (p)->GetCaps(b)
#define IDirectDrawSurface7_GetClipper(p,a)              (p)->GetClipper(a)
#define IDirectDrawSurface7_GetColorKey(p,a,b)           (p)->GetColorKey(a,b)
#define IDirectDrawSurface7_GetDC(p,a)                   (p)->GetDC(a)
#define IDirectDrawSurface7_GetFlipStatus(p,a)           (p)->GetFlipStatus(a)
#define IDirectDrawSurface7_GetOverlayPosition(p,a,b)    (p)->GetOverlayPosition(a,b)
#define IDirectDrawSurface7_GetPalette(p,a)              (p)->GetPalette(a)
#define IDirectDrawSurface7_GetPixelFormat(p,a)          (p)->GetPixelFormat(a)
#define IDirectDrawSurface7_GetSurfaceDesc(p,a)          (p)->GetSurfaceDesc(a)
#define IDirectDrawSurface7_Initialize(p,a,b)            (p)->Initialize(a,b)
#define IDirectDrawSurface7_IsLost(p)                    (p)->IsLost()
#define IDirectDrawSurface7_Lock(p,a,b,c,d)              (p)->Lock(a,b,c,d)
#define IDirectDrawSurface7_ReleaseDC(p,a)               (p)->ReleaseDC(a)
#define IDirectDrawSurface7_Restore(p)                   (p)->Restore()
#define IDirectDrawSurface7_SetClipper(p,a)              (p)->SetClipper(a)
#define IDirectDrawSurface7_SetColorKey(p,a,b)           (p)->SetColorKey(a,b)
#define IDirectDrawSurface7_SetOverlayPosition(p,a,b)    (p)->SetOverlayPosition(a,b)
#define IDirectDrawSurface7_SetPalette(p,a)              (p)->SetPalette(a)
#define IDirectDrawSurface7_Unlock(p,b)                  (p)->Unlock(b)
#define IDirectDrawSurface7_UpdateOverlay(p,a,b,c,d,e)   (p)->UpdateOverlay(a,b,c,d,e)
#define IDirectDrawSurface7_UpdateOverlayDisplay(p,a)    (p)->UpdateOverlayDisplay(a)
#define IDirectDrawSurface7_UpdateOverlayZOrder(p,a,b)   (p)->UpdateOverlayZOrder(a,b)
#define IDirectDrawSurface7_GetDDInterface(p,a)          (p)->GetDDInterface(a)
#define IDirectDrawSurface7_PageLock(p,a)                (p)->PageLock(a)
#define IDirectDrawSurface7_PageUnlock(p,a)              (p)->PageUnlock(a)
#define IDirectDrawSurface7_SetSurfaceDesc(p,a,b)        (p)->SetSurfaceDesc(a,b)
#define IDirectDrawSurface7_SetPrivateData(p,a,b,c,d)    (p)->SetPrivateData(a,b,c,d)
#define IDirectDrawSurface7_GetPrivateData(p,a,b,c)      (p)->GetPrivateData(a,b,c)
#define IDirectDrawSurface7_FreePrivateData(p,a)         (p)->FreePrivateData(a)
#define IDirectDrawSurface7_GetUniquenessValue(p, a)     (p)->GetUniquenessValue(a)
#define IDirectDrawSurface7_ChangeUniquenessValue(p)     (p)->ChangeUniquenessValue()
#define IDirectDrawSurface7_SetPriority(p,a)             (p)->SetPriority(a)
#define IDirectDrawSurface7_GetPriority(p,a)             (p)->GetPriority(a)
#define IDirectDrawSurface7_SetLOD(p,a)                  (p)->SetLOD(a)
#define IDirectDrawSurface7_GetLOD(p,a)                  (p)->GetLOD(a)
#endif


/*
 * IDirectDrawColorControl
 */
#if defined( _WIN32 ) && !defined( _NO_COM )
#undef INTERFACE
#define INTERFACE IDirectDrawColorControl
DECLARE_INTERFACE_( IDirectDrawColorControl, IUnknown )
{
    /*** IUnknown methods ***/
    STDMETHOD(QueryInterface) (THIS_ REFIID riid, LPVOID FAR * ppvObj) PURE;
    STDMETHOD_(ULONG,AddRef) (THIS)  PURE;
    STDMETHOD_(ULONG,Release) (THIS) PURE;
    /*** IDirectDrawColorControl methods ***/
    STDMETHOD(GetColorControls)(THIS_ LPDDCOLORCONTROL) PURE;
    STDMETHOD(SetColorControls)(THIS_ LPDDCOLORCONTROL) PURE;
};

#if !defined(__cplusplus) || defined(CINTERFACE)
#define IDirectDrawColorControl_QueryInterface(p, a, b)  (p)->lpVtbl->QueryInterface(p, a, b)
#define IDirectDrawColorControl_AddRef(p)                (p)->lpVtbl->AddRef(p)
#define IDirectDrawColorControl_Release(p)               (p)->lpVtbl->Release(p)
#define IDirectDrawColorControl_GetColorControls(p, a)   (p)->lpVtbl->GetColorControls(p, a)
#define IDirectDrawColorControl_SetColorControls(p, a)   (p)->lpVtbl->SetColorControls(p, a)
#else
#define IDirectDrawColorControl_QueryInterface(p, a, b)  (p)->QueryInterface(a, b)
#define IDirectDrawColorControl_AddRef(p)                (p)->AddRef()
#define IDirectDrawColorControl_Release(p)               (p)->Release()
#define IDirectDrawColorControl_GetColorControls(p, a)   (p)->GetColorControls(a)
#define IDirectDrawColorControl_SetColorControls(p, a)   (p)->SetColorControls(a)
#endif

#endif


/*
 * IDirectDrawGammaControl
 */
#if defined( _WIN32 ) && !defined( _NO_COM )
#undef INTERFACE
#define INTERFACE IDirectDrawGammaControl
DECLARE_INTERFACE_( IDirectDrawGammaControl, IUnknown )
{
    /*** IUnknown methods ***/
    STDMETHOD(QueryInterface) (THIS_ REFIID riid, LPVOID FAR * ppvObj) PURE;
    STDMETHOD_(ULONG,AddRef) (THIS)  PURE;
    STDMETHOD_(ULONG,Release) (THIS) PURE;
    /*** IDirectDrawGammaControl methods ***/
    STDMETHOD(GetGammaRamp)(THIS_ DWORD, LPDDGAMMARAMP) PURE;
    STDMETHOD(SetGammaRamp)(THIS_ DWORD, LPDDGAMMARAMP) PURE;
};

#if !defined(__cplusplus) || defined(CINTERFACE)
#define IDirectDrawGammaControl_QueryInterface(p, a, b)  (p)->lpVtbl->QueryInterface(p, a, b)
#define IDirectDrawGammaControl_AddRef(p)                (p)->lpVtbl->AddRef(p)
#define IDirectDrawGammaControl_Release(p)               (p)->lpVtbl->Release(p)
#define IDirectDrawGammaControl_GetGammaRamp(p, a, b)    (p)->lpVtbl->GetGammaRamp(p, a, b)
#define IDirectDrawGammaControl_SetGammaRamp(p, a, b)    (p)->lpVtbl->SetGammaRamp(p, a, b)
#else
#define IDirectDrawGammaControl_QueryInterface(p, a, b)  (p)->QueryInterface(a, b)
#define IDirectDrawGammaControl_AddRef(p)                (p)->AddRef()
#define IDirectDrawGammaControl_Release(p)               (p)->Release()
#define IDirectDrawGammaControl_GetGammaRamp(p, a, b)    (p)->GetGammaRamp(a, b)
#define IDirectDrawGammaControl_SetGammaRamp(p, a, b)    (p)->SetGammaRamp(a, b)
#endif

#endif



#endif


/*
 * DDSURFACEDESC
 */
typedef struct _DDSURFACEDESC
{
    DWORD               dwSize;                 // size of the DDSURFACEDESC structure
    DWORD               dwFlags;                // determines what fields are valid
    DWORD               dwHeight;               // height of surface to be created
    DWORD               dwWidth;                // width of input surface
    union
    {
        LONG            lPitch;                 // distance to start of next line (return value only)
        DWORD           dwLinearSize;           // Formless late-allocated optimized surface size
    } DUMMYUNIONNAMEN(1);
    DWORD               dwBackBufferCount;      // number of back buffers requested
    union
    {
        DWORD           dwMipMapCount;          // number of mip-map levels requested
        DWORD           dwZBufferBitDepth;      // depth of Z buffer requested
        DWORD           dwRefreshRate;          // refresh rate (used when display mode is described)
    } DUMMYUNIONNAMEN(2);
    DWORD               dwAlphaBitDepth;        // depth of alpha buffer requested
    DWORD               dwReserved;             // reserved
    LPVOID              lpSurface;              // pointer to the associated surface memory
    DDCOLORKEY          ddckCKDestOverlay;      // color key for destination overlay use
    DDCOLORKEY          ddckCKDestBlt;          // color key for destination blt use
    DDCOLORKEY          ddckCKSrcOverlay;       // color key for source overlay use
    DDCOLORKEY          ddckCKSrcBlt;           // color key for source blt use
    DDPIXELFORMAT       ddpfPixelFormat;        // pixel format description of the surface
    DDSCAPS             ddsCaps;                // direct draw surface capabilities
} DDSURFACEDESC;

/*
 * DDSURFACEDESC2
 */
typedef struct _DDSURFACEDESC2
{
    DWORD               dwSize;                 // size of the DDSURFACEDESC structure
    DWORD               dwFlags;                // determines what fields are valid
    DWORD               dwHeight;               // height of surface to be created
    DWORD               dwWidth;                // width of input surface
    union
    {
        LONG            lPitch;                 // distance to start of next line (return value only)
        DWORD           dwLinearSize;           // Formless late-allocated optimized surface size
    } DUMMYUNIONNAMEN(1);
    union
    {
        DWORD           dwBackBufferCount;      // number of back buffers requested
        DWORD           dwDepth;                // the depth if this is a volume texture 
    } DUMMYUNIONNAMEN(5);
    union
    {
        DWORD           dwMipMapCount;          // number of mip-map levels requestde
                                                // dwZBufferBitDepth removed, use ddpfPixelFormat one instead
        DWORD           dwRefreshRate;          // refresh rate (used when display mode is described)
        DWORD           dwSrcVBHandle;          // The source used in VB::Optimize
    } DUMMYUNIONNAMEN(2);
    DWORD               dwAlphaBitDepth;        // depth of alpha buffer requested
    DWORD               dwReserved;             // reserved
    LPVOID              lpSurface;              // pointer to the associated surface memory
    union
    {
        DDCOLORKEY      ddckCKDestOverlay;      // color key for destination overlay use
        DWORD           dwEmptyFaceColor;       // Physical color for empty cubemap faces
    } DUMMYUNIONNAMEN(3);
    DDCOLORKEY          ddckCKDestBlt;          // color key for destination blt use
    DDCOLORKEY          ddckCKSrcOverlay;       // color key for source overlay use
    DDCOLORKEY          ddckCKSrcBlt;           // color key for source blt use
    union
    {
        DDPIXELFORMAT   ddpfPixelFormat;        // pixel format description of the surface
        DWORD           dwFVF;                  // vertex format description of vertex buffers
    } DUMMYUNIONNAMEN(4);
    DDSCAPS2            ddsCaps;                // direct draw surface capabilities
    DWORD               dwTextureStage;         // stage in multitexture cascade
} DDSURFACEDESC2;

/*
 * ddsCaps field is valid.
 */
#define DDSD_CAPS               0x00000001l     // default

/*
 * dwHeight field is valid.
 */
#define DDSD_HEIGHT             0x00000002l

/*
 * dwWidth field is valid.
 */
#define DDSD_WIDTH              0x00000004l

/*
 * lPitch is valid.
 */
#define DDSD_PITCH              0x00000008l

/*
 * dwBackBufferCount is valid.
 */
#define DDSD_BACKBUFFERCOUNT    0x00000020l

/*
 * dwZBufferBitDepth is valid.  (shouldnt be used in DDSURFACEDESC2)
 */
#define DDSD_ZBUFFERBITDEPTH    0x00000040l

/*
 * dwAlphaBitDepth is valid.
 */
#define DDSD_ALPHABITDEPTH      0x00000080l


/*
 * lpSurface is valid.
 */
#define DDSD_LPSURFACE          0x00000800l

/*
 * ddpfPixelFormat is valid.
 */
#define DDSD_PIXELFORMAT        0x00001000l

/*
 * ddckCKDestOverlay is valid.
 */
#define DDSD_CKDESTOVERLAY      0x00002000l

/*
 * ddckCKDestBlt is valid.
 */
#define DDSD_CKDESTBLT          0x00004000l

/*
 * ddckCKSrcOverlay is valid.
 */
#define DDSD_CKSRCOVERLAY       0x00008000l

/*
 * ddckCKSrcBlt is valid.
 */
#define DDSD_CKSRCBLT           0x00010000l

/*
 * dwMipMapCount is valid.
 */
#define DDSD_MIPMAPCOUNT        0x00020000l

 /*
  * dwRefreshRate is valid
  */
#define DDSD_REFRESHRATE        0x00040000l

/*
 * dwLinearSize is valid
 */
#define DDSD_LINEARSIZE         0x00080000l

/*
 * dwTextureStage is valid
 */
#define DDSD_TEXTURESTAGE       0x00100000l
/*
 * dwFVF is valid
 */
#define DDSD_FVF                0x00200000l
/*
 * dwSrcVBHandle is valid
 */
#define DDSD_SRCVBHANDLE        0x00400000l

/*
 * dwDepth is valid
 */
#define DDSD_DEPTH              0x00800000l

/*
 * All input fields are valid.
 */
#define DDSD_ALL                0x00fff9eel

/*
 * DDOPTSURFACEDESC
 */
typedef struct _DDOPTSURFACEDESC
{
    DWORD       dwSize;             // size of the DDOPTSURFACEDESC structure
    DWORD       dwFlags;            // determines what fields are valid
    DDSCAPS2    ddSCaps;            // Common caps like: Memory type
    DDOSCAPS    ddOSCaps;           // Common caps like: Memory type
    GUID        guid;               // Compression technique GUID
    DWORD       dwCompressionRatio; // Compression ratio
} DDOPTSURFACEDESC;

/*
 * guid field is valid.
 */
#define DDOSD_GUID                  0x00000001l

/*
 * dwCompressionRatio field is valid.
 */
#define DDOSD_COMPRESSION_RATIO     0x00000002l

/*
 * ddSCaps field is valid.
 */
#define DDOSD_SCAPS                 0x00000004l

/*
 * ddOSCaps field is valid.
 */
#define DDOSD_OSCAPS                0x00000008l

/*
 * All input fields are valid.
 */
#define DDOSD_ALL                   0x0000000fl

/*
 * The surface's optimized pixelformat is compressed
 */
#define DDOSDCAPS_OPTCOMPRESSED                 0x00000001l

/*
 * The surface's optimized pixelformat is reordered
 */
#define DDOSDCAPS_OPTREORDERED                  0x00000002l

/*
 * The opt surface is a monolithic mipmap
 */
#define DDOSDCAPS_MONOLITHICMIPMAP              0x00000004l

/*
 * The valid Surf caps:
 * #define DDSCAPS_SYSTEMMEMORY                 0x00000800l
 * #define DDSCAPS_VIDEOMEMORY          0x00004000l
 * #define DDSCAPS_LOCALVIDMEM          0x10000000l
 * #define DDSCAPS_NONLOCALVIDMEM       0x20000000l
 */
#define DDOSDCAPS_VALIDSCAPS            0x30004800l

/*
 * The valid OptSurf caps
 */
#define DDOSDCAPS_VALIDOSCAPS           0x00000007l


/*
 * DDCOLORCONTROL
 */
typedef struct _DDCOLORCONTROL
{
    DWORD               dwSize;
    DWORD               dwFlags;
    LONG                lBrightness;
    LONG                lContrast;
    LONG                lHue;
    LONG                lSaturation;
    LONG                lSharpness;
    LONG                lGamma;
    LONG                lColorEnable;
    DWORD               dwReserved1;
} DDCOLORCONTROL;


/*
 * lBrightness field is valid.
 */
#define DDCOLOR_BRIGHTNESS              0x00000001l

/*
 * lContrast field is valid.
 */
#define DDCOLOR_CONTRAST                0x00000002l

/*
 * lHue field is valid.
 */
#define DDCOLOR_HUE                     0x00000004l

/*
 * lSaturation field is valid.
 */
#define DDCOLOR_SATURATION              0x00000008l

/*
 * lSharpness field is valid.
 */
#define DDCOLOR_SHARPNESS               0x00000010l

/*
 * lGamma field is valid.
 */
#define DDCOLOR_GAMMA                   0x00000020l

/*
 * lColorEnable field is valid.
 */
#define DDCOLOR_COLORENABLE             0x00000040l



/*============================================================================
 *
 * Direct Draw Capability Flags
 *
 * These flags are used to describe the capabilities of a given Surface.
 * All flags are bit flags.
 *
 *==========================================================================*/

/****************************************************************************
 *
 * DIRECTDRAWSURFACE CAPABILITY FLAGS
 *
 ****************************************************************************/

/*
 * This bit is reserved. It should not be specified.
 */
#define DDSCAPS_RESERVED1                       0x00000001l

/*
 * Indicates that this surface contains alpha-only information.
 * (To determine if a surface is RGBA/YUVA, the pixel format must be
 * interrogated.)
 */
#define DDSCAPS_ALPHA                           0x00000002l

/*
 * Indicates that this surface is a backbuffer.  It is generally
 * set by CreateSurface when the DDSCAPS_FLIP capability bit is set.
 * It indicates that this surface is THE back buffer of a surface
 * flipping structure.  DirectDraw supports N surfaces in a
 * surface flipping structure.  Only the surface that immediately
 * precedeces the DDSCAPS_FRONTBUFFER has this capability bit set.
 * The other surfaces are identified as back buffers by the presence
 * of the DDSCAPS_FLIP capability, their attachment order, and the
 * absence of the DDSCAPS_FRONTBUFFER and DDSCAPS_BACKBUFFER
 * capabilities.  The bit is sent to CreateSurface when a standalone
 * back buffer is being created.  This surface could be attached to
 * a front buffer and/or back buffers to form a flipping surface
 * structure after the CreateSurface call.  See AddAttachments for
 * a detailed description of the behaviors in this case.
 */
#define DDSCAPS_BACKBUFFER                      0x00000004l

/*
 * Indicates a complex surface structure is being described.  A
 * complex surface structure results in the creation of more than
 * one surface.  The additional surfaces are attached to the root
 * surface.  The complex structure can only be destroyed by
 * destroying the root.
 */
#define DDSCAPS_COMPLEX                         0x00000008l

/*
 * Indicates that this surface is a part of a surface flipping structure.
 * When it is passed to CreateSurface the DDSCAPS_FRONTBUFFER and
 * DDSCAP_BACKBUFFER bits are not set.  They are set by CreateSurface
 * on the resulting creations.  The dwBackBufferCount field in the
 * DDSURFACEDESC structure must be set to at least 1 in order for
 * the CreateSurface call to succeed.  The DDSCAPS_COMPLEX capability
 * must always be set with creating multiple surfaces through CreateSurface.
 */
#define DDSCAPS_FLIP                            0x00000010l

/*
 * Indicates that this surface is THE front buffer of a surface flipping
 * structure.  It is generally set by CreateSurface when the DDSCAPS_FLIP
 * capability bit is set.
 * If this capability is sent to CreateSurface then a standalonw front buffer
 * is created.  This surface will not have the DDSCAPS_FLIP capability.
 * It can be attached to other back buffers to form a flipping structure.
 * See AddAttachments for a detailed description of the behaviors in this
 * case.
 */
#define DDSCAPS_FRONTBUFFER                     0x00000020l

/*
 * Indicates that this surface is any offscreen surface that is not an overlay,
 * texture, zbuffer, front buffer, back buffer, or alpha surface.  It is used
 * to identify plain vanilla surfaces.
 */
#define DDSCAPS_OFFSCREENPLAIN                  0x00000040l

/*
 * Indicates that this surface is an overlay.  It may or may not be directly visible
 * depending on whether or not it is currently being overlayed onto the primary
 * surface.  DDSCAPS_VISIBLE can be used to determine whether or not it is being
 * overlayed at the moment.
 */
#define DDSCAPS_OVERLAY                         0x00000080l

/*
 * Indicates that unique DirectDrawPalette objects can be created and
 * attached to this surface.
 */
#define DDSCAPS_PALETTE                         0x00000100l

/*
 * Indicates that this surface is the primary surface.  The primary
 * surface represents what the user is seeing at the moment.
 */
#define DDSCAPS_PRIMARYSURFACE                  0x00000200l


/*
 * This flag used to be DDSCAPS_PRIMARYSURFACELEFT, which is now
 * obsolete.
 */
#define DDSCAPS_RESERVED3               0x00000400l
#define DDSCAPS_PRIMARYSURFACELEFT              0x00000000l

/*
 * Indicates that this surface memory was allocated in system memory
 */
#define DDSCAPS_SYSTEMMEMORY                    0x00000800l

/*
 * Indicates that this surface can be used as a 3D texture.  It does not
 * indicate whether or not the surface is being used for that purpose.
 */
#define DDSCAPS_TEXTURE                         0x00001000l

/*
 * Indicates that a surface may be a destination for 3D rendering.  This
 * bit must be set in order to query for a Direct3D Device Interface
 * from this surface.
 */
#define DDSCAPS_3DDEVICE                        0x00002000l

/*
 * Indicates that this surface exists in video memory.
 */
#define DDSCAPS_VIDEOMEMORY                     0x00004000l

/*
 * Indicates that changes made to this surface are immediately visible.
 * It is always set for the primary surface and is set for overlays while
 * they are being overlayed and texture maps while they are being textured.
 */
#define DDSCAPS_VISIBLE                         0x00008000l

/*
 * Indicates that only writes are permitted to the surface.  Read accesses
 * from the surface may or may not generate a protection fault, but the
 * results of a read from this surface will not be meaningful.  READ ONLY.
 */
#define DDSCAPS_WRITEONLY                       0x00010000l

/*
 * Indicates that this surface is a z buffer. A z buffer does not contain
 * displayable information.  Instead it contains bit depth information that is
 * used to determine which pixels are visible and which are obscured.
 */
#define DDSCAPS_ZBUFFER                         0x00020000l

/*
 * Indicates surface will have a DC associated long term
 */
#define DDSCAPS_OWNDC                           0x00040000l

/*
 * Indicates surface should be able to receive live video
 */
#define DDSCAPS_LIVEVIDEO                       0x00080000l

/*
 * Indicates surface should be able to have a stream decompressed
 * to it by the hardware.
 */
#define DDSCAPS_HWCODEC                         0x00100000l

/*
 * Surface is a ModeX surface.
 *
 */
#define DDSCAPS_MODEX                           0x00200000l

/*
 * Indicates surface is one level of a mip-map. This surface will
 * be attached to other DDSCAPS_MIPMAP surfaces to form the mip-map.
 * This can be done explicitly, by creating a number of surfaces and
 * attaching them with AddAttachedSurface or by implicitly by CreateSurface.
 * If this bit is set then DDSCAPS_TEXTURE must also be set.
 */
#define DDSCAPS_MIPMAP                          0x00400000l

/*
 * This bit is reserved. It should not be specified.
 */
#define DDSCAPS_RESERVED2                       0x00800000l


/*
 * Indicates that memory for the surface is not allocated until the surface
 * is loaded (via the Direct3D texture Load() function).
 */
#define DDSCAPS_ALLOCONLOAD                     0x04000000l

/*
 * Indicates that the surface will recieve data from a video port.
 */
#define DDSCAPS_VIDEOPORT                       0x08000000l

/*
 * Indicates that a video memory surface is resident in true, local video
 * memory rather than non-local video memory. If this flag is specified then
 * so must DDSCAPS_VIDEOMEMORY. This flag is mutually exclusive with
 * DDSCAPS_NONLOCALVIDMEM.
 */
#define DDSCAPS_LOCALVIDMEM                     0x10000000l

/*
 * Indicates that a video memory surface is resident in non-local video
 * memory rather than true, local video memory. If this flag is specified
 * then so must DDSCAPS_VIDEOMEMORY. This flag is mutually exclusive with
 * DDSCAPS_LOCALVIDMEM.
 */
#define DDSCAPS_NONLOCALVIDMEM                  0x20000000l

/*
 * Indicates that this surface is a standard VGA mode surface, and not a
 * ModeX surface. (This flag will never be set in combination with the
 * DDSCAPS_MODEX flag).
 */
#define DDSCAPS_STANDARDVGAMODE                 0x40000000l

/*
 * Indicates that this surface will be an optimized surface. This flag is
 * currently only valid in conjunction with the DDSCAPS_TEXTURE flag. The surface
 * will be created without any underlying video memory until loaded.
 */
#define DDSCAPS_OPTIMIZED                       0x80000000l



/*
 * This bit is reserved
 */
#define DDSCAPS2_RESERVED4                      0x00000002L
#define DDSCAPS2_HARDWAREDEINTERLACE            0x00000000L

/*
 * Indicates to the driver that this surface will be locked very frequently
 * (for procedural textures, dynamic lightmaps, etc). Surfaces with this cap
 * set must also have DDSCAPS_TEXTURE. This cap cannot be used with
 * DDSCAPS2_HINTSTATIC and DDSCAPS2_OPAQUE.
 */
#define DDSCAPS2_HINTDYNAMIC                    0x00000004L

/*
 * Indicates to the driver that this surface can be re-ordered/retiled on
 * load. This operation will not change the size of the texture. It is
 * relatively fast and symmetrical, since the application may lock these
 * bits (although it will take a performance hit when doing so). Surfaces
 * with this cap set must also have DDSCAPS_TEXTURE. This cap cannot be
 * used with DDSCAPS2_HINTDYNAMIC and DDSCAPS2_OPAQUE.
 */
#define DDSCAPS2_HINTSTATIC                     0x00000008L

/*
 * Indicates that the client would like this texture surface to be managed by the
 * DirectDraw/Direct3D runtime. Surfaces with this cap set must also have
 * DDSCAPS_TEXTURE set.
 */
#define DDSCAPS2_TEXTUREMANAGE                  0x00000010L

/*
 * These bits are reserved for internal use */
#define DDSCAPS2_RESERVED1                      0x00000020L
#define DDSCAPS2_RESERVED2                      0x00000040L

/*
 * Indicates to the driver that this surface will never be locked again.
 * The driver is free to optimize this surface via retiling and actual compression.
 * All calls to Lock() or Blts from this surface will fail. Surfaces with this
 * cap set must also have DDSCAPS_TEXTURE. This cap cannot be used with
 * DDSCAPS2_HINTDYNAMIC and DDSCAPS2_HINTSTATIC.
 */
#define DDSCAPS2_OPAQUE                         0x00000080L

/*
 * Applications should set this bit at CreateSurface time to indicate that they
 * intend to use antialiasing. Only valid if DDSCAPS_3DDEVICE is also set.
 */
#define DDSCAPS2_HINTANTIALIASING               0x00000100L


/*
 * This flag is used at CreateSurface time to indicate that this set of
 * surfaces is a cubic environment map
 */
#define DDSCAPS2_CUBEMAP                        0x00000200L

/*
 * These flags preform two functions:
 * - At CreateSurface time, they define which of the six cube faces are
 *   required by the application.
 * - After creation, each face in the cubemap will have exactly one of these
 *   bits set.
 */
#define DDSCAPS2_CUBEMAP_POSITIVEX              0x00000400L
#define DDSCAPS2_CUBEMAP_NEGATIVEX              0x00000800L
#define DDSCAPS2_CUBEMAP_POSITIVEY              0x00001000L
#define DDSCAPS2_CUBEMAP_NEGATIVEY              0x00002000L
#define DDSCAPS2_CUBEMAP_POSITIVEZ              0x00004000L
#define DDSCAPS2_CUBEMAP_NEGATIVEZ              0x00008000L

/*
 * This macro may be used to specify all faces of a cube map at CreateSurface time
 */
#define DDSCAPS2_CUBEMAP_ALLFACES ( DDSCAPS2_CUBEMAP_POSITIVEX |\
                                    DDSCAPS2_CUBEMAP_NEGATIVEX |\
                                    DDSCAPS2_CUBEMAP_POSITIVEY |\
                                    DDSCAPS2_CUBEMAP_NEGATIVEY |\
                                    DDSCAPS2_CUBEMAP_POSITIVEZ |\
                                    DDSCAPS2_CUBEMAP_NEGATIVEZ )


/*
 * This flag is an additional flag which is present on mipmap sublevels from DX7 onwards
 * It enables easier use of GetAttachedSurface rather than EnumAttachedSurfaces for surface
 * constructs such as Cube Maps, wherein there are more than one mipmap surface attached
 * to the root surface.
 * This caps bit is ignored by CreateSurface
 */
#define DDSCAPS2_MIPMAPSUBLEVEL                 0x00010000L

/* This flag indicates that the texture should be managed by D3D only */
#define DDSCAPS2_D3DTEXTUREMANAGE               0x00020000L

/* This flag indicates that the managed surface can be safely lost */
#define DDSCAPS2_DONOTPERSIST                   0x00040000L

/* indicates that this surface is part of a stereo flipping chain */
#define DDSCAPS2_STEREOSURFACELEFT              0x00080000L


/*
 * Indicates that the surface is a volume.
 * Can be combined with DDSCAPS_MIPMAP to indicate a multi-level volume
 */
#define DDSCAPS2_VOLUME                         0x00200000L

/*
 * Indicates that the surface may be locked multiple times by the application.
 * This cap cannot be used with DDSCAPS2_OPAQUE.
 */
#define DDSCAPS2_NOTUSERLOCKABLE                0x00400000L

/*
 * Indicates that the vertex buffer data can be used to render points and
 * point sprites.
 */
#define DDSCAPS2_POINTS                         0x00800000L

/*
 * Indicates that the vertex buffer data can be used to render rt pactches.
 */
#define DDSCAPS2_RTPATCHES                      0x01000000L

/*
 * Indicates that the vertex buffer data can be used to render n patches.
 */
#define DDSCAPS2_NPATCHES                       0x02000000L

/*
 * This bit is reserved for internal use 
 */
#define DDSCAPS2_RESERVED3                      0x04000000L


/*
 * Indicates that the contents of the backbuffer do not have to be preserved
 * the contents of the backbuffer after they are presented.
 */
#define DDSCAPS2_DISCARDBACKBUFFER              0x10000000L

/*
 * Indicates that all surfaces in this creation chain should be given an alpha channel.
 * This flag will be set on primary surface chains that may have no explicit pixel format
 * (and thus take on the format of the current display mode).
 * The driver should infer that all these surfaces have a format having an alpha channel.
 * (e.g. assume D3DFMT_A8R8G8B8 if the display mode is x888.)
 */
#define DDSCAPS2_ENABLEALPHACHANNEL             0x20000000L

/*
 * Indicates that all surfaces in this creation chain is extended primary surface format.
 * This flag will be set on extended primary surface chains that always have explicit pixel
 * format and the pixel format is typically GDI (Graphics Device Interface) couldn't handle,
 * thus only used with fullscreen application. (e.g. D3DFMT_A2R10G10B10 format)
 */
#define DDSCAPS2_EXTENDEDFORMATPRIMARY          0x40000000L

/*
 * Indicates that all surfaces in this creation chain is additional primary surface.
 * This flag will be set on primary surface chains which must present on the adapter
 * id provided on dwCaps4. Typically this will be used to create secondary primary surface
 * on DualView display adapter.
 */
#define DDSCAPS2_ADDITIONALPRIMARY              0x80000000L

/*
 * This is a mask that indicates the set of bits that may be set
 * at createsurface time to indicate number of samples per pixel
 * when multisampling
 */
#define DDSCAPS3_MULTISAMPLE_MASK               0x0000001FL

/*
 * This is a mask that indicates the set of bits that may be set
 * at createsurface time to indicate the quality level of rendering
 * for the current number of samples per pixel
 */
#define DDSCAPS3_MULTISAMPLE_QUALITY_MASK       0x000000E0L
#define DDSCAPS3_MULTISAMPLE_QUALITY_SHIFT      5

/*
 * This bit is reserved for internal use 
 */
#define DDSCAPS3_RESERVED1                      0x00000100L

/*
 * This bit is reserved for internal use 
 */
#define DDSCAPS3_RESERVED2                      0x00000200L

/*
 * This indicates whether this surface has light-weight miplevels
 */
#define DDSCAPS3_LIGHTWEIGHTMIPMAP              0x00000400L

/*
 * This indicates that the mipsublevels for this surface are auto-generated
 */
#define DDSCAPS3_AUTOGENMIPMAP                  0x00000800L

/*
 * This indicates that the mipsublevels for this surface are auto-generated
 */
#define DDSCAPS3_DMAP                           0x00001000L

/* D3D9Ex only -- */
#if !defined(D3D_DISABLE_9EX)

/*
 * This indicates that this surface is to be shared by processes
 */
#define DDSCAPS3_CREATESHAREDRESOURCE           0x00002000L

/*
 * This indicates that this surface need to be initialized before being
 * shared, this bit implies that this surface is read only after initialization
 * absence of this bit implies that this surface allows both read and write
 */
#define DDSCAPS3_READONLYRESOURCE               0x00004000L

/*
 * This indicates that this surface is to share an existing video memory with 
 * another surface created with DDSCAPS3_CREATESHAREDRESOURCE, This bit is never
 * used with DDSCAPS3_CREATESHAREDRESOURCE
 */
#define DDSCAPS3_OPENSHAREDRESOURCE             0x00008000L

#endif // !D3D_DISABLE_9EX
/* -- D3D9Ex only */


 /****************************************************************************
 *
 * DIRECTDRAW DRIVER CAPABILITY FLAGS
 *
 ****************************************************************************/

/*
 * Display hardware has 3D acceleration.
 */
#define DDCAPS_3D                       0x00000001l

/*
 * Indicates that DirectDraw will support only dest rectangles that are aligned
 * on DIRECTDRAWCAPS.dwAlignBoundaryDest boundaries of the surface, respectively.
 * READ ONLY.
 */
#define DDCAPS_ALIGNBOUNDARYDEST        0x00000002l

/*
 * Indicates that DirectDraw will support only source rectangles  whose sizes in
 * BYTEs are DIRECTDRAWCAPS.dwAlignSizeDest multiples, respectively.  READ ONLY.
 */
#define DDCAPS_ALIGNSIZEDEST            0x00000004l
/*
 * Indicates that DirectDraw will support only source rectangles that are aligned
 * on DIRECTDRAWCAPS.dwAlignBoundarySrc boundaries of the surface, respectively.
 * READ ONLY.
 */
#define DDCAPS_ALIGNBOUNDARYSRC         0x00000008l

/*
 * Indicates that DirectDraw will support only source rectangles  whose sizes in
 * BYTEs are DIRECTDRAWCAPS.dwAlignSizeSrc multiples, respectively.  READ ONLY.
 */
#define DDCAPS_ALIGNSIZESRC             0x00000010l

/*
 * Indicates that DirectDraw will create video memory surfaces that have a stride
 * alignment equal to DIRECTDRAWCAPS.dwAlignStride.  READ ONLY.
 */
#define DDCAPS_ALIGNSTRIDE              0x00000020l

/*
 * Display hardware is capable of blt operations.
 */
#define DDCAPS_BLT                      0x00000040l

/*
 * Display hardware is capable of asynchronous blt operations.
 */
#define DDCAPS_BLTQUEUE                 0x00000080l

/*
 * Display hardware is capable of color space conversions during the blt operation.
 */
#define DDCAPS_BLTFOURCC                0x00000100l

/*
 * Display hardware is capable of stretching during blt operations.
 */
#define DDCAPS_BLTSTRETCH               0x00000200l

/*
 * Display hardware is shared with GDI.
 */
#define DDCAPS_GDI                      0x00000400l

/*
 * Display hardware can overlay.
 */
#define DDCAPS_OVERLAY                  0x00000800l

/*
 * Set if display hardware supports overlays but can not clip them.
 */
#define DDCAPS_OVERLAYCANTCLIP          0x00001000l

/*
 * Indicates that overlay hardware is capable of color space conversions during
 * the overlay operation.
 */
#define DDCAPS_OVERLAYFOURCC            0x00002000l

/*
 * Indicates that stretching can be done by the overlay hardware.
 */
#define DDCAPS_OVERLAYSTRETCH           0x00004000l

/*
 * Indicates that unique DirectDrawPalettes can be created for DirectDrawSurfaces
 * other than the primary surface.
 */
#define DDCAPS_PALETTE                  0x00008000l

/*
 * Indicates that palette changes can be syncd with the veritcal refresh.
 */
#define DDCAPS_PALETTEVSYNC             0x00010000l

/*
 * Display hardware can return the current scan line.
 */
#define DDCAPS_READSCANLINE             0x00020000l


/*
 * This flag used to bo DDCAPS_STEREOVIEW, which is now obsolete
 */
#define DDCAPS_RESERVED1                0x00040000l

/*
 * Display hardware is capable of generating a vertical blank interrupt.
 */
#define DDCAPS_VBI                      0x00080000l

/*
 * Supports the use of z buffers with blt operations.
 */
#define DDCAPS_ZBLTS                    0x00100000l

/*
 * Supports Z Ordering of overlays.
 */
#define DDCAPS_ZOVERLAYS                0x00200000l

/*
 * Supports color key
 */
#define DDCAPS_COLORKEY                 0x00400000l

/*
 * Supports alpha surfaces
 */
#define DDCAPS_ALPHA                    0x00800000l

/*
 * colorkey is hardware assisted(DDCAPS_COLORKEY will also be set)
 */
#define DDCAPS_COLORKEYHWASSIST         0x01000000l

/*
 * no hardware support at all
 */
#define DDCAPS_NOHARDWARE               0x02000000l

/*
 * Display hardware is capable of color fill with bltter
 */
#define DDCAPS_BLTCOLORFILL             0x04000000l

/*
 * Display hardware is bank switched, and potentially very slow at
 * random access to VRAM.
 */
#define DDCAPS_BANKSWITCHED             0x08000000l

/*
 * Display hardware is capable of depth filling Z-buffers with bltter
 */
#define DDCAPS_BLTDEPTHFILL             0x10000000l

/*
 * Display hardware is capable of clipping while bltting.
 */
#define DDCAPS_CANCLIP                  0x20000000l

/*
 * Display hardware is capable of clipping while stretch bltting.
 */
#define DDCAPS_CANCLIPSTRETCHED         0x40000000l

/*
 * Display hardware is capable of bltting to or from system memory
 */
#define DDCAPS_CANBLTSYSMEM             0x80000000l


 /****************************************************************************
 *
 * MORE DIRECTDRAW DRIVER CAPABILITY FLAGS (dwCaps2)
 *
 ****************************************************************************/

/*
 * Display hardware is certified
 */
#define DDCAPS2_CERTIFIED              0x00000001l

/*
 * Driver cannot interleave 2D operations (lock and blt) to surfaces with
 * Direct3D rendering operations between calls to BeginScene() and EndScene()
 */
#define DDCAPS2_NO2DDURING3DSCENE       0x00000002l

/*
 * Display hardware contains a video port
 */
#define DDCAPS2_VIDEOPORT               0x00000004l

/*
 * The overlay can be automatically flipped according to the video port
 * VSYNCs, providing automatic doubled buffered display of video port
 * data using an overlay
 */
#define DDCAPS2_AUTOFLIPOVERLAY         0x00000008l

/*
 * Overlay can display each field of interlaced data individually while
 * it is interleaved in memory without causing jittery artifacts.
 */
#define DDCAPS2_CANBOBINTERLEAVED       0x00000010l

/*
 * Overlay can display each field of interlaced data individually while
 * it is not interleaved in memory without causing jittery artifacts.
 */
#define DDCAPS2_CANBOBNONINTERLEAVED    0x00000020l

/*
 * The overlay surface contains color controls (brightness, sharpness, etc.)
 */
#define DDCAPS2_COLORCONTROLOVERLAY     0x00000040l

/*
 * The primary surface contains color controls (gamma, etc.)
 */
#define DDCAPS2_COLORCONTROLPRIMARY     0x00000080l

/*
 * RGBZ -> RGB supported for 16:16 RGB:Z
 */
#define DDCAPS2_CANDROPZ16BIT           0x00000100l

/*
 * Driver supports non-local video memory.
 */
#define DDCAPS2_NONLOCALVIDMEM          0x00000200l

/*
 * Dirver supports non-local video memory but has different capabilities for
 * non-local video memory surfaces. If this bit is set then so must
 * DDCAPS2_NONLOCALVIDMEM.
 */
#define DDCAPS2_NONLOCALVIDMEMCAPS      0x00000400l

/*
 * Driver neither requires nor prefers surfaces to be pagelocked when performing
 * blts involving system memory surfaces
 */
#define DDCAPS2_NOPAGELOCKREQUIRED      0x00000800l

/*
 * Driver can create surfaces which are wider than the primary surface
 */
#define DDCAPS2_WIDESURFACES            0x00001000l

/*
 * Driver supports bob without using a video port by handling the
 * DDFLIP_ODD and DDFLIP_EVEN flags specified in Flip.
 */
#define DDCAPS2_CANFLIPODDEVEN          0x00002000l

/*
 * Driver supports bob using hardware
 */
#define DDCAPS2_CANBOBHARDWARE          0x00004000l

/*
 * Driver supports bltting any FOURCC surface to another surface of the same FOURCC
 */
#define DDCAPS2_COPYFOURCC              0x00008000l


/*
 * Driver supports loadable gamma ramps for the primary surface
 */
#define DDCAPS2_PRIMARYGAMMA            0x00020000l

/*
 * Driver can render in windowed mode.
 */
#define DDCAPS2_CANRENDERWINDOWED       0x00080000l

/*
 * A calibrator is available to adjust the gamma ramp according to the
 * physical display properties so that the result will be identical on
 * all calibrated systems.
 */
#define DDCAPS2_CANCALIBRATEGAMMA       0x00100000l

/*
 * Indicates that the driver will respond to DDFLIP_INTERVALn flags
 */
#define DDCAPS2_FLIPINTERVAL            0x00200000l

/*
 * Indicates that the driver will respond to DDFLIP_NOVSYNC
 */
#define DDCAPS2_FLIPNOVSYNC             0x00400000l

/*
 * Driver supports management of video memory, if this flag is ON,
 * driver manages the texture if requested with DDSCAPS2_TEXTUREMANAGE on
 * DirectX manages the texture if this flag is OFF and surface has DDSCAPS2_TEXTUREMANAGE on
 */
#define DDCAPS2_CANMANAGETEXTURE        0x00800000l

/*
 * The Direct3D texture manager uses this cap to decide whether to put managed
 * surfaces in non-local video memory. If the cap is set, the texture manager will
 * put managed surfaces in non-local vidmem. Drivers that cannot texture from
 * local vidmem SHOULD NOT set this cap.
 */
#define DDCAPS2_TEXMANINNONLOCALVIDMEM  0x01000000l

/*
 * Indicates that the driver supports DX7 type of stereo in at least one mode (which may
 * not necessarily be the current mode). Applications should use IDirectDraw7 (or higher)
 * ::EnumDisplayModes and check the DDSURFACEDESC.ddsCaps.dwCaps2 field for the presence of
 * DDSCAPS2_STEREOSURFACELEFT to check if a particular mode supports stereo. The application
 * can also use IDirectDraw7(or higher)::GetDisplayMode to check the current mode.
 */
#define DDCAPS2_STEREO                  0x02000000L

/*
 * This caps bit is intended for internal DirectDraw use.
 * -It is only valid if DDCAPS2_NONLOCALVIDMEMCAPS is set.
 * -If this bit is set, then DDCAPS_CANBLTSYSMEM MUST be set by the driver (and
 *  all the assoicated system memory blt caps must be correct).
 * -It implies that the system->video blt caps in DDCAPS also apply to system to
 *  nonlocal blts. I.e. the dwSVBCaps, dwSVBCKeyCaps, dwSVBFXCaps and dwSVBRops
 *  members of DDCAPS (DDCORECAPS) are filled in correctly.
 * -Any blt from system to nonlocal memory that matches these caps bits will
 *  be passed to the driver.
 *
 * NOTE: This is intended to enable the driver itself to do efficient reordering
 * of textures. This is NOT meant to imply that hardware can write into AGP memory.
 * This operation is not currently supported.
 */
#define DDCAPS2_SYSTONONLOCAL_AS_SYSTOLOCAL   0x04000000L

/*
 * was DDCAPS2_PUREHAL
 */
#define DDCAPS2_RESERVED1                     0x08000000L

/*
 * Driver supports management of video memory, if this flag is ON,
 * driver manages the resource if requested with DDSCAPS2_TEXTUREMANAGE on
 * DirectX manages the resource if this flag is OFF and surface has DDSCAPS2_TEXTUREMANAGE on
 */
#define DDCAPS2_CANMANAGERESOURCE             0x10000000L

/*
 * Driver supports dynamic textures. This will allow the application to set
 * D3DUSAGE_DYNAMIC (DDSCAPS2_HINTDYNAMIC for drivers) at texture create time.
 * Video memory dynamic textures WILL be lockable by applications. It is
 * expected that these locks will be very efficient (which implies that the
 * driver should always maintain a linear copy, a pointer to which can be
 * quickly handed out to the application).
 */
#define DDCAPS2_DYNAMICTEXTURES               0x20000000L

/*
 * Driver supports auto-generation of mipmaps.
 */
#define DDCAPS2_CANAUTOGENMIPMAP              0x40000000L

/* D3D9Ex only -- */
#if !defined(D3D_DISABLE_9EX)

/*
 * Driver supports sharing of cross process resouces
 */
#define DDCAPS2_CANSHARERESOURCE              0x80000000L

#endif // !D3D_DISABLE_9EX
/* -- D3D9Ex only */


/****************************************************************************
 *
 * DIRECTDRAW FX ALPHA CAPABILITY FLAGS
 *
 ****************************************************************************/

/*
 * Supports alpha blending around the edge of a source color keyed surface.
 * For Blt.
 */
#define DDFXALPHACAPS_BLTALPHAEDGEBLEND         0x00000001l

/*
 * Supports alpha information in the pixel format.  The bit depth of alpha
 * information in the pixel format can be 1,2,4, or 8.  The alpha value becomes
 * more opaque as the alpha value increases.  (0 is transparent.)
 * For Blt.
 */
#define DDFXALPHACAPS_BLTALPHAPIXELS            0x00000002l

/*
 * Supports alpha information in the pixel format.  The bit depth of alpha
 * information in the pixel format can be 1,2,4, or 8.  The alpha value
 * becomes more transparent as the alpha value increases.  (0 is opaque.)
 * This flag can only be set if DDCAPS_ALPHA is set.
 * For Blt.
 */
#define DDFXALPHACAPS_BLTALPHAPIXELSNEG         0x00000004l

/*
 * Supports alpha only surfaces.  The bit depth of an alpha only surface can be
 * 1,2,4, or 8.  The alpha value becomes more opaque as the alpha value increases.
 * (0 is transparent.)
 * For Blt.
 */
#define DDFXALPHACAPS_BLTALPHASURFACES          0x00000008l

/*
 * The depth of the alpha channel data can range can be 1,2,4, or 8.
 * The NEG suffix indicates that this alpha channel becomes more transparent
 * as the alpha value increases. (0 is opaque.)  This flag can only be set if
 * DDCAPS_ALPHA is set.
 * For Blt.
 */
#define DDFXALPHACAPS_BLTALPHASURFACESNEG       0x00000010l

/*
 * Supports alpha blending around the edge of a source color keyed surface.
 * For Overlays.
 */
#define DDFXALPHACAPS_OVERLAYALPHAEDGEBLEND     0x00000020l

/*
 * Supports alpha information in the pixel format.  The bit depth of alpha
 * information in the pixel format can be 1,2,4, or 8.  The alpha value becomes
 * more opaque as the alpha value increases.  (0 is transparent.)
 * For Overlays.
 */
#define DDFXALPHACAPS_OVERLAYALPHAPIXELS        0x00000040l

/*
 * Supports alpha information in the pixel format.  The bit depth of alpha
 * information in the pixel format can be 1,2,4, or 8.  The alpha value
 * becomes more transparent as the alpha value increases.  (0 is opaque.)
 * This flag can only be set if DDCAPS_ALPHA is set.
 * For Overlays.
 */
#define DDFXALPHACAPS_OVERLAYALPHAPIXELSNEG     0x00000080l

/*
 * Supports alpha only surfaces.  The bit depth of an alpha only surface can be
 * 1,2,4, or 8.  The alpha value becomes more opaque as the alpha value increases.
 * (0 is transparent.)
 * For Overlays.
 */
#define DDFXALPHACAPS_OVERLAYALPHASURFACES      0x00000100l

/*
 * The depth of the alpha channel data can range can be 1,2,4, or 8.
 * The NEG suffix indicates that this alpha channel becomes more transparent
 * as the alpha value increases. (0 is opaque.)  This flag can only be set if
 * DDCAPS_ALPHA is set.
 * For Overlays.
 */
#define DDFXALPHACAPS_OVERLAYALPHASURFACESNEG   0x00000200l

#if DIRECTDRAW_VERSION < 0x0600
#endif  //DIRECTDRAW_VERSION


/****************************************************************************
 *
 * DIRECTDRAW FX CAPABILITY FLAGS
 *
 ****************************************************************************/

/*
 * Uses arithmetic operations to stretch and shrink surfaces during blt
 * rather than pixel doubling techniques.  Along the Y axis.
 */
#define DDFXCAPS_BLTARITHSTRETCHY       0x00000020l

/*
 * Uses arithmetic operations to stretch during blt
 * rather than pixel doubling techniques.  Along the Y axis. Only
 * works for x1, x2, etc.
 */
#define DDFXCAPS_BLTARITHSTRETCHYN      0x00000010l

/*
 * Supports mirroring left to right in blt.
 */
#define DDFXCAPS_BLTMIRRORLEFTRIGHT     0x00000040l

/*
 * Supports mirroring top to bottom in blt.
 */
#define DDFXCAPS_BLTMIRRORUPDOWN        0x00000080l

/*
 * Supports arbitrary rotation for blts.
 */
#define DDFXCAPS_BLTROTATION            0x00000100l

/*
 * Supports 90 degree rotations for blts.
 */
#define DDFXCAPS_BLTROTATION90          0x00000200l

/*
 * DirectDraw supports arbitrary shrinking of a surface along the
 * x axis (horizontal direction) for blts.
 */
#define DDFXCAPS_BLTSHRINKX             0x00000400l

/*
 * DirectDraw supports integer shrinking (1x,2x,) of a surface
 * along the x axis (horizontal direction) for blts.
 */
#define DDFXCAPS_BLTSHRINKXN            0x00000800l

/*
 * DirectDraw supports arbitrary shrinking of a surface along the
 * y axis (horizontal direction) for blts.
 */
#define DDFXCAPS_BLTSHRINKY             0x00001000l

/*
 * DirectDraw supports integer shrinking (1x,2x,) of a surface
 * along the y axis (vertical direction) for blts.
 */
#define DDFXCAPS_BLTSHRINKYN            0x00002000l

/*
 * DirectDraw supports arbitrary stretching of a surface along the
 * x axis (horizontal direction) for blts.
 */
#define DDFXCAPS_BLTSTRETCHX            0x00004000l

/*
 * DirectDraw supports integer stretching (1x,2x,) of a surface
 * along the x axis (horizontal direction) for blts.
 */
#define DDFXCAPS_BLTSTRETCHXN           0x00008000l

/*
 * DirectDraw supports arbitrary stretching of a surface along the
 * y axis (horizontal direction) for blts.
 */
#define DDFXCAPS_BLTSTRETCHY            0x00010000l

/*
 * DirectDraw supports integer stretching (1x,2x,) of a surface
 * along the y axis (vertical direction) for blts.
 */
#define DDFXCAPS_BLTSTRETCHYN           0x00020000l

/*
 * Uses arithmetic operations to stretch and shrink surfaces during
 * overlay rather than pixel doubling techniques.  Along the Y axis
 * for overlays.
 */
#define DDFXCAPS_OVERLAYARITHSTRETCHY   0x00040000l

/*
 * Uses arithmetic operations to stretch surfaces during
 * overlay rather than pixel doubling techniques.  Along the Y axis
 * for overlays. Only works for x1, x2, etc.
 */
#define DDFXCAPS_OVERLAYARITHSTRETCHYN  0x00000008l

/*
 * DirectDraw supports arbitrary shrinking of a surface along the
 * x axis (horizontal direction) for overlays.
 */
#define DDFXCAPS_OVERLAYSHRINKX         0x00080000l

/*
 * DirectDraw supports integer shrinking (1x,2x,) of a surface
 * along the x axis (horizontal direction) for overlays.
 */
#define DDFXCAPS_OVERLAYSHRINKXN        0x00100000l

/*
 * DirectDraw supports arbitrary shrinking of a surface along the
 * y axis (horizontal direction) for overlays.
 */
#define DDFXCAPS_OVERLAYSHRINKY         0x00200000l

/*
 * DirectDraw supports integer shrinking (1x,2x,) of a surface
 * along the y axis (vertical direction) for overlays.
 */
#define DDFXCAPS_OVERLAYSHRINKYN        0x00400000l

/*
 * DirectDraw supports arbitrary stretching of a surface along the
 * x axis (horizontal direction) for overlays.
 */
#define DDFXCAPS_OVERLAYSTRETCHX        0x00800000l

/*
 * DirectDraw supports integer stretching (1x,2x,) of a surface
 * along the x axis (horizontal direction) for overlays.
 */
#define DDFXCAPS_OVERLAYSTRETCHXN       0x01000000l

/*
 * DirectDraw supports arbitrary stretching of a surface along the
 * y axis (horizontal direction) for overlays.
 */
#define DDFXCAPS_OVERLAYSTRETCHY        0x02000000l

/*
 * DirectDraw supports integer stretching (1x,2x,) of a surface
 * along the y axis (vertical direction) for overlays.
 */
#define DDFXCAPS_OVERLAYSTRETCHYN       0x04000000l

/*
 * DirectDraw supports mirroring of overlays across the vertical axis
 */
#define DDFXCAPS_OVERLAYMIRRORLEFTRIGHT 0x08000000l

/*
 * DirectDraw supports mirroring of overlays across the horizontal axis
 */
#define DDFXCAPS_OVERLAYMIRRORUPDOWN    0x10000000l

/*
 * DirectDraw supports deinterlacing of overlay surfaces
 */
#define DDFXCAPS_OVERLAYDEINTERLACE		0x20000000l

/*
 * Driver can do alpha blending for blits.
 */
#define DDFXCAPS_BLTALPHA               0x00000001l


/*
 * Driver can do surface-reconstruction filtering for warped blits.
 */
#define DDFXCAPS_BLTFILTER              DDFXCAPS_BLTARITHSTRETCHY

/*
 * Driver can do alpha blending for overlays.
 */
#define DDFXCAPS_OVERLAYALPHA           0x00000004l


/*
 * Driver can do surface-reconstruction filtering for warped overlays.
 */
#define DDFXCAPS_OVERLAYFILTER          DDFXCAPS_OVERLAYARITHSTRETCHY

/****************************************************************************
 *
 * DIRECTDRAW STEREO VIEW CAPABILITIES
 *
 ****************************************************************************/

/*
 * This flag used to be DDSVCAPS_ENIGMA, which is now obsolete
 */

#define DDSVCAPS_RESERVED1              0x00000001l

/*
 * This flag used to be DDSVCAPS_FLICKER, which is now obsolete
 */
#define DDSVCAPS_RESERVED2              0x00000002l

/*
 * This flag used to be DDSVCAPS_REDBLUE, which is now obsolete
 */
#define DDSVCAPS_RESERVED3              0x00000004l

/*
 * This flag used to be DDSVCAPS_SPLIT, which is now obsolete
 */
#define DDSVCAPS_RESERVED4              0x00000008l

/*
 * The stereo view is accomplished with switching technology
 */

#define DDSVCAPS_STEREOSEQUENTIAL       0x00000010L



/****************************************************************************
 *
 * DIRECTDRAWPALETTE CAPABILITIES
 *
 ****************************************************************************/

/*
 * Index is 4 bits.  There are sixteen color entries in the palette table.
 */
#define DDPCAPS_4BIT                    0x00000001l

/*
 * Index is onto a 8 bit color index.  This field is only valid with the
 * DDPCAPS_1BIT, DDPCAPS_2BIT or DDPCAPS_4BIT capability and the target
 * surface is in 8bpp. Each color entry is one byte long and is an index
 * into destination surface's 8bpp palette.
 */
#define DDPCAPS_8BITENTRIES             0x00000002l

/*
 * Index is 8 bits.  There are 256 color entries in the palette table.
 */
#define DDPCAPS_8BIT                    0x00000004l

/*
 * Indicates that this DIRECTDRAWPALETTE should use the palette color array
 * passed into the lpDDColorArray parameter to initialize the DIRECTDRAWPALETTE
 * object.
 * This flag is obsolete. DirectDraw always initializes the color array from
 * the lpDDColorArray parameter. The definition remains for source-level
 * compatibility.
 */
#define DDPCAPS_INITIALIZE              0x00000000l

/*
 * This palette is the one attached to the primary surface.  Changing this
 * table has immediate effect on the display unless DDPSETPAL_VSYNC is specified
 * and supported.
 */
#define DDPCAPS_PRIMARYSURFACE          0x00000010l

/*
 * This palette is the one attached to the primary surface left.  Changing
 * this table has immediate effect on the display for the left eye unless
 * DDPSETPAL_VSYNC is specified and supported.
 */
#define DDPCAPS_PRIMARYSURFACELEFT      0x00000020l

/*
 * This palette can have all 256 entries defined
 */
#define DDPCAPS_ALLOW256                0x00000040l

/*
 * This palette can have modifications to it synced with the monitors
 * refresh rate.
 */
#define DDPCAPS_VSYNC                   0x00000080l

/*
 * Index is 1 bit.  There are two color entries in the palette table.
 */
#define DDPCAPS_1BIT                    0x00000100l

/*
 * Index is 2 bit.  There are four color entries in the palette table.
 */
#define DDPCAPS_2BIT                    0x00000200l

/*
 * The peFlags member of PALETTEENTRY denotes an 8 bit alpha value
 */
#define DDPCAPS_ALPHA                   0x00000400l


/****************************************************************************
 *
 * DIRECTDRAWPALETTE SETENTRY CONSTANTS
 *
 ****************************************************************************/


/****************************************************************************
 *
 * DIRECTDRAWPALETTE GETENTRY CONSTANTS
 *
 ****************************************************************************/

/* 0 is the only legal value */

/****************************************************************************
 *
 * DIRECTDRAWSURFACE SETPRIVATEDATA CONSTANTS
 *
 ****************************************************************************/

/*
 * The passed pointer is an IUnknown ptr. The cbData argument to SetPrivateData
 * must be set to sizeof(IUnknown*). DirectDraw will call AddRef through this
 * pointer and Release when the private data is destroyed. This includes when
 * the surface or palette is destroyed before such priovate data is destroyed.
 */
#define DDSPD_IUNKNOWNPOINTER           0x00000001L

/*
 * Private data is only valid for the current state of the object,
 * as determined by the uniqueness value.
 */
#define DDSPD_VOLATILE                  0x00000002L


/****************************************************************************
 *
 * DIRECTDRAWSURFACE SETPALETTE CONSTANTS
 *
 ****************************************************************************/


/****************************************************************************
 *
 * DIRECTDRAW BITDEPTH CONSTANTS
 *
 * NOTE:  These are only used to indicate supported bit depths.   These
 * are flags only, they are not to be used as an actual bit depth.   The
 * absolute numbers 1, 2, 4, 8, 16, 24 and 32 are used to indicate actual
 * bit depths in a surface or for changing the display mode.
 *
 ****************************************************************************/

/*
 * 1 bit per pixel.
 */
#define DDBD_1                  0x00004000l

/*
 * 2 bits per pixel.
 */
#define DDBD_2                  0x00002000l

/*
 * 4 bits per pixel.
 */
#define DDBD_4                  0x00001000l

/*
 * 8 bits per pixel.
 */
#define DDBD_8                  0x00000800l

/*
 * 16 bits per pixel.
 */
#define DDBD_16                 0x00000400l

/*
 * 24 bits per pixel.
 */
#define DDBD_24                 0X00000200l

/*
 * 32 bits per pixel.
 */
#define DDBD_32                 0x00000100l

/****************************************************************************
 *
 * DIRECTDRAWSURFACE SET/GET COLOR KEY FLAGS
 *
 ****************************************************************************/

/*
 * Set if the structure contains a color space.  Not set if the structure
 * contains a single color key.
 */
#define DDCKEY_COLORSPACE       0x00000001l

/*
 * Set if the structure specifies a color key or color space which is to be
 * used as a destination color key for blt operations.
 */
#define DDCKEY_DESTBLT          0x00000002l

/*
 * Set if the structure specifies a color key or color space which is to be
 * used as a destination color key for overlay operations.
 */
#define DDCKEY_DESTOVERLAY      0x00000004l

/*
 * Set if the structure specifies a color key or color space which is to be
 * used as a source color key for blt operations.
 */
#define DDCKEY_SRCBLT           0x00000008l

/*
 * Set if the structure specifies a color key or color space which is to be
 * used as a source color key for overlay operations.
 */
#define DDCKEY_SRCOVERLAY       0x00000010l


/****************************************************************************
 *
 * DIRECTDRAW COLOR KEY CAPABILITY FLAGS
 *
 ****************************************************************************/

/*
 * Supports transparent blting using a color key to identify the replaceable
 * bits of the destination surface for RGB colors.
 */
#define DDCKEYCAPS_DESTBLT                      0x00000001l

/*
 * Supports transparent blting using a color space to identify the replaceable
 * bits of the destination surface for RGB colors.
 */
#define DDCKEYCAPS_DESTBLTCLRSPACE              0x00000002l

/*
 * Supports transparent blting using a color space to identify the replaceable
 * bits of the destination surface for YUV colors.
 */
#define DDCKEYCAPS_DESTBLTCLRSPACEYUV           0x00000004l

/*
 * Supports transparent blting using a color key to identify the replaceable
 * bits of the destination surface for YUV colors.
 */
#define DDCKEYCAPS_DESTBLTYUV                   0x00000008l

/*
 * Supports overlaying using colorkeying of the replaceable bits of the surface
 * being overlayed for RGB colors.
 */
#define DDCKEYCAPS_DESTOVERLAY                  0x00000010l

/*
 * Supports a color space as the color key for the destination for RGB colors.
 */
#define DDCKEYCAPS_DESTOVERLAYCLRSPACE          0x00000020l

/*
 * Supports a color space as the color key for the destination for YUV colors.
 */
#define DDCKEYCAPS_DESTOVERLAYCLRSPACEYUV       0x00000040l

/*
 * Supports only one active destination color key value for visible overlay
 * surfaces.
 */
#define DDCKEYCAPS_DESTOVERLAYONEACTIVE         0x00000080l

/*
 * Supports overlaying using colorkeying of the replaceable bits of the
 * surface being overlayed for YUV colors.
 */
#define DDCKEYCAPS_DESTOVERLAYYUV               0x00000100l

/*
 * Supports transparent blting using the color key for the source with
 * this surface for RGB colors.
 */
#define DDCKEYCAPS_SRCBLT                       0x00000200l

/*
 * Supports transparent blting using a color space for the source with
 * this surface for RGB colors.
 */
#define DDCKEYCAPS_SRCBLTCLRSPACE               0x00000400l

/*
 * Supports transparent blting using a color space for the source with
 * this surface for YUV colors.
 */
#define DDCKEYCAPS_SRCBLTCLRSPACEYUV            0x00000800l

/*
 * Supports transparent blting using the color key for the source with
 * this surface for YUV colors.
 */
#define DDCKEYCAPS_SRCBLTYUV                    0x00001000l

/*
 * Supports overlays using the color key for the source with this
 * overlay surface for RGB colors.
 */
#define DDCKEYCAPS_SRCOVERLAY                   0x00002000l

/*
 * Supports overlays using a color space as the source color key for
 * the overlay surface for RGB colors.
 */
#define DDCKEYCAPS_SRCOVERLAYCLRSPACE           0x00004000l

/*
 * Supports overlays using a color space as the source color key for
 * the overlay surface for YUV colors.
 */
#define DDCKEYCAPS_SRCOVERLAYCLRSPACEYUV        0x00008000l

/*
 * Supports only one active source color key value for visible
 * overlay surfaces.
 */
#define DDCKEYCAPS_SRCOVERLAYONEACTIVE          0x00010000l

/*
 * Supports overlays using the color key for the source with this
 * overlay surface for YUV colors.
 */
#define DDCKEYCAPS_SRCOVERLAYYUV                0x00020000l

/*
 * there are no bandwidth trade-offs for using colorkey with an overlay
 */
#define DDCKEYCAPS_NOCOSTOVERLAY                0x00040000l


/****************************************************************************
 *
 * DIRECTDRAW PIXELFORMAT FLAGS
 *
 ****************************************************************************/

/*
 * The surface has alpha channel information in the pixel format.
 */
#define DDPF_ALPHAPIXELS                        0x00000001l

/*
 * The pixel format contains alpha only information
 */
#define DDPF_ALPHA                              0x00000002l

/*
 * The FourCC code is valid.
 */
#define DDPF_FOURCC                             0x00000004l

/*
 * The surface is 4-bit color indexed.
 */
#define DDPF_PALETTEINDEXED4                    0x00000008l

/*
 * The surface is indexed into a palette which stores indices
 * into the destination surface's 8-bit palette.
 */
#define DDPF_PALETTEINDEXEDTO8                  0x00000010l

/*
 * The surface is 8-bit color indexed.
 */
#define DDPF_PALETTEINDEXED8                    0x00000020l

/*
 * The RGB data in the pixel format structure is valid.
 */
#define DDPF_RGB                                0x00000040l

/*
 * The surface will accept pixel data in the format specified
 * and compress it during the write.
 */
#define DDPF_COMPRESSED                         0x00000080l

/*
 * The surface will accept RGB data and translate it during
 * the write to YUV data.  The format of the data to be written
 * will be contained in the pixel format structure.  The DDPF_RGB
 * flag will be set.
 */
#define DDPF_RGBTOYUV                           0x00000100l

/*
 * pixel format is YUV - YUV data in pixel format struct is valid
 */
#define DDPF_YUV                                0x00000200l

/*
 * pixel format is a z buffer only surface
 */
#define DDPF_ZBUFFER                            0x00000400l

/*
 * The surface is 1-bit color indexed.
 */
#define DDPF_PALETTEINDEXED1                    0x00000800l

/*
 * The surface is 2-bit color indexed.
 */
#define DDPF_PALETTEINDEXED2                    0x00001000l

/*
 * The surface contains Z information in the pixels
 */
#define DDPF_ZPIXELS                            0x00002000l

/*
 * The surface contains stencil information along with Z
 */
#define DDPF_STENCILBUFFER                      0x00004000l

/*
 * Premultiplied alpha format -- the color components have been
 * premultiplied by the alpha component.
 */
#define DDPF_ALPHAPREMULT                       0x00008000l


/*
 * Luminance data in the pixel format is valid.
 * Use this flag for luminance-only or luminance+alpha surfaces,
 * the bit depth is then ddpf.dwLuminanceBitCount.
 */
#define DDPF_LUMINANCE                          0x00020000l

/*
 * Luminance data in the pixel format is valid.
 * Use this flag when hanging luminance off bumpmap surfaces,
 * the bit mask for the luminance portion of the pixel is then
 * ddpf.dwBumpLuminanceBitMask
 */
#define DDPF_BUMPLUMINANCE                      0x00040000l

/*
 * Bump map dUdV data in the pixel format is valid.
 */
#define DDPF_BUMPDUDV                           0x00080000l


/*===========================================================================
 *
 *
 * DIRECTDRAW CALLBACK FLAGS
 *
 *
 *==========================================================================*/

/****************************************************************************
 *
 * DIRECTDRAW ENUMSURFACES FLAGS
 *
 ****************************************************************************/

/*
 * Enumerate all of the surfaces that meet the search criterion.
 */
#define DDENUMSURFACES_ALL                      0x00000001l

/*
 * A search hit is a surface that matches the surface description.
 */
#define DDENUMSURFACES_MATCH                    0x00000002l

/*
 * A search hit is a surface that does not match the surface description.
 */
#define DDENUMSURFACES_NOMATCH                  0x00000004l

/*
 * Enumerate the first surface that can be created which meets the search criterion.
 */
#define DDENUMSURFACES_CANBECREATED             0x00000008l

/*
 * Enumerate the surfaces that already exist that meet the search criterion.
 */
#define DDENUMSURFACES_DOESEXIST                0x00000010l


/****************************************************************************
 *
 * DIRECTDRAW SETDISPLAYMODE FLAGS
 *
 ****************************************************************************/

/*
 * The desired mode is a standard VGA mode
 */
#define DDSDM_STANDARDVGAMODE                   0x00000001l


/****************************************************************************
 *
 * DIRECTDRAW ENUMDISPLAYMODES FLAGS
 *
 ****************************************************************************/

/*
 * Enumerate Modes with different refresh rates.  EnumDisplayModes guarantees
 * that a particular mode will be enumerated only once.  This flag specifies whether
 * the refresh rate is taken into account when determining if a mode is unique.
 */
#define DDEDM_REFRESHRATES                      0x00000001l

/*
 * Enumerate VGA modes. Specify this flag if you wish to enumerate supported VGA
 * modes such as mode 0x13 in addition to the usual ModeX modes (which are always
 * enumerated if the application has previously called SetCooperativeLevel with the
 * DDSCL_ALLOWMODEX flag set).
 */
#define DDEDM_STANDARDVGAMODES                  0x00000002L


/****************************************************************************
 *
 * DIRECTDRAW SETCOOPERATIVELEVEL FLAGS
 *
 ****************************************************************************/

/*
 * Exclusive mode owner will be responsible for the entire primary surface.
 * GDI can be ignored. used with DD
 */
#define DDSCL_FULLSCREEN                        0x00000001l

/*
 * allow CTRL_ALT_DEL to work while in fullscreen exclusive mode
 */
#define DDSCL_ALLOWREBOOT                       0x00000002l

/*
 * prevents DDRAW from modifying the application window.
 * prevents DDRAW from minimize/restore the application window on activation.
 */
#define DDSCL_NOWINDOWCHANGES                   0x00000004l

/*
 * app wants to work as a regular Windows application
 */
#define DDSCL_NORMAL                            0x00000008l

/*
 * app wants exclusive access
 */
#define DDSCL_EXCLUSIVE                         0x00000010l


/*
 * app can deal with non-windows display modes
 */
#define DDSCL_ALLOWMODEX                        0x00000040l

/*
 * this window will receive the focus messages
 */
#define DDSCL_SETFOCUSWINDOW                    0x00000080l

/*
 * this window is associated with the DDRAW object and will
 * cover the screen in fullscreen mode
 */
#define DDSCL_SETDEVICEWINDOW                   0x00000100l

/*
 * app wants DDRAW to create a window to be associated with the
 * DDRAW object
 */
#define DDSCL_CREATEDEVICEWINDOW                0x00000200l

/*
 * App explicitly asks DDRAW/D3D to be multithread safe. This makes D3D
 * take the global crtisec more frequently.
 */
#define DDSCL_MULTITHREADED                     0x00000400l

/*
 * App specifies that it would like to keep the FPU set up for optimal Direct3D
 * performance (single precision and exceptions disabled) so Direct3D
 * does not need to explicitly set the FPU each time. This is assumed by
 * default in DirectX 7. See also DDSCL_FPUPRESERVE
 */
#define DDSCL_FPUSETUP                          0x00000800l

/*
 * App specifies that it needs either double precision FPU or FPU exceptions
 * enabled. This makes Direct3D explicitly set the FPU state eah time it is
 * called. Setting the flag will reduce Direct3D performance. The flag is
 * assumed by default in DirectX 6 and earlier. See also DDSCL_FPUSETUP
 */
#define DDSCL_FPUPRESERVE                          0x00001000l


/****************************************************************************
 *
 * DIRECTDRAW BLT FLAGS
 *
 ****************************************************************************/

/*
 * Use the alpha information in the pixel format or the alpha channel surface
 * attached to the destination surface as the alpha channel for this blt.
 */
#define DDBLT_ALPHADEST                         0x00000001l

/*
 * Use the dwConstAlphaDest field in the DDBLTFX structure as the alpha channel
 * for the destination surface for this blt.
 */
#define DDBLT_ALPHADESTCONSTOVERRIDE            0x00000002l

/*
 * The NEG suffix indicates that the destination surface becomes more
 * transparent as the alpha value increases. (0 is opaque)
 */
#define DDBLT_ALPHADESTNEG                      0x00000004l

/*
 * Use the lpDDSAlphaDest field in the DDBLTFX structure as the alpha
 * channel for the destination for this blt.
 */
#define DDBLT_ALPHADESTSURFACEOVERRIDE          0x00000008l

/*
 * Use the dwAlphaEdgeBlend field in the DDBLTFX structure as the alpha channel
 * for the edges of the image that border the color key colors.
 */
#define DDBLT_ALPHAEDGEBLEND                    0x00000010l

/*
 * Use the alpha information in the pixel format or the alpha channel surface
 * attached to the source surface as the alpha channel for this blt.
 */
#define DDBLT_ALPHASRC                          0x00000020l

/*
 * Use the dwConstAlphaSrc field in the DDBLTFX structure as the alpha channel
 * for the source for this blt.
 */
#define DDBLT_ALPHASRCCONSTOVERRIDE             0x00000040l

/*
 * The NEG suffix indicates that the source surface becomes more transparent
 * as the alpha value increases. (0 is opaque)
 */
#define DDBLT_ALPHASRCNEG                       0x00000080l

/*
 * Use the lpDDSAlphaSrc field in the DDBLTFX structure as the alpha channel
 * for the source for this blt.
 */
#define DDBLT_ALPHASRCSURFACEOVERRIDE           0x00000100l

/*
 * Do this blt asynchronously through the FIFO in the order received.  If
 * there is no room in the hardware FIFO fail the call.
 */
#define DDBLT_ASYNC                             0x00000200l

/*
 * Uses the dwFillColor field in the DDBLTFX structure as the RGB color
 * to fill the destination rectangle on the destination surface with.
 */
#define DDBLT_COLORFILL                         0x00000400l

/*
 * Uses the dwDDFX field in the DDBLTFX structure to specify the effects
 * to use for the blt.
 */
#define DDBLT_DDFX                              0x00000800l

/*
 * Uses the dwDDROPS field in the DDBLTFX structure to specify the ROPS
 * that are not part of the Win32 API.
 */
#define DDBLT_DDROPS                            0x00001000l

/*
 * Use the color key associated with the destination surface.
 */
#define DDBLT_KEYDEST                           0x00002000l

/*
 * Use the dckDestColorkey field in the DDBLTFX structure as the color key
 * for the destination surface.
 */
#define DDBLT_KEYDESTOVERRIDE                   0x00004000l

/*
 * Use the color key associated with the source surface.
 */
#define DDBLT_KEYSRC                            0x00008000l

/*
 * Use the dckSrcColorkey field in the DDBLTFX structure as the color key
 * for the source surface.
 */
#define DDBLT_KEYSRCOVERRIDE                    0x00010000l

/*
 * Use the dwROP field in the DDBLTFX structure for the raster operation
 * for this blt.  These ROPs are the same as the ones defined in the Win32 API.
 */
#define DDBLT_ROP                               0x00020000l

/*
 * Use the dwRotationAngle field in the DDBLTFX structure as the angle
 * (specified in 1/100th of a degree) to rotate the surface.
 */
#define DDBLT_ROTATIONANGLE                     0x00040000l

/*
 * Z-buffered blt using the z-buffers attached to the source and destination
 * surfaces and the dwZBufferOpCode field in the DDBLTFX structure as the
 * z-buffer opcode.
 */
#define DDBLT_ZBUFFER                           0x00080000l

/*
 * Z-buffered blt using the dwConstDest Zfield and the dwZBufferOpCode field
 * in the DDBLTFX structure as the z-buffer and z-buffer opcode respectively
 * for the destination.
 */
#define DDBLT_ZBUFFERDESTCONSTOVERRIDE          0x00100000l

/*
 * Z-buffered blt using the lpDDSDestZBuffer field and the dwZBufferOpCode
 * field in the DDBLTFX structure as the z-buffer and z-buffer opcode
 * respectively for the destination.
 */
#define DDBLT_ZBUFFERDESTOVERRIDE               0x00200000l

/*
 * Z-buffered blt using the dwConstSrcZ field and the dwZBufferOpCode field
 * in the DDBLTFX structure as the z-buffer and z-buffer opcode respectively
 * for the source.
 */
#define DDBLT_ZBUFFERSRCCONSTOVERRIDE           0x00400000l

/*
 * Z-buffered blt using the lpDDSSrcZBuffer field and the dwZBufferOpCode
 * field in the DDBLTFX structure as the z-buffer and z-buffer opcode
 * respectively for the source.
 */
#define DDBLT_ZBUFFERSRCOVERRIDE                0x00800000l

/*
 * wait until the device is ready to handle the blt
 * this will cause blt to not return DDERR_WASSTILLDRAWING
 */
#define DDBLT_WAIT                              0x01000000l

/*
 * Uses the dwFillDepth field in the DDBLTFX structure as the depth value
 * to fill the destination rectangle on the destination Z-buffer surface
 * with.
 */
#define DDBLT_DEPTHFILL                         0x02000000l


/*
 * Return immediately (with DDERR_WASSTILLDRAWING) if the device is not
 * ready to schedule the blt at the time Blt() is called.
 */
#define DDBLT_DONOTWAIT                         0x08000000l

/*
 * These flags indicate a presentation blt (i.e. a blt
 * that moves surface contents from an offscreen back buffer to the primary
 * surface). The driver is not allowed to "queue"  more than three such blts.
 * The "end" of the presentation blt is indicated, since the
 * blt may be clipped, in which case the runtime will call the driver with 
 * several blts. All blts (even if not clipped) are tagged with DDBLT_PRESENTATION
 * and the last (even if not clipped) additionally with DDBLT_LAST_PRESENTATION.
 * Thus the true rule is that the driver must not schedule a DDBLT_PRESENTATION
 * blt if there are 3 or more DDBLT_PRESENTLAST blts in the hardware pipe.
 * If there are such blts in the pipe, the driver should return DDERR_WASSTILLDRAWING
 * until the oldest queued DDBLT_LAST_PRESENTATION blts has been retired (i.e. the
 * pixels have been actually written to the primary surface). Once the oldest blt
 * has been retired, the driver is free to schedule the current blt.
 * The goal is to provide a mechanism whereby the device's hardware queue never
 * gets more than 3 frames ahead of the frames being generated by the application.
 * When excessive queueing occurs, applications become unusable because the application
 * visibly lags user input, and such problems make windowed interactive applications impossible.
 * Some drivers may not have sufficient knowledge of their hardware's FIFO to know
 * when a certain blt has been retired. Such drivers should code cautiously, and 
 * simply not allow any frames to be queued at all. DDBLT_LAST_PRESENTATION should cause
 * such drivers to return DDERR_WASSTILLDRAWING until the accelerator is completely
 * finished- exactly as if the application had called Lock on the source surface
 * before calling Blt. 
 * In other words, the driver is allowed and encouraged to 
 * generate as much latency as it can, but never more than 3 frames worth.
 * Implementation detail: Drivers should count blts against the SOURCE surface, not
 * against the primary surface. This enables multiple parallel windowed application
 * to function more optimally.
 * This flag is passed only to DX8 or higher drivers.
 *
 * APPLICATIONS DO NOT SET THESE FLAGS. THEY ARE SET BY THE DIRECTDRAW RUNTIME.
 * 
 */
#define DDBLT_PRESENTATION                      0x10000000l
#define DDBLT_LAST_PRESENTATION                 0x20000000l

/*
 * If DDBLT_EXTENDED_FLAGS is set, then the driver should re-interpret
 * other flags according to the definitions that follow.
 * For example, bit 0 (0x00000001L) means DDBLT_ALPHADEST, unless
 * DDBLT_EXTENDED_FLAGS is also set, in which case bit 0 means
 * DDBLT_EXTENDED_LINEAR_CONTENT.
 * Only DirectX9 and higher drivers will be given extended blt flags.
 * Only flags explicitly mentioned here should be re-interpreted.
 * All other flags retain their original meanings.
 *
 * List of re-interpreted flags:
 *
 * Bit Hex value   New meaning                                  old meaning
 * ---------------------------------------------------------------
 *  2  0x00000004  DDBLT_EXTENDED_LINEAR_CONTENT                DDBLT_ALPHADESTNEG
 *  4  0x00000010  DDBLT_EXTENDED_PRESENTATION_STRETCHFACTOR    DDBLT_ALPHAEDGEBLEND
 *
 *
 * NOTE: APPLICATIONS SHOULD NOT SET THIS FLAG. THIS FLAG IS INTENDED
 * FOR USE BY THE DIRECT3D RUNTIME.
 */
#define DDBLT_EXTENDED_FLAGS                    0x40000000l

/*
 * EXTENDED FLAG. SEE DEFINITION OF DDBLT_EXTENDED_FLAGS.
 * This flag indidcates that the source surface contains content in a
 * linear color space. The driver may perform gamma correction to the
 * desktop color space (i.e. sRGB, gamma 2.2) as part of this blt.
 * If the device can perform such a conversion as part of the copy,
 * the driver should also set D3DCAPS3_LINEAR_TO_SRGB_PRESENTATION
 *
 * NOTE: APPLICATIONS SHOULD NOT SET THIS FLAG. THIS FLAG IS INTENDED
 * FOR USE BY THE DIRECT3D RUNTIME. Use IDirect3DSwapChain9::Present
 * and specify D3DPRESENT_LINEAR_CONTENT in order to use this functionality.
 */ 
#define DDBLT_EXTENDED_LINEAR_CONTENT           0x00000004l


/****************************************************************************
 *
 * BLTFAST FLAGS
 *
 ****************************************************************************/

#define DDBLTFAST_NOCOLORKEY                    0x00000000
#define DDBLTFAST_SRCCOLORKEY                   0x00000001
#define DDBLTFAST_DESTCOLORKEY                  0x00000002
#define DDBLTFAST_WAIT                          0x00000010
#define DDBLTFAST_DONOTWAIT                     0x00000020

/****************************************************************************
 *
 * FLIP FLAGS
 *
 ****************************************************************************/

#define DDFLIP_WAIT                          0x00000001L

/*
 * Indicates that the target surface contains the even field of video data.
 * This flag is only valid with an overlay surface.
 */
#define DDFLIP_EVEN                          0x00000002L

/*
 * Indicates that the target surface contains the odd field of video data.
 * This flag is only valid with an overlay surface.
 */
#define DDFLIP_ODD                           0x00000004L

/*
 * Causes DirectDraw to perform the physical flip immediately and return
 * to the application. Typically, what was the front buffer but is now the back
 * buffer will still be visible (depending on timing) until the next vertical
 * retrace. Subsequent operations involving the two flipped surfaces will
 * not check to see if the physical flip has finished (i.e. will not return
 * DDERR_WASSTILLDRAWING for that reason (but may for other reasons)).
 * This allows an application to perform Flips at a higher frequency than the
 * monitor refresh rate, but may introduce visible artifacts.
 * Only effective if DDCAPS2_FLIPNOVSYNC is set. If that bit is not set,
 * DDFLIP_NOVSYNC has no effect.
 */
#define DDFLIP_NOVSYNC                       0x00000008L


/*
 * Flip Interval Flags. These flags indicate how many vertical retraces to wait between
 * each flip. The default is one. DirectDraw will return DDERR_WASSTILLDRAWING for each
 * surface involved in the flip until the specified number of vertical retraces has
 * ocurred. Only effective if DDCAPS2_FLIPINTERVAL is set. If that bit is not set,
 * DDFLIP_INTERVALn has no effect.
 */

/*
 * DirectDraw will flip on every other vertical sync
 */
#define DDFLIP_INTERVAL2                     0x02000000L


/*
 * DirectDraw will flip on every third vertical sync
 */
#define DDFLIP_INTERVAL3                     0x03000000L


/*
 * DirectDraw will flip on every fourth vertical sync
 */
#define DDFLIP_INTERVAL4                     0x04000000L

/*
 * DirectDraw will flip and display a main stereo surface
 */
#define DDFLIP_STEREO                        0x00000010L

/*
 * On IDirectDrawSurface7 and higher interfaces, the default is DDFLIP_WAIT. If you wish
 * to override the default and use time when the accelerator is busy (as denoted by
 * the DDERR_WASSTILLDRAWING return code) then use DDFLIP_DONOTWAIT.
 */
#define DDFLIP_DONOTWAIT                     0x00000020L


/****************************************************************************
 *
 * DIRECTDRAW SURFACE OVERLAY FLAGS
 *
 ****************************************************************************/

/*
 * Use the alpha information in the pixel format or the alpha channel surface
 * attached to the destination surface as the alpha channel for the
 * destination overlay.
 */
#define DDOVER_ALPHADEST                        0x00000001l

/*
 * Use the dwConstAlphaDest field in the DDOVERLAYFX structure as the
 * destination alpha channel for this overlay.
 */
#define DDOVER_ALPHADESTCONSTOVERRIDE           0x00000002l

/*
 * The NEG suffix indicates that the destination surface becomes more
 * transparent as the alpha value increases.
 */
#define DDOVER_ALPHADESTNEG                     0x00000004l

/*
 * Use the lpDDSAlphaDest field in the DDOVERLAYFX structure as the alpha
 * channel destination for this overlay.
 */
#define DDOVER_ALPHADESTSURFACEOVERRIDE         0x00000008l

/*
 * Use the dwAlphaEdgeBlend field in the DDOVERLAYFX structure as the alpha
 * channel for the edges of the image that border the color key colors.
 */
#define DDOVER_ALPHAEDGEBLEND                   0x00000010l

/*
 * Use the alpha information in the pixel format or the alpha channel surface
 * attached to the source surface as the source alpha channel for this overlay.
 */
#define DDOVER_ALPHASRC                         0x00000020l

/*
 * Use the dwConstAlphaSrc field in the DDOVERLAYFX structure as the source
 * alpha channel for this overlay.
 */
#define DDOVER_ALPHASRCCONSTOVERRIDE            0x00000040l

/*
 * The NEG suffix indicates that the source surface becomes more transparent
 * as the alpha value increases.
 */
#define DDOVER_ALPHASRCNEG                      0x00000080l

/*
 * Use the lpDDSAlphaSrc field in the DDOVERLAYFX structure as the alpha channel
 * source for this overlay.
 */
#define DDOVER_ALPHASRCSURFACEOVERRIDE          0x00000100l

/*
 * Turn this overlay off.
 */
#define DDOVER_HIDE                             0x00000200l

/*
 * Use the color key associated with the destination surface.
 */
#define DDOVER_KEYDEST                          0x00000400l

/*
 * Use the dckDestColorkey field in the DDOVERLAYFX structure as the color key
 * for the destination surface
 */
#define DDOVER_KEYDESTOVERRIDE                  0x00000800l

/*
 * Use the color key associated with the source surface.
 */
#define DDOVER_KEYSRC                           0x00001000l

/*
 * Use the dckSrcColorkey field in the DDOVERLAYFX structure as the color key
 * for the source surface.
 */
#define DDOVER_KEYSRCOVERRIDE                   0x00002000l

/*
 * Turn this overlay on.
 */
#define DDOVER_SHOW                             0x00004000l

/*
 * Add a dirty rect to an emulated overlayed surface.
 */
#define DDOVER_ADDDIRTYRECT                     0x00008000l

/*
 * Redraw all dirty rects on an emulated overlayed surface.
 */
#define DDOVER_REFRESHDIRTYRECTS                0x00010000l

/*
 * Redraw the entire surface on an emulated overlayed surface.
 */
#define DDOVER_REFRESHALL                      0x00020000l


/*
 * Use the overlay FX flags to define special overlay FX
 */
#define DDOVER_DDFX                             0x00080000l

/*
 * Autoflip the overlay when ever the video port autoflips
 */
#define DDOVER_AUTOFLIP                         0x00100000l

/*
 * Display each field of video port data individually without
 * causing any jittery artifacts
 */
#define DDOVER_BOB                              0x00200000l

/*
 * Indicates that bob/weave decisions should not be overridden by other
 * interfaces.
 */
#define DDOVER_OVERRIDEBOBWEAVE                 0x00400000l

/*
 * Indicates that the surface memory is composed of interleaved fields.
 */
#define DDOVER_INTERLEAVED                      0x00800000l

/*
 * Indicates that bob will be performed using hardware rather than
 * software or emulated.
 */
#define DDOVER_BOBHARDWARE                      0x01000000l

/*
 * Indicates that overlay FX structure contains valid ARGB scaling factors.
 */
#define DDOVER_ARGBSCALEFACTORS                 0x02000000l

/*
 * Indicates that ARGB scaling factors can be degraded to fit driver capabilities.
 */
#define DDOVER_DEGRADEARGBSCALING               0x04000000l


#ifdef  COMBOX_SANDBOX
#define DX_LONGHORN_PRESERVEDC
#endif

#ifdef DX_LONGHORN_PRESERVEDC

/****************************************************************************
 *
 * DIRECTDRAWSURFACE SETSURFACEDESC FLAGS
 *
 ****************************************************************************/

/*
 * The default.  The GDI DC will be tore down.
 */
#define DDSETSURFACEDESC_RECREATEDC             0x00000000L     // default

/*
 * The default.  The GDI DC will be kept.
 */
#define DDSETSURFACEDESC_PRESERVEDC             0x00000001L


#endif // DX_LONGHORN_PRESERVEDC

/****************************************************************************
 *
 * DIRECTDRAWSURFACE LOCK FLAGS
 *
 ****************************************************************************/

/*
 * The default.  Set to indicate that Lock should return a valid memory pointer
 * to the top of the specified rectangle.  If no rectangle is specified then a
 * pointer to the top of the surface is returned.
 */
#define DDLOCK_SURFACEMEMORYPTR                 0x00000000L     // default

/*
 * Set to indicate that Lock should wait until it can obtain a valid memory
 * pointer before returning.  If this bit is set, Lock will never return
 * DDERR_WASSTILLDRAWING.
 */
#define DDLOCK_WAIT                             0x00000001L

/*
 * Set if an event handle is being passed to Lock.  Lock will trigger the event
 * when it can return the surface memory pointer requested.
 */
#define DDLOCK_EVENT                            0x00000002L

/*
 * Indicates that the surface being locked will only be read from.
 */
#define DDLOCK_READONLY                         0x00000010L

/*
 * Indicates that the surface being locked will only be written to
 */
#define DDLOCK_WRITEONLY                        0x00000020L


/*
 * Indicates that a system wide lock should not be taken when this surface
 * is locked. This has several advantages (cursor responsiveness, ability
 * to call more Windows functions, easier debugging) when locking video
 * memory surfaces. However, an application specifying this flag must
 * comply with a number of conditions documented in the help file.
 * Furthermore, this flag cannot be specified when locking the primary.
 */
#define DDLOCK_NOSYSLOCK                        0x00000800L

/*
 * Used only with Direct3D Vertex Buffer Locks. Indicates that no vertices
 * that were referred to in Draw*PrimtiveVB calls since the start of the
 * frame (or the last lock without this flag) will be modified during the
 * lock. This can be useful when one is only appending data to the vertex
 * buffer
 */
#define DDLOCK_NOOVERWRITE                      0x00001000L

/*
 * Indicates that no assumptions will be made about the contents of the
 * surface or vertex buffer during this lock.
 * This enables two things:
 * -    Direct3D or the driver may provide an alternative memory
 *      area as the vertex buffer. This is useful when one plans to clear the
 *      contents of the vertex buffer and fill in new data.
 * -    Drivers sometimes store surface data in a re-ordered format.
 *      When the application locks the surface, the driver is forced to un-re-order
 *      the surface data before allowing the application to see the surface contents.
 *      This flag is a hint to the driver that it can skip the un-re-ordering process
 *      since the application plans to overwrite every single pixel in the surface
 *      or locked rectangle (and so erase any un-re-ordered pixels anyway).
 *      Applications should always set this flag when they intend to overwrite the entire
 *      surface or locked rectangle.
 */
#define DDLOCK_DISCARDCONTENTS                  0x00002000L
 /*
  * DDLOCK_OKTOSWAP is an older, less informative name for DDLOCK_DISCARDCONTENTS
  */
#define DDLOCK_OKTOSWAP                         0x00002000L

/*
 * On IDirectDrawSurface7 and higher interfaces, the default is DDLOCK_WAIT. If you wish
 * to override the default and use time when the accelerator is busy (as denoted by
 * the DDERR_WASSTILLDRAWING return code) then use DDLOCK_DONOTWAIT.
 */
#define DDLOCK_DONOTWAIT                        0x00004000L

/*
 * This indicates volume texture lock with front and back specified.
 */
#define DDLOCK_HASVOLUMETEXTUREBOXRECT          0x00008000L

/*
 * This indicates that the driver should not update dirty rect information for this lock.
 */
#define DDLOCK_NODIRTYUPDATE                    0x00010000L


/****************************************************************************
 *
 * DIRECTDRAWSURFACE PAGELOCK FLAGS
 *
 ****************************************************************************/

/*
 * No flags defined at present
 */


/****************************************************************************
 *
 * DIRECTDRAWSURFACE PAGEUNLOCK FLAGS
 *
 ****************************************************************************/

/*
 * No flags defined at present
 */


/****************************************************************************
 *
 * DIRECTDRAWSURFACE BLT FX FLAGS
 *
 ****************************************************************************/

/*
 * If stretching, use arithmetic stretching along the Y axis for this blt.
 */
#define DDBLTFX_ARITHSTRETCHY                   0x00000001l

/*
 * Do this blt mirroring the surface left to right.  Spin the
 * surface around its y-axis.
 */
#define DDBLTFX_MIRRORLEFTRIGHT                 0x00000002l

/*
 * Do this blt mirroring the surface up and down.  Spin the surface
 * around its x-axis.
 */
#define DDBLTFX_MIRRORUPDOWN                    0x00000004l

/*
 * Schedule this blt to avoid tearing.
 */
#define DDBLTFX_NOTEARING                       0x00000008l

/*
 * Do this blt rotating the surface one hundred and eighty degrees.
 */
#define DDBLTFX_ROTATE180                       0x00000010l

/*
 * Do this blt rotating the surface two hundred and seventy degrees.
 */
#define DDBLTFX_ROTATE270                       0x00000020l

/*
 * Do this blt rotating the surface ninety degrees.
 */
#define DDBLTFX_ROTATE90                        0x00000040l

/*
 * Do this z blt using dwZBufferLow and dwZBufferHigh as  range values
 * specified to limit the bits copied from the source surface.
 */
#define DDBLTFX_ZBUFFERRANGE                    0x00000080l

/*
 * Do this z blt adding the dwZBufferBaseDest to each of the sources z values
 * before comparing it with the desting z values.
 */
#define DDBLTFX_ZBUFFERBASEDEST                 0x00000100l

/****************************************************************************
 *
 * DIRECTDRAWSURFACE OVERLAY FX FLAGS
 *
 ****************************************************************************/

/*
 * If stretching, use arithmetic stretching along the Y axis for this overlay.
 */
#define DDOVERFX_ARITHSTRETCHY                  0x00000001l

/*
 * Mirror the overlay across the vertical axis
 */
#define DDOVERFX_MIRRORLEFTRIGHT                0x00000002l

/*
 * Mirror the overlay across the horizontal axis
 */
#define DDOVERFX_MIRRORUPDOWN                   0x00000004l

/*
 * Deinterlace the overlay, if possible
 */
#define DDOVERFX_DEINTERLACE                    0x00000008l


/****************************************************************************
 *
 * DIRECTDRAW WAITFORVERTICALBLANK FLAGS
 *
 ****************************************************************************/

/*
 * return when the vertical blank interval begins
 */
#define DDWAITVB_BLOCKBEGIN                     0x00000001l

/*
 * set up an event to trigger when the vertical blank begins
 */
#define DDWAITVB_BLOCKBEGINEVENT                0x00000002l

/*
 * return when the vertical blank interval ends and display begins
 */
#define DDWAITVB_BLOCKEND                       0x00000004l

/****************************************************************************
 *
 * DIRECTDRAW GETFLIPSTATUS FLAGS
 *
 ****************************************************************************/

/*
 * is it OK to flip now?
 */
#define DDGFS_CANFLIP                   0x00000001l

/*
 * is the last flip finished?
 */
#define DDGFS_ISFLIPDONE                0x00000002l

/****************************************************************************
 *
 * DIRECTDRAW GETBLTSTATUS FLAGS
 *
 ****************************************************************************/

/*
 * is it OK to blt now?
 */
#define DDGBS_CANBLT                    0x00000001l

/*
 * is the blt to the surface finished?
 */
#define DDGBS_ISBLTDONE                 0x00000002l


/****************************************************************************
 *
 * DIRECTDRAW ENUMOVERLAYZORDER FLAGS
 *
 ****************************************************************************/

/*
 * Enumerate overlays back to front.
 */
#define DDENUMOVERLAYZ_BACKTOFRONT      0x00000000l

/*
 * Enumerate overlays front to back
 */
#define DDENUMOVERLAYZ_FRONTTOBACK      0x00000001l

/****************************************************************************
 *
 * DIRECTDRAW UPDATEOVERLAYZORDER FLAGS
 *
 ****************************************************************************/

/*
 * Send overlay to front
 */
#define DDOVERZ_SENDTOFRONT             0x00000000l

/*
 * Send overlay to back
 */
#define DDOVERZ_SENDTOBACK              0x00000001l

/*
 * Move Overlay forward
 */
#define DDOVERZ_MOVEFORWARD             0x00000002l

/*
 * Move Overlay backward
 */
#define DDOVERZ_MOVEBACKWARD            0x00000003l

/*
 * Move Overlay in front of relative surface
 */
#define DDOVERZ_INSERTINFRONTOF         0x00000004l

/*
 * Move Overlay in back of relative surface
 */
#define DDOVERZ_INSERTINBACKOF          0x00000005l


/****************************************************************************
 *
 * DIRECTDRAW SETGAMMARAMP FLAGS
 *
 ****************************************************************************/

/*
 * Request calibrator to adjust the gamma ramp according to the physical
 * properties of the display so that the result should appear identical
 * on all systems.
 */
#define DDSGR_CALIBRATE                        0x00000001L


/****************************************************************************
 *
 * DIRECTDRAW STARTMODETEST FLAGS
 *
 ****************************************************************************/

/*
 * Indicates that the mode being tested has passed
 */
#define DDSMT_ISTESTREQUIRED                   0x00000001L


/****************************************************************************
 *
 * DIRECTDRAW EVALUATEMODE FLAGS
 *
 ****************************************************************************/

/*
 * Indicates that the mode being tested has passed
 */
#define DDEM_MODEPASSED                        0x00000001L

/*
 * Indicates that the mode being tested has failed
 */
#define DDEM_MODEFAILED                        0x00000002L


/*===========================================================================
 *
 *
 * DIRECTDRAW RETURN CODES
 *
 * The return values from DirectDraw Commands and Surface that return an HRESULT
 * are codes from DirectDraw concerning the results of the action
 * requested by DirectDraw.
 *
 *==========================================================================*/

/*
 * Status is OK
 *
 * Issued by: DirectDraw Commands and all callbacks
 */
#define DD_OK                                   S_OK
#define DD_FALSE                                S_FALSE

/****************************************************************************
 *
 * DIRECTDRAW ENUMCALLBACK RETURN VALUES
 *
 * EnumCallback returns are used to control the flow of the DIRECTDRAW and
 * DIRECTDRAWSURFACE object enumerations.   They can only be returned by
 * enumeration callback routines.
 *
 ****************************************************************************/

/*
 * stop the enumeration
 */
#define DDENUMRET_CANCEL                        0

/*
 * continue the enumeration
 */
#define DDENUMRET_OK                            1

/****************************************************************************
 *
 * DIRECTDRAW ERRORS
 *
 * Errors are represented by negative values and cannot be combined.
 *
 ****************************************************************************/

/*
 * This object is already initialized
 */
#define DDERR_ALREADYINITIALIZED                MAKE_DDHRESULT( 5 )

/*
 * This surface can not be attached to the requested surface.
 */
#define DDERR_CANNOTATTACHSURFACE               MAKE_DDHRESULT( 10 )

/*
 * This surface can not be detached from the requested surface.
 */
#define DDERR_CANNOTDETACHSURFACE               MAKE_DDHRESULT( 20 )

/*
 * Support is currently not available.
 */
#define DDERR_CURRENTLYNOTAVAIL                 MAKE_DDHRESULT( 40 )

/*
 * An exception was encountered while performing the requested operation
 */
#define DDERR_EXCEPTION                         MAKE_DDHRESULT( 55 )

/*
 * Generic failure.
 */
#define DDERR_GENERIC                           E_FAIL

/*
 * Height of rectangle provided is not a multiple of reqd alignment
 */
#define DDERR_HEIGHTALIGN                       MAKE_DDHRESULT( 90 )

/*
 * Unable to match primary surface creation request with existing
 * primary surface.
 */
#define DDERR_INCOMPATIBLEPRIMARY               MAKE_DDHRESULT( 95 )

/*
 * One or more of the caps bits passed to the callback are incorrect.
 */
#define DDERR_INVALIDCAPS                       MAKE_DDHRESULT( 100 )

/*
 * DirectDraw does not support provided Cliplist.
 */
#define DDERR_INVALIDCLIPLIST                   MAKE_DDHRESULT( 110 )

/*
 * DirectDraw does not support the requested mode
 */
#define DDERR_INVALIDMODE                       MAKE_DDHRESULT( 120 )

/*
 * DirectDraw received a pointer that was an invalid DIRECTDRAW object.
 */
#define DDERR_INVALIDOBJECT                     MAKE_DDHRESULT( 130 )

/*
 * One or more of the parameters passed to the callback function are
 * incorrect.
 */
#define DDERR_INVALIDPARAMS                     E_INVALIDARG

/*
 * pixel format was invalid as specified
 */
#define DDERR_INVALIDPIXELFORMAT                MAKE_DDHRESULT( 145 )

/*
 * Rectangle provided was invalid.
 */
#define DDERR_INVALIDRECT                       MAKE_DDHRESULT( 150 )

/*
 * Operation could not be carried out because one or more surfaces are locked
 */
#define DDERR_LOCKEDSURFACES                    MAKE_DDHRESULT( 160 )

/*
 * There is no 3D present.
 */
#define DDERR_NO3D                              MAKE_DDHRESULT( 170 )

/*
 * Operation could not be carried out because there is no alpha accleration
 * hardware present or available.
 */
#define DDERR_NOALPHAHW                         MAKE_DDHRESULT( 180 )

/*
 * Operation could not be carried out because there is no stereo
 * hardware present or available.
 */
#define DDERR_NOSTEREOHARDWARE          MAKE_DDHRESULT( 181 )

/*
 * Operation could not be carried out because there is no hardware
 * present which supports stereo surfaces
 */
#define DDERR_NOSURFACELEFT                             MAKE_DDHRESULT( 182 )



/*
 * no clip list available
 */
#define DDERR_NOCLIPLIST                        MAKE_DDHRESULT( 205 )

/*
 * Operation could not be carried out because there is no color conversion
 * hardware present or available.
 */
#define DDERR_NOCOLORCONVHW                     MAKE_DDHRESULT( 210 )

/*
 * Create function called without DirectDraw object method SetCooperativeLevel
 * being called.
 */
#define DDERR_NOCOOPERATIVELEVELSET             MAKE_DDHRESULT( 212 )

/*
 * Surface doesn't currently have a color key
 */
#define DDERR_NOCOLORKEY                        MAKE_DDHRESULT( 215 )

/*
 * Operation could not be carried out because there is no hardware support
 * of the dest color key.
 */
#define DDERR_NOCOLORKEYHW                      MAKE_DDHRESULT( 220 )

/*
 * No DirectDraw support possible with current display driver
 */
#define DDERR_NODIRECTDRAWSUPPORT               MAKE_DDHRESULT( 222 )

/*
 * Operation requires the application to have exclusive mode but the
 * application does not have exclusive mode.
 */
#define DDERR_NOEXCLUSIVEMODE                   MAKE_DDHRESULT( 225 )

/*
 * Flipping visible surfaces is not supported.
 */
#define DDERR_NOFLIPHW                          MAKE_DDHRESULT( 230 )

/*
 * There is no GDI present.
 */
#define DDERR_NOGDI                             MAKE_DDHRESULT( 240 )

/*
 * Operation could not be carried out because there is no hardware present
 * or available.
 */
#define DDERR_NOMIRRORHW                        MAKE_DDHRESULT( 250 )

/*
 * Requested item was not found
 */
#define DDERR_NOTFOUND                          MAKE_DDHRESULT( 255 )

/*
 * Operation could not be carried out because there is no overlay hardware
 * present or available.
 */
#define DDERR_NOOVERLAYHW                       MAKE_DDHRESULT( 260 )

/*
 * Operation could not be carried out because the source and destination
 * rectangles are on the same surface and overlap each other.
 */
#define DDERR_OVERLAPPINGRECTS                  MAKE_DDHRESULT( 270 )

/*
 * Operation could not be carried out because there is no appropriate raster
 * op hardware present or available.
 */
#define DDERR_NORASTEROPHW                      MAKE_DDHRESULT( 280 )

/*
 * Operation could not be carried out because there is no rotation hardware
 * present or available.
 */
#define DDERR_NOROTATIONHW                      MAKE_DDHRESULT( 290 )

/*
 * Operation could not be carried out because there is no hardware support
 * for stretching
 */
#define DDERR_NOSTRETCHHW                       MAKE_DDHRESULT( 310 )

/*
 * DirectDrawSurface is not in 4 bit color palette and the requested operation
 * requires 4 bit color palette.
 */
#define DDERR_NOT4BITCOLOR                      MAKE_DDHRESULT( 316 )

/*
 * DirectDrawSurface is not in 4 bit color index palette and the requested
 * operation requires 4 bit color index palette.
 */
#define DDERR_NOT4BITCOLORINDEX                 MAKE_DDHRESULT( 317 )

/*
 * DirectDraw Surface is not in 8 bit color mode and the requested operation
 * requires 8 bit color.
 */
#define DDERR_NOT8BITCOLOR                      MAKE_DDHRESULT( 320 )

/*
 * Operation could not be carried out because there is no texture mapping
 * hardware present or available.
 */
#define DDERR_NOTEXTUREHW                       MAKE_DDHRESULT( 330 )

/*
 * Operation could not be carried out because there is no hardware support
 * for vertical blank synchronized operations.
 */
#define DDERR_NOVSYNCHW                         MAKE_DDHRESULT( 335 )

/*
 * Operation could not be carried out because there is no hardware support
 * for zbuffer blting.
 */
#define DDERR_NOZBUFFERHW                       MAKE_DDHRESULT( 340 )

/*
 * Overlay surfaces could not be z layered based on their BltOrder because
 * the hardware does not support z layering of overlays.
 */
#define DDERR_NOZOVERLAYHW                      MAKE_DDHRESULT( 350 )

/*
 * The hardware needed for the requested operation has already been
 * allocated.
 */
#define DDERR_OUTOFCAPS                         MAKE_DDHRESULT( 360 )

/*
 * DirectDraw does not have enough memory to perform the operation.
 */
#define DDERR_OUTOFMEMORY                       E_OUTOFMEMORY

/*
 * DirectDraw does not have enough memory to perform the operation.
 */
#define DDERR_OUTOFVIDEOMEMORY                  MAKE_DDHRESULT( 380 )

/*
 * hardware does not support clipped overlays
 */
#define DDERR_OVERLAYCANTCLIP                   MAKE_DDHRESULT( 382 )

/*
 * Can only have ony color key active at one time for overlays
 */
#define DDERR_OVERLAYCOLORKEYONLYONEACTIVE      MAKE_DDHRESULT( 384 )

/*
 * Access to this palette is being refused because the palette is already
 * locked by another thread.
 */
#define DDERR_PALETTEBUSY                       MAKE_DDHRESULT( 387 )

/*
 * No src color key specified for this operation.
 */
#define DDERR_COLORKEYNOTSET                    MAKE_DDHRESULT( 400 )

/*
 * This surface is already attached to the surface it is being attached to.
 */
#define DDERR_SURFACEALREADYATTACHED            MAKE_DDHRESULT( 410 )

/*
 * This surface is already a dependency of the surface it is being made a
 * dependency of.
 */
#define DDERR_SURFACEALREADYDEPENDENT           MAKE_DDHRESULT( 420 )

/*
 * Access to this surface is being refused because the surface is already
 * locked by another thread.
 */
#define DDERR_SURFACEBUSY                       MAKE_DDHRESULT( 430 )

/*
 * Access to this surface is being refused because no driver exists
 * which can supply a pointer to the surface.
 * This is most likely to happen when attempting to lock the primary
 * surface when no DCI provider is present.
 * Will also happen on attempts to lock an optimized surface.
 */
#define DDERR_CANTLOCKSURFACE                   MAKE_DDHRESULT( 435 )

/*
 * Access to Surface refused because Surface is obscured.
 */
#define DDERR_SURFACEISOBSCURED                 MAKE_DDHRESULT( 440 )

/*
 * Access to this surface is being refused because the surface is gone.
 * The DIRECTDRAWSURFACE object representing this surface should
 * have Restore called on it.
 */
#define DDERR_SURFACELOST                       MAKE_DDHRESULT( 450 )

/*
 * The requested surface is not attached.
 */
#define DDERR_SURFACENOTATTACHED                MAKE_DDHRESULT( 460 )

/*
 * Height requested by DirectDraw is too large.
 */
#define DDERR_TOOBIGHEIGHT                      MAKE_DDHRESULT( 470 )

/*
 * Size requested by DirectDraw is too large --  The individual height and
 * width are OK.
 */
#define DDERR_TOOBIGSIZE                        MAKE_DDHRESULT( 480 )

/*
 * Width requested by DirectDraw is too large.
 */
#define DDERR_TOOBIGWIDTH                       MAKE_DDHRESULT( 490 )

/*
 * Action not supported.
 */
#define DDERR_UNSUPPORTED                       E_NOTIMPL

/*
 * Pixel format requested is unsupported by DirectDraw
 */
#define DDERR_UNSUPPORTEDFORMAT                 MAKE_DDHRESULT( 510 )

/*
 * Bitmask in the pixel format requested is unsupported by DirectDraw
 */
#define DDERR_UNSUPPORTEDMASK                   MAKE_DDHRESULT( 520 )

/*
 * The specified stream contains invalid data
 */
#define DDERR_INVALIDSTREAM                     MAKE_DDHRESULT( 521 )

/*
 * vertical blank is in progress
 */
#define DDERR_VERTICALBLANKINPROGRESS           MAKE_DDHRESULT( 537 )

/*
 * Informs DirectDraw that the previous Blt which is transfering information
 * to or from this Surface is incomplete.
 */
#define DDERR_WASSTILLDRAWING                   MAKE_DDHRESULT( 540 )


/*
 * The specified surface type requires specification of the COMPLEX flag
 */
#define DDERR_DDSCAPSCOMPLEXREQUIRED            MAKE_DDHRESULT( 542 )


/*
 * Rectangle provided was not horizontally aligned on reqd. boundary
 */
#define DDERR_XALIGN                            MAKE_DDHRESULT( 560 )

/*
 * The GUID passed to DirectDrawCreate is not a valid DirectDraw driver
 * identifier.
 */
#define DDERR_INVALIDDIRECTDRAWGUID             MAKE_DDHRESULT( 561 )

/*
 * A DirectDraw object representing this driver has already been created
 * for this process.
 */
#define DDERR_DIRECTDRAWALREADYCREATED          MAKE_DDHRESULT( 562 )

/*
 * A hardware only DirectDraw object creation was attempted but the driver
 * did not support any hardware.
 */
#define DDERR_NODIRECTDRAWHW                    MAKE_DDHRESULT( 563 )

/*
 * this process already has created a primary surface
 */
#define DDERR_PRIMARYSURFACEALREADYEXISTS       MAKE_DDHRESULT( 564 )

/*
 * software emulation not available.
 */
#define DDERR_NOEMULATION                       MAKE_DDHRESULT( 565 )

/*
 * region passed to Clipper::GetClipList is too small.
 */
#define DDERR_REGIONTOOSMALL                    MAKE_DDHRESULT( 566 )

/*
 * an attempt was made to set a clip list for a clipper objec that
 * is already monitoring an hwnd.
 */
#define DDERR_CLIPPERISUSINGHWND                MAKE_DDHRESULT( 567 )

/*
 * No clipper object attached to surface object
 */
#define DDERR_NOCLIPPERATTACHED                 MAKE_DDHRESULT( 568 )

/*
 * Clipper notification requires an HWND or
 * no HWND has previously been set as the CooperativeLevel HWND.
 */
#define DDERR_NOHWND                            MAKE_DDHRESULT( 569 )

/*
 * HWND used by DirectDraw CooperativeLevel has been subclassed,
 * this prevents DirectDraw from restoring state.
 */
#define DDERR_HWNDSUBCLASSED                    MAKE_DDHRESULT( 570 )

/*
 * The CooperativeLevel HWND has already been set.
 * It can not be reset while the process has surfaces or palettes created.
 */
#define DDERR_HWNDALREADYSET                    MAKE_DDHRESULT( 571 )

/*
 * No palette object attached to this surface.
 */
#define DDERR_NOPALETTEATTACHED                 MAKE_DDHRESULT( 572 )

/*
 * No hardware support for 16 or 256 color palettes.
 */
#define DDERR_NOPALETTEHW                       MAKE_DDHRESULT( 573 )

/*
 * If a clipper object is attached to the source surface passed into a
 * BltFast call.
 */
#define DDERR_BLTFASTCANTCLIP                   MAKE_DDHRESULT( 574 )

/*
 * No blter.
 */
#define DDERR_NOBLTHW                           MAKE_DDHRESULT( 575 )

/*
 * No DirectDraw ROP hardware.
 */
#define DDERR_NODDROPSHW                        MAKE_DDHRESULT( 576 )

/*
 * returned when GetOverlayPosition is called on a hidden overlay
 */
#define DDERR_OVERLAYNOTVISIBLE                 MAKE_DDHRESULT( 577 )

/*
 * returned when GetOverlayPosition is called on a overlay that UpdateOverlay
 * has never been called on to establish a destionation.
 */
#define DDERR_NOOVERLAYDEST                     MAKE_DDHRESULT( 578 )

/*
 * returned when the position of the overlay on the destionation is no longer
 * legal for that destionation.
 */
#define DDERR_INVALIDPOSITION                   MAKE_DDHRESULT( 579 )

/*
 * returned when an overlay member is called for a non-overlay surface
 */
#define DDERR_NOTAOVERLAYSURFACE                MAKE_DDHRESULT( 580 )

/*
 * An attempt was made to set the cooperative level when it was already
 * set to exclusive.
 */
#define DDERR_EXCLUSIVEMODEALREADYSET           MAKE_DDHRESULT( 581 )

/*
 * An attempt has been made to flip a surface that is not flippable.
 */
#define DDERR_NOTFLIPPABLE                      MAKE_DDHRESULT( 582 )

/*
 * Can't duplicate primary & 3D surfaces, or surfaces that are implicitly
 * created.
 */
#define DDERR_CANTDUPLICATE                     MAKE_DDHRESULT( 583 )

/*
 * Surface was not locked.  An attempt to unlock a surface that was not
 * locked at all, or by this process, has been attempted.
 */
#define DDERR_NOTLOCKED                         MAKE_DDHRESULT( 584 )

/*
 * Windows can not create any more DCs, or a DC was requested for a paltte-indexed
 * surface when the surface had no palette AND the display mode was not palette-indexed
 * (in this case DirectDraw cannot select a proper palette into the DC)
 */
#define DDERR_CANTCREATEDC                      MAKE_DDHRESULT( 585 )

/*
 * No DC was ever created for this surface.
 */
#define DDERR_NODC                              MAKE_DDHRESULT( 586 )

/*
 * This surface can not be restored because it was created in a different
 * mode.
 */
#define DDERR_WRONGMODE                         MAKE_DDHRESULT( 587 )

/*
 * This surface can not be restored because it is an implicitly created
 * surface.
 */
#define DDERR_IMPLICITLYCREATED                 MAKE_DDHRESULT( 588 )

/*
 * The surface being used is not a palette-based surface
 */
#define DDERR_NOTPALETTIZED                     MAKE_DDHRESULT( 589 )


/*
 * The display is currently in an unsupported mode
 */
#define DDERR_UNSUPPORTEDMODE                   MAKE_DDHRESULT( 590 )

/*
 * Operation could not be carried out because there is no mip-map
 * texture mapping hardware present or available.
 */
#define DDERR_NOMIPMAPHW                        MAKE_DDHRESULT( 591 )

/*
 * The requested action could not be performed because the surface was of
 * the wrong type.
 */
#define DDERR_INVALIDSURFACETYPE                MAKE_DDHRESULT( 592 )


/*
 * Device does not support optimized surfaces, therefore no video memory optimized surfaces
 */
#define DDERR_NOOPTIMIZEHW                      MAKE_DDHRESULT( 600 )

/*
 * Surface is an optimized surface, but has not yet been allocated any memory
 */
#define DDERR_NOTLOADED                         MAKE_DDHRESULT( 601 )

/*
 * Attempt was made to create or set a device window without first setting
 * the focus window
 */
#define DDERR_NOFOCUSWINDOW                     MAKE_DDHRESULT( 602 )

/*
 * Attempt was made to set a palette on a mipmap sublevel
 */
#define DDERR_NOTONMIPMAPSUBLEVEL               MAKE_DDHRESULT( 603 )

/*
 * A DC has already been returned for this surface. Only one DC can be
 * retrieved per surface.
 */
#define DDERR_DCALREADYCREATED                  MAKE_DDHRESULT( 620 )

/*
 * An attempt was made to allocate non-local video memory from a device
 * that does not support non-local video memory.
 */
#define DDERR_NONONLOCALVIDMEM                  MAKE_DDHRESULT( 630 )

/*
 * The attempt to page lock a surface failed.
 */
#define DDERR_CANTPAGELOCK                      MAKE_DDHRESULT( 640 )


/*
 * The attempt to page unlock a surface failed.
 */
#define DDERR_CANTPAGEUNLOCK                    MAKE_DDHRESULT( 660 )

/*
 * An attempt was made to page unlock a surface with no outstanding page locks.
 */
#define DDERR_NOTPAGELOCKED                     MAKE_DDHRESULT( 680 )

/*
 * There is more data available than the specified buffer size could hold
 */
#define DDERR_MOREDATA                          MAKE_DDHRESULT( 690 )

/*
 * The data has expired and is therefore no longer valid.
 */
#define DDERR_EXPIRED                           MAKE_DDHRESULT( 691 )

/*
 * The mode test has finished executing.
 */
#define DDERR_TESTFINISHED                      MAKE_DDHRESULT( 692 )

/*
 * The mode test has switched to a new mode.
 */
#define DDERR_NEWMODE                           MAKE_DDHRESULT( 693 )

/*
 * D3D has not yet been initialized.
 */
#define DDERR_D3DNOTINITIALIZED                 MAKE_DDHRESULT( 694 )

/*
 * The video port is not active
 */
#define DDERR_VIDEONOTACTIVE                    MAKE_DDHRESULT( 695 )

/*
 * The monitor does not have EDID data.
 */
#define DDERR_NOMONITORINFORMATION              MAKE_DDHRESULT( 696 )

/*
 * The driver does not enumerate display mode refresh rates.
 */
#define DDERR_NODRIVERSUPPORT                   MAKE_DDHRESULT( 697 )

/*
 * Surfaces created by one direct draw device cannot be used directly by
 * another direct draw device.
 */
#define DDERR_DEVICEDOESNTOWNSURFACE            MAKE_DDHRESULT( 699 )



/*
 * An attempt was made to invoke an interface member of a DirectDraw object
 * created by CoCreateInstance() before it was initialized.
 */
#define DDERR_NOTINITIALIZED                    CO_E_NOTINITIALIZED


/* Alpha bit depth constants */


#ifdef __cplusplus
};
#endif

#ifdef ENABLE_NAMELESS_UNION_PRAGMA
#if _MSC_VER >= 1200
#pragma warning(pop)
#else
#pragma warning(default:4201)
#endif
#endif


#endif /* WINAPI_FAMILY_PARTITION(WINAPI_PARTITION_DESKTOP) */
#pragma endregion

#endif //__DDRAW_INCLUDED__




cmake_minimum_required(VERSION 2.8.12)

set(PROJ video_inject)
project(${PROJ} CXX)
include (GenerateExportHeader)
find_package(DDraw)
add_definitions(-std=c++11)

set(LIB_SRC 
    ./lib/lib.cpp
    ./lib/lib.h
    ./lib/ddraw.h
    ./lib/lib.def
	./lib/lodepng.cpp
	./lib/lodepng.h
    )

set(MAIN_SRC
    ./main/main.cpp
    )


add_library(ddraw SHARED
    ${LIB_SRC}
    )

GENERATE_EXPORT_HEADER( ddraw
    BASE_NAME ddraw
    EXPORT_MACRO_NAME test_EXPORT
    EXPORT_FILE_NAME test_Export.h
    STATIC_DEFINE test_BUILT_AS_STATIC
    )

target_include_directories(ddraw
    PUBLIC
    ./lib
    ${PROJECT_BINARY_DIR}
    "C:/Program Files (x86)/Windows Kits/8.1/Include/um"
    )

add_executable(test_main
    ${MAIN_SRC}
    )

target_link_libraries(test_main
    ddraw
    )







En montant les différentes partitions, on trouve aucun fichier intéressant (un pdf, mais peu de chance
que y’ait des données cachées dedans.) Il est plus probable que les données soient stockées ailleurs. On
peut ouvrir le fichier avec http ://www.sleuthkit.org/autopsy/.

Plusieurs secteurs non alloués. Ca peut-être intéressant. Les 3 premiers secteurs :

Bingo une chaîne de caractère 551C 2016 B00B 5F00. Par contre les données ont l’air aléatoire, faut
maintenant étudier le programme et on verra si on croise cette chaine plus tard.

Exécuter le programme ne fonctionne pas. En regardant ce qu’il se passe avec Process Monitor, on
voit que le binaire essaie de lancer un service. En extrayant les ressources du PE, on obtient le fichier
userSSTIC_101_BINARY.bin. Ce fichier est un module noyau windows et on suppose que c’est celui
qu’on essaie de lancer avec les appels à CreateService et StartService.

IV.2.2.1 Le binaire userspace
Les fonctions importées par le binaire nous permettent de trouver rapidement les fonctions intéressantes.
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En jetant un oeil aux endroits qui font appel aux fonction crypto, on déduit un algorithme du genre :

for Tous les fichiers f dans "\SSTIC\* do
Attendre l’event 1 (signalant que le driver est prêt pour le prochain fichier) Lire F et calculer
son MD5 et placer le tout dans un buffer à une adresse fixe (format [HASH|CONTENT])
Signaler l’event 2, pour dire que le fichier est prêt.

end

En cherchant l’initialisation de l’adresse fixe, on voit qu’elle n’est pas initialisée dans l’application.

On observe aussi dans le binaire que les events ne sont utilisés que dans une direction. Tout cela nous
amène à penser que le c’est le driver qui s’occupera de faire quoi que ce soit avec ces fichiers + hash et
que la communication se fait par mémoire partagée + events.

Une autre pièce du puzzle dans le binaire userspace réside dans la gestion des évènements win32.
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Une fois qu’un nouveau disque est détecté, on appel la fonction ici nommée set_drive_info_for_driver
qui se charge de transmettre la lettre du disque qui vient d’être branché au driver.

Il n’y a plus grand chose d’intéressant dans le l’application. Il est temps d’aller jeter un oeil au driver.

IV.2.2.2 Le driver
Comme on sait que l’application et le driver se synchronise à travers des events, il est utile de se diriger

vers les fonctions importées type KeWaitForSingleObject ou KeSetEvent. Cela nous permet d’identifier di-
rectement la zone de mémoire partagée avec l’application (le pointer se trouve à .data :0000000000215188.)

On regarde ensuite les Xref de ce pointeur. On y identifie facilement les fonctions de synchronisations
avec l’application, la fonction de création de la mémoire partagée (.text :0000000000011078) et la fonction
la plus intéressant, là où le buffer du fichier est traité (.text :000000000001110C).

Dans cette fonction, on observe un PRNG seedé avec une variable 32 bit qui est utilisé pour générer
16 octets. Une permutation générée à partir des octets précédents. À ce moment, je me dis qu’il faut que
je reverse cet algo comme je vais devoir décoder l’image disque qu’on nous a fourni. Après avoir annoté
tout l’algo qui génère la permutation, je clique : RC4. Ca m’évite de devoir réverser la génération du
stream cipher.

Dans la suite de la fonction, le buffer encodé est copié dans un nouveau buffer avec de nouvelles
informations sous le format :

[NEXT:8|PREV:8|BLK_SIZE:4|FILE_SIZE:4|
RC4_KEY:0x10|MD5_HASH:0x10|RC4_ENC_BUF_PTR:0x10]↪→

La clé RC4 est conservée, youhou on aura pas à la bruteforce. On identifie que ce buffer est foutu dans
une liste chaîné avec la première entrée (ou sentinelle, j’ai pas regardé plus loin) situé en .data :0000000000015120.

La fonction se termine. Il faut maintenant s’intéresser aux endroits où est utilisée la liste chaînée. Xref
à nouveau, on tombe sur la fonction .text :0000000000013020.

La fonction commence par itéré sur les éléments de liste pour calculer la taille totale du buffer (champs
à 0x10). Puis on alloue un buffer de cette taille. Ok, on va donc concaténer tous les [size|RC4_KEY|ENC_MD5|ENC_BUF].

Un peu plus loin on voit en effet :
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La boucle concatène les chunks et on appelle une fonction sur le gros buffer (rbp_totbuf). Étudions
cette fonction. Le première appel de fonction intéressant est en .text :00000000000121FE. On remarque
que la chaîne de caractère "551C2016B00B5F00" est en argument et donc ca devrait forcément faire
quelque chose d’intéressant.

Dans cette fonction, on découvre :

De la crypto, cool. Une constante, encore plus cool. Moteur de recherche sur B7E15163, on tombe sur
RC5. Le programme fait donc tourner un RC5 sur le gros buffer.

On poursuit l’exécution du programme, et on tombe sur une très jolie fonction :
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Ok, pas moyen que je reverse ca. On va plutôt essayer de déduire ce que ca fait. On sait déjà
que notre programme va écrire nos données encryptées sur le disque. Un fonction importée par le dri-
ver qui pourrait être capable de faire ca est IofCallDriver. Cette fonction est notamment appelée par
.text :0000000000012374 qui elle même est appelée par notre fonction immonde. On va donc supposer
que notre grosse fonction se charge d’écrire sur le disque d’un quelconque manière.

En plus elle est appelée deux fois. La première avec la chaîne [Num of file|"551C2016B00B5F00"] et
ensuite avec le gros buffer encrypté par RC5. On va donc supposer que les écritures vont se faire dans les
secteurs non alloués et qu’il n’y a pas de structure supplémentaire (ce qui s’avérera le cas).

Sur internet, on trouve facilement des snippets de code pour RC4 et RC5. Dans un premier temps
je m’intéresse aux données qui suivent 551C2016B00B5F00. Pour savoir si notre décodage fonctionne, le
champs size nous sera très utile puisqu’on verra directement si on obtient une valeur plausible.

Le mode de RC5 qu’on a (d’après les constantes et la taille de clé) :
— Clé de 128 bit
— Taille de bloque 64 bit
Malheureusement, ca ne marche pas, encryption ou décryption. J’obtiens de trop grosses valeurs pour
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le champ size. En regardant la fonction d’initialisation du RC5, on trouve l’opération :

ror edi, 3

D’après la spec wikipedia, ca devrait être une rotation gauche. J’essaie ca, ca marche pas non plus.
Bon, une implémentation piégée, génial (ca se trouve c’est parce que je suis une chèvre). À ce moment la,
la fin du challenge et de mes nerfs est proche. J’ai pas envie de vérifier instruction par instruction le code.
Alors je trouve rien de mieux que d’extraire les instructions de l’initialisation et de l’encodage/décodage
avec IDA, d’exporter les fonctions avec NASM et d’utiliser le tout en C++. Et miracle, ca fonctionne !
Je récupère des tailles plausibles. Je croise les doigts pour que le RC4 soit pas empoisonné lui aussi.

def proc_file(fname):
data = open(fname, ’rb’).read()
drand = data[:0x10]
dhash = data[0x10:0x20]
data = data[0x20:]

res = rc4_decrypt(data, drand)
print(res)
print(MD5.new(res).hexdigest())
print(binascii.hexlify(dhash))
open(fname+’.dec’, ’wb’).write(res)

Hurray, le MD5 est valide. On obtient le fichier :

password for the zip file : !WooYouAreSuchAnAwesomeGuy!

Bon, plus qu’à chopper le reste.
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int main() {
vector<pair<u64, u64> > blocks;
blocks.pb(MP(blk_size * 1 + 64, blk_size * 2 - 64));
blocks.pb(MP(blk_size * 2097155, blk_size * 02046-64));
//blocks.pb(MP(blk_size * 0x0003147776, blk_size * 1));

int len = 0;
for (auto &a : blocks)

len += a.ND;

u8 *buf = new u8[len];
FILE *f = fopen("./img", "rb");
u64 buf_pos = 0;

for (auto &a : blocks) {
fseeko(f, a.ST, SEEK_SET);
fread(buf + buf_pos, 1, a.ND, f);
buf_pos += a.ND;

}

char ctx[1000];
init_rc5(ctx);

for (int i = 0; i < len; i += 0x10) {
decrypt_rc5(ctx, buf + i);

}
struct fileentry {

u32 size;
u8 drand[0x10];
u8 dhash[0x10];
char content[0];

};

vector<fileentry *> entries;
int pos = 0;
int fileid=0;
while (true) {

if (pos >= len)
break;

fileentry *cur=(fileentry *)(buf + pos);
entries.pb(cur);
pos += cur->size+0x24;
printf("got entry >> %x, %x %x\n", cur->size, pos, len);
if (pos<=len){

char fname[100];
sprintf(fname, "./files/res_%02d.out", fileid);
std::ofstream ofs(fname, std::ofstream::binary);
ofs.write((const char*)cur->drand, 0x10);
ofs.write((const char*)cur->dhash, 0x10);
ofs.write((const char*)cur->content, cur->size);

}
++fileid;

}

return 0;
}

Un des fichiers obtenu est un ZIP.
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$ xxd files/key
00000000: 0928 bde1 e3ed 8969 8632 dbff 4a23 1138 .(.....i.2..J#.8
$ #

La clé : 0928 bde1 e3ed 8969 8632 dbff 4a23 1138

IV.2.3 Ressources

—
—
— : asm rc5
—
— décodage RC5 + création des fichiers individuels
— décodage RC4

V Conclusion
Dernière pièce, je suis content de ne voir qu’un personne dans la salle. C’est vraiment la fin. Un doc

avec l’adresse email encodé en rot13.

V01c1 l’4dr3553 m41l : 8L6q5w9Il88UHTUsTFXfWidN@sstic.org

Merci aux organisateurs, ce fut bien amusant mais aussi fort rageant.
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BITS 64
extern memcpy
extern exit

global main2
global init_rc5
global decrypt_rc5


%define var_1D8   -1D8h
%define var_1D4   -1D4h
%define var_108   -108h
%define var_8   -8
%define arg_0   8
%define arg_8   10h

section .data
a551c2016b00b5f db "551C2016B00B5F00"
alignb 16
s_buf: times 1000 db 0
alignb 16
res_buf: times 1000 db 0
alignb 16

;test_buf: db `\x83\x56\x26\x91\xfc\x37\xd2\x85\x07\xa4\xbc\xef\x45\x46\x60\xd7`
test_buf: db `|\xc9\x0e\xd9]\xc8\x13T\x93\xbc\xc4W\xab8\x03\xb2L\x84\x06\xa7u\xe6\xdb\x8c\x93\x8c\xadq)"{\x08`
alignb 16


section .text

main2:
mov rcx, s_buf
call init_rc5
mov rcx, s_buf
mov rdx, test_buf
mov r8, res_buf
call decrypt_rc5
call end

end:
mov edi, 0
call exit

init_rc5:
sub rsp, 100h
mov     [rsp+arg_0], rbx
mov     [rsp+arg_8], rsi
push rsi
push rdx
push rdi
push rcx
push rbx
push r8
push r9
push r10
mov rcx, rdi
sub rsp, 1F0h
mov rbx, rcx
xor r8d, r8d
xor ecx, ecx
xor edx, edx
mov r10, a551c2016b00b5f ; "551C2016B00B5F00"
lea r9, [rsp+1F8h+var_108]
..@loc_11E3F:       ; CODE XREF: looks_liek_rc5_init+4D�j
movzx eax, byte [r10]
shl edx, 8
inc ecx
or  edx, eax
inc r10
test  cl, 3
jnz short ..@loc_11E5E
mov [r9], edx
inc r8d
add r9, 4
xor edx, edx

..@loc_11E5E:       ; CODE XREF: looks_liek_rc5_init+3C�j
cmp ecx, 10h
jb  short ..@loc_11E3F
mov dword [rsp+1F8h+var_1D8], 0B7E15163h
lea rcx, [rsp+1F8h+var_1D4]
mov edx, 2Bh

..@loc_11E75:       ; CODE XREF: looks_liek_rc5_init+73�j
mov eax, [rcx-4]
sub eax, 61C88647h
mov [rcx], eax
add rcx, 4
sub rdx, 1
jnz short ..@loc_11E75
lea ecx, [rdx+2Ch]
mov eax, r8d
cmp r8d, ecx
cmovb eax, ecx
xor esi, esi
xor r11d, r11d
lea ecx, [rax+rax*2]
xor r9d, r9d
xor edi, edi
test  ecx, ecx
jz  short ..@loc_11EFB
mov r10d, ecx

..@loc_11EA9:       ; CODE XREF: looks_liek_rc5_init+E5�j
mov eax, [rsp+r11*4+1F8h+var_1D8]
add eax, r9d
add edi, eax
mov eax, esi
ror edi, 3
mov [rsp+r11*4+1F8h+var_1D8], edi
lea ecx, [r9+rdi]
add r9d, edi
add r9d, [rsp+rax*4+1F8h+var_108]
inc r11d
ror r9d, cl
mov [rsp+rax*4+1F8h+var_108], r9d
mov eax, 0BA2E8BA3h
mul r11d
shr edx, 5
lea eax, [rsi+1]
imul  edx, 2Ch
sub r11d, edx
xor edx, edx
div r8d
sub r10, 1
mov esi, edx
jnz short ..@loc_11EA9

..@loc_11EFB:       ; CODE XREF: looks_liek_rc5_init+90�j
lea rsi, [rsp+1F8h+var_1D8]
mov rdx, 0B0h
mov rdi, rbx
call memcpy
and dword [rbx+0B0h], 0
and dword [rbx+0B4h], 0
and dword [rbx+0B8h], 0
and dword [rbx+0BCh], 0
lea r11, [rsp+1F8h+var_8]
mov rbx, [r11+10h]
mov rsi, [r11+18h]
mov rsp, r11
push r10
push r9
push r8
pop rbx
pop rcx
pop rdi
pop rdx
pop rsi
add rsp, 100h
retn

decrypt_rc5:
; DATA XREF: .pdata:00000000002160CC�o

%define arg_0   8
%define arg_8   10h
%define arg_10    18h
%define arg_18    20h

sub rsp, 100h
mov rax, rsp
mov [rax+8], rbx
mov [rax+10h], rbp
mov [rax+18h], rsi
mov [rax+20h], rdi
push rbp
push rbx
push rcx
push rdx
push  r8
push  r9
push  r12
push  r13
push  r14
push  r15
mov rcx, rdi
mov rdx, rsi
mov r8, rsi
mov r10d, [rdx]
mov r11d, [rdx+8]
mov ebx, [rdx+0Ch]
mov rdi, r8
mov r8d, [rdx+4]
mov esi, r10d
sub r10d, [rcx+0A8h]
mov r12d, r11d
sub r11d, [rcx+0ACh]
mov r9, rcx
mov ebp, r8d
mov r13d, ebx
mov r15d, 13h
lea r14, [rcx+0A0h]

loc_1208E:        ; CODE XREF: decrypt_rc5+99�j
mov eax, ebx
mov ebx, r11d
mov r11d, r8d
sub r11d, [r14+4]
mov r8d, r10d
mov r10d, eax
sub r10d, [r14]
lea edx, [r8+r8+1]
lea eax, [rbx+rbx+1]
imul  edx, r8d
ror edx, 5
imul  eax, ebx
ror eax, 5
mov ecx, edx
sub r14, 8
rol r11d, cl
mov ecx, eax
xor r11d, eax
rol r10d, cl
xor r10d, edx
sub r15, 1
jns short loc_1208E
xor r10d, [r9+0B0h]
xor r11d, [r9+0B8h]
sub r8d, [r9]
xor r8d, [r9+0B4h]
sub ebx, [r9+4]
mov [r9+0B0h], esi
xor ebx, [r9+0BCh]
mov rsi, [rsp+20h+arg_10]
mov [r9+0B4h], ebp
mov rbp, [rsp+20h+arg_8]
mov [rdi+0Ch], ebx
mov rbx, [rsp+20h+arg_0]
mov [rdi], r10d
mov [rdi+4], r8d
mov [rdi+8], r11d
mov rdi, [rsp+20h+arg_18]
mov [r9+0B8h], r12d
mov [r9+0BCh], r13d
pop r15
pop r14
pop r13
pop r12
pop r9
pop r8
pop rdx
pop rcx
pop rbx
pop rbp
add rsp, 100h
retn





res: solve.cpp test.asm
	nasm ./test.asm -f elf64 -l test.lst
	g++ -g -std=c++11 solve.cpp test.o -o solve





#include <vector>
#include <list>
#include <map>
#include <set>
#include <deque>
#include <queue>
#include <stack>
#include <algorithm>
#include <numeric>
#include <utility>
#include <sstream>
#include <iostream>
#include <cstdlib>
#include <string>
#include <cstring>
#include <cstdio>
#include <cmath>
#include <cstdlib>
#include <ctime>
#include <cassert>
#include <climits>
#include <fstream>
//#include <ext/hash_map>

using namespace std;
using namespace __gnu_cxx;

#define REP(i, n) for (int i = 0; i < int(n); ++i)
#define REPV(i, n) for (int i = (n)-1; (int)i >= 0; --i)
#define FOR(i, a, b) for (int i = (int)(a); i < (int)(b); ++i)

#define FE(i, t)                                                               \
  for (__typeof((t).begin()) i = (t).begin(); i != (t).end(); ++i)
#define FEV(i, t)                                                              \
  for (__typeof((t).rbegin()) i = (t).rbegin(); i != (t).rend(); ++i)

#define two(x) (1LL << (x))
#define ALL(a) (a).begin(), (a).end()

#define pb push_back
#define ST first
#define ND second
#define MP(x, y) make_pair(x, y)

typedef long long ll;
typedef unsigned long long ull;
typedef unsigned int uint;
typedef pair<int, int> pii;
typedef vector<int> vi;
typedef vector<string> vs;
typedef signed char s8;
typedef unsigned char u8;
typedef signed short s16;
typedef unsigned short u16;
typedef signed int s32;
typedef unsigned int u32;
typedef signed long long s64;
typedef unsigned long long u64;

template <class T> void checkmin(T &a, T b) {
  if (b < a)
    a = b;
}
template <class T> void checkmax(T &a, T b) {
  if (b > a)
    a = b;
}
template <class T> void out(T t[], int n) {
  REP (i, n)
    cout << t[i] << " ";
  cout << endl;
}
template <class T> void out(vector<T> t, int n = -1) {
  for (int i = 0; i < (n == -1 ? t.size() : n); ++i)
    cout << t[i] << " ";
  cout << endl;
}
inline int count_bit(int n) {
  return (n == 0) ? 0 : 1 + count_bit(n & (n - 1));
}
inline int low_bit(int n) { return (n ^ n - 1) & n; }
inline int ctz(int n) { return (n == 0 ? -1 : ctz(n >> 1) + 1); }
int toInt(string s) {
  int a;
  istringstream(s) >> a;
  return a;
}
string toStr(int a) {
  ostringstream os;
  os << a;
  return os.str();
}
const u64 blk_size = 512;
extern "C" void init_rc5(char *ctx);
extern "C" void decrypt_rc5(char *ctx, u8 *buf);

int main() {
  vector<pair<u64, u64> > blocks;
  blocks.pb(MP(blk_size * 1 + 64, blk_size * 2 - 64));
  blocks.pb(MP(blk_size * 2097155, blk_size * 02046-64));
  //blocks.pb(MP(blk_size * 0x0003147776, blk_size * 1));

  int len = 0;
  for (auto &a : blocks)
    len += a.ND;

  u8 *buf = new u8[len];
  FILE *f = fopen("./img", "rb");
  u64 buf_pos = 0;

  for (auto &a : blocks) {
    fseeko(f, a.ST, SEEK_SET);
    fread(buf + buf_pos, 1, a.ND, f);
    buf_pos += a.ND;
  }

  char ctx[1000];
  init_rc5(ctx);

  for (int i = 0; i < len; i += 0x10) {
    decrypt_rc5(ctx, buf + i);
  }
  struct fileentry {
    u32 size;
    u8 drand[0x10];
    u8 dhash[0x10];
    char content[0];
  };

  vector<fileentry *> entries;
  int pos = 0;
  int fileid=0;
  while (true) {
    if (pos >= len)
      break;
    fileentry *cur=(fileentry *)(buf + pos);
    entries.pb(cur);
    pos += cur->size+0x24;
    printf("got entry >> %x, %x %x\n", cur->size, pos, len);
    if (pos<=len){
      char fname[100];
      sprintf(fname, "./files/res_%02d.out", fileid);
      std::ofstream ofs(fname, std::ofstream::binary);
      ofs.write((const char*)cur->drand, 0x10);
      ofs.write((const char*)cur->dhash, 0x10);
      ofs.write((const char*)cur->content, cur->size);
    }
    ++fileid;
  }

  return 0;
}



#!/usr/bin/env python

import struct
import binascii
from Crypto.Hash import MD5


class RC5:

  def __init__(self, w, R, key):
    self.w = w  # block size (32, 64 or 128 bits)
    self.R = R  # number of rounds (0 to 255)
    self.key = key  # key (0 to 2040 bits)
    # some useful constants
    self.T = 2 * (R + 1)
    self.w4 = w // 4
    self.w8 = w // 8
    self.mod = 2**self.w
    self.mask = self.mod - 1
    self.b = len(key)

    self.__keyAlign()
    self.__keyExtend()
    print([hex(x) for x in self.S])
    print([hex(x) for x in self.L])
    self.__shuffle()

  def __lshift(self, val, n):
    n %= self.w
    return ((val << n) & self.mask) | ((val & self.mask) >> (self.w - n))

  def __rshift(self, val, n):
    n %= self.w
    return ((val & self.mask) >> n) | (val << (self.w - n) & self.mask)

  def __const(self):  # constants generation
    if self.w == 16:
      return (0xB7E1, 0x9E37)  # return P, Q values
    elif self.w == 32:
      return (0xB7E15163, 0x9E3779B9)
    elif self.w == 64:
      return (0xB7E151628AED2A6B, 0x9E3779B97F4A7C15)

  def __keyAlign(self):
    if self.b == 0:  # key is empty
      self.c = 1
    elif self.b % self.w8:
      self.key += b'\x00' * (self.w8 - self.b % self.w8)  # fill key with \x00 bytes
      self.b = len(self.key)
      self.c = self.b // self.w8
    else:
      self.c = self.b // self.w8
    L = [0] * self.c
    for i in range(self.b):
      L[i // self.w8] = (L[i // self.w8] << 8) + self.key[i]
    self.L = L

  def __keyExtend(self):
    P, Q = self.__const()
    self.S = [(P + i * Q) % self.mod for i in range(self.T)]

  def __shuffle(self):
    i, j, A, B = 0, 0, 0, 0
    print(3 * max(self.c, self.T))
    for k in range(3 * max(self.c, self.T)):
      A = self.S[i] = self.__rshift((self.S[i] + A + B), 3)
      B = self.L[j] = self.__rshift((self.L[j] + A + B), A + B)
      i = (i + 1) % self.T
      j = (j + 1) % self.c

  def encryptBlock(self, data):
    A = int.from_bytes(data[:self.w8], byteorder='little')
    B = int.from_bytes(data[self.w8:], byteorder='little')
    A = (A + self.S[0]) % self.mod
    B = (B + self.S[1]) % self.mod
    for i in range(1, self.R + 1):
      A = (self.__lshift((A ^ B), B) + self.S[2 * i]) % self.mod
      B = (self.__lshift((A ^ B), A) + self.S[2 * i + 1]) % self.mod
    return (A.to_bytes(self.w8, byteorder='little') + B.to_bytes(self.w8, byteorder='little'))

  def decryptBlock(self, data):
    A = int.from_bytes(data[:self.w8], byteorder='little')
    B = int.from_bytes(data[self.w8:], byteorder='little')
    print(hex(A))
    for i in range(self.R, 0, -1):
      B = self.__lshift(B - self.S[2 * i + 1], A) ^ A
      A = self.__lshift(A - self.S[2 * i], B) ^ B
    B = (B - self.S[1]) % self.mod
    A = (A - self.S[0]) % self.mod
    return (A.to_bytes(self.w8, byteorder='little') + B.to_bytes(self.w8, byteorder='little'))

  def encryptFile(self, inpFileName, outFileName):
    with open(inpFileName, 'rb') as inp, open(outFileName, 'wb') as out:
      run = True
      while run:
        text = inp.read(self.w4)
        if not text:
          break
        if len(text) != self.w4:
          text = text.ljust(self.w4, b'\x00')
          run = False
        text = self.encryptBlock(text)
        out.write(text)

  def decryptFile(self, inpFileName, outFileName):
    with open(inpFileName, 'rb') as inp, open(outFileName, 'wb') as out:
      run = True
      while run:
        text = inp.read(self.w4)
        if not text:
          break
        if len(text) != self.w4:
          run = False
        text = self.decryptBlock(text)
        if not run:
          text = text.rstrip(b'\x00')
        out.write(text)

  def encryptBytes(self, data):
    res, run = b'', True
    while run:
      temp = data[:self.w4]
      if len(temp) != self.w4:
        data = data.ljust(self.w4, b'\x00')
        run = False
      res += self.encryptBlock(temp)
      data = data[self.w4:]
      if not data:
        break
    return res

  def decryptBytes(self, data):
    res, run = b'', True
    while run:
      temp = data[:self.w4]
      if len(temp) != self.w4:
        run = False
      res += self.decryptBlock(temp)
      data = data[self.w4:]
      if not data:
        break
    return res.rstrip(b'\x00')


def rc4_decrypt(data, key):
  S = list(range(256))
  j = 0
  out = []

  #KSA Phase
  for i in range(256):
    j = (j + S[i] + key[i % len(key)]) % 256
    S[i], S[j] = S[j], S[i]

  #PRGA Phase
  i = j = 0
  for char in data:
    i = (i + 1) % 256
    j = (j + S[i]) % 256
    S[i], S[j] = S[j], S[i]
    out.append(char ^ S[(S[i] + S[j]) % 256])
  return bytearray(out)


def proc_file(fname):
  data = open(fname, 'rb').read()
  drand = data[:0x10]
  dhash = data[0x10:0x20]
  data = data[0x20:]

  res = rc4_decrypt(data, drand)
  print(res)
  print(MD5.new(res).hexdigest())
  print(binascii.hexlify(dhash))
  open(fname+'.dec', 'wb').write(res)


def solve(data):
  proc_file('./files/res_00.out')
  proc_file('./files/res_01.out')
  proc_file('./files/res_02.out')
  proc_file('./files/res_03.out')
  proc_file('./files/res_04.out')
  proc_file('./files/res_05.out')
  proc_file('./files/res_06.out')
  #hurray rc5
  #key= b'551C2016B00B5F00'
  #print(len(key))
  #rc5 = RC5(32, 21, key)
  #print('\n\n')
  #print([hex(x) for x in rc5.S])
  #print([hex(x) for x in rc5.L])
  #buf='83562691fc37d28507a4bcef454660d7'
  #buf='7cc90ed95dc8135493bcc457ab3803b24c8406a775e6db8c938cad7129227b08'
  #data=binascii.unhexlify(buf)
  #print(data)
  #res=rc5.decryptBytes(data)
  #print(binascii.hexlify(res))


def main():

  data = None
  solve(data)


main()
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