


Guide définitif du client lourd 
catastrophique 
 
Le Guide Suprême pour Devenir un Maître du Client Lourd Improbable 
(poésie jurassique sponsorisée par Claude) 
 
Chers développeurs en herbe, voulez-vous vraiment marquer 
l'histoire de l'informatique par votre capacité à créer le client 
lourd le plus désastreux possible ? Suivez ce guide avec une 
précision chirurgicale, et vos collègues vous admireront ... ou 
vous maudiront à jamais ! 
 
 

Prologue : Bienvenue dans le Cirque Numérique 
 
Imaginez un instant le monde du développement logiciel comme un 
grand cirque où les développeurs sont des funambules permanents, 
et les clients lourds, des clowns imprévisibles qui secouent sans 
cesse le fil sur lequel on marche. Aujourd'hui, nous allons 
explorer ce monde absurde où la logique s'évapore et où le bon 
sens part en vacances. 
 
 
 

Architecture : l’Audace de la Confiance ; 3 tiers C’est 
pour les Faibles 
 
Commençons par l'architecture. Trois tiers ? Pff, c'est trop 
moderne ! Pourquoi se compliquer la vie avec des principes de 
conception élaborés quand on peut tout simplement empiler des 
composants comme un enfant qui construit un château de cartes ? 
L'architecture 3 tiers, c'est pour les faibles. Nous, on aime 
vivre dangereusement ! Une base de données, un compte 
administrateur, et c’est parti. Après tout, faire confiance est un 
art de vivre, non ? 
 
 
 

Sécurité : La Complexité comme Bouclier Ultime 
 
La sécurité ? Un concept tellement surcoté ! Pourquoi implémenter 
des contrôles d'accès côté serveur quand on peut transformer notre 
application en labyrinthe cryptique où seuls les initiés (et 
quelques motivés) peuvent naviguer ? Notre devise : "Si personne 
ne comprend comment ça marche, personne ne pourra l’attaquer". 



 

 
Performance : Un Thread par Fonctionnalité, Parce que 
Pourquoi Pas ? 
 
Performance rime avec Threads multiples ! Pourquoi optimiser quand 
on peut lancer un thread par fonctionnalité ? Imaginez : une 
fonctionnalité pour afficher un bouton, un autre pour le cliquer, 
un troisième pour gérer son état. C'est comme avoir une armée de 
fourmis désorganisées qui travaillent ensemble... ou pas. 
Asynchrone ? Connais pas. 

 
 
Design : Copier-Coller, l'Art Suprême 
 
Création graphique ? Trop compliqué ! La solution miracle : 
copier-coller sans vergogne tous les éléments qui se ressemblent. 
Peu importe si un bouton de connexion ressemble étrangement à un 
bouton de déconnexion. L'utilisateur s'adaptera, c'est son 
problème. 
 
 

Gestion d'États : Le Chaos Orchestré 
 
Synchrone, asynchrone, effets de bord, transitions d'états ? 
Pourquoi choisir quand on peut tout mélanger ! Notre application 
sera comme une symphonie cacophonique où chaque composant fait ce 
qu'il veut, quand il veut. C'est ce qu'on appelle la liberté 
architecturale ! 
 
 

Microservices : Plus C'est Compliqué, Mieux C'est 
 
Ah, les microservices ! Pourquoi avoir un service qui fait bien 
son travail quand on peut en avoir dix qui font à peu près la même 
chose ? Multiplions les microservices comme des lapins, sans 
logique apparente. Chaque service sera un petit mystère, une 
énigme à résoudre. 
 
 

Couplage : Tout Lier, Tout Mélanger 
 
Le couplage, c'est notre religion ! Chaque partie de notre client 
lourd sera si étroitement liée que modifier un seul élément 
provoquera un effet domino digne des plus grands films 
catastrophes. Découplement ? Pas dans le dictionnaire ! 

 



Tester, c’est douter 
 
Le test en production ? Oh, quelle merveilleuse idée ! Pourquoi 
perdre du temps avec des environnements dédiés quand on peut 
directement transformer les utilisateurs en cobayes ? C'est comme 
faire de la chirurgie avec un marteau : risqué, mais terriblement 
excitant ! 
Et cerise sur le gâteau : tester uniquement sur Windows, vive 
Microsoft ! 
 

 
Conclusion : La Beauté du Chaos 
 
Mesdames et messieurs, en suivant ces principes, vous créerez un 
client lourd qui restera gravé dans l'histoire de l'informatique. 
Vos collègues vous regarderont avec un mélange d'admiration, de 
terreur et de pitié. 
Rappelez-vous : un bon client lourd n'est pas un logiciel, c'est 
une œuvre d'art conceptuelle qui défie toute logique de 
développement ! 
 
 
Avertissement : Ce guide est à prendre au second degré. Toute 
ressemblance avec des applications existantes serait purement 
fortuite ... ou pas. 
 

 

 



 

Annexe - L'éloge de la réinvention de la roue 
 
Depuis des siècles, l'expression "ne pas réinventer la roue" est 
employée pour dénoncer une perte de temps et d'énergie à vouloir 
recréer ce qui existe déjà. Pourtant, cette maxime, si souvent 
invoquée pour justifier l'innovation, mérite d'être remise en 
question. Pourquoi devrions-nous considérer la roue comme un 
aboutissement ultime, intouchable et immuable ? Loin d'être une 
vaine entreprise, la réinvention de la roue, qu'elle soit 
littérale ou métaphorique, est une source inépuisable de progrès, 
de créativité et d'adaptabilité. 
 
 
 

La roue au sens propre : une innovation toujours 
perfectible 
 
La roue, cette invention millénaire qui a transformé l'humanité, 
n'a jamais cessé d'évoluer. Des premières roues en bois massif aux 
pneus gonflables modernes, chaque étape de son perfectionnement a 
été le fruit d'une réinvention. Aujourd'hui encore, les chercheurs 
travaillent sur des roues sans air, plus résistantes, capables de 
s'auto-réparer, ou encore adaptées à des environnements extrêmes 
comme la surface de Mars. 
 
Si l'on avait suivi le dogme de "ne pas réinventer la roue", nous 
roulerions toujours sur des disques de pierre. C'est donc bien en 
revisitant sans cesse nos acquis que nous repoussons les limites 
de la technologie et que nous facilitons notre quotidien. 
 
 
 

La réinvention de la roue comme métaphore du progrès 
 
Au-delà de son sens concret, la "roue" symbolise les idées et les 
concepts que nous utilisons pour avancer. Réinventer la roue 
signifie alors repenser des solutions, remettre en cause des 
dogmes et refuser la stagnation intellectuelle. 
 
L'histoire regorge d'exemples où ceux qui ont osé réinventer 
l'existant ont révolutionné le monde. L'écriture était autrefois 
gravée dans la pierre avant d'être tracée sur du papier, puis 
numérisée. La musique, autrefois limitée aux instruments 
acoustiques, a vu naître l'électrique, le numérique et la synthèse 
sonore. 
 



 

L'importance de l'expérimentation et du regard neuf 
 
Réinventer la roue, c'est aussi un exercice intellectuel 
essentiel. Même si une solution semble exister, il est souvent 
utile de la reconstruire soi-même, ne serait-ce que pour mieux la 
comprendre. C'est ainsi que les étudiants en sciences refont les 
expériences de leurs prédécesseurs et que les artistes revisitent 
les techniques anciennes pour mieux les transcender. 
 
L'innovation ne naît pas uniquement de la nouveauté radicale, mais 
aussi d'un regard différent porté sur ce qui existe déjà. 
Réinventer la roue, c'est accepter que l'on peut toujours 
améliorer, transformer ou adapter une idée en fonction d'un 
contexte changeant. 
 
 
 

Conclusion : une invitation à la curiosité 
 
En fin de compte, réinventer la roue n'est pas une perte de temps, 
mais une démarche essentielle du progrès humain. L'innovation 
repose sur cette volonté de revisiter l'existant pour en tirer le 
meilleur. 
 
Alors, loin de voir dans cette entreprise une absurdité, 
encourageons ceux qui osent remettre en question les acquis, car 
ce sont eux qui nous font avancer. Qui sait ? La prochaine grande 
révolution technique ou intellectuelle naîtra peut-être de la 
simple idée de réinventer, une fois de plus, la roue. 
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Abstract


   This document discusses options and requirements for the PDF
   rendering of RFCs in the RFC Series, as outlined in RFC 6949.  It
   also discusses the use of PDF for Internet-Drafts, and available or
   needed software tools for producing and working with PDF.


Status of This Memo


   This document is not an Internet Standards Track specification; it is
   published for informational purposes.


   This document is a product of the Internet Architecture Board (IAB)
   and represents information that the IAB has deemed valuable to
   provide for permanent record.  It represents the consensus of the
   Internet Architecture Board (IAB).  Documents approved for
   publication by the IAB are not a candidate for any level of Internet
   Standard; see Section 2 of RFC 7841.


   Information about the current status of this document, any errata,
   and how to provide feedback on it may be obtained at
   http://www.rfc-editor.org/info/rfc7995.


Copyright Notice


   Copyright (c) 2016 IETF Trust and the persons identified as the
   document authors.  All rights reserved.


   This document is subject to BCP 78 and the IETF Trust’s Legal
   Provisions Relating to IETF Documents
   (http://trustee.ietf.org/license-info) in effect on the date of
   publication of this document.  Please review these documents
   carefully, as they describe your rights and restrictions with respect
   to this document.
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1.  Introduction


   The RFC Series is evolving, as outlined in [RFC6949].  Future
   documents will use a canonical format, XML, with renderings in
   various formats, including PDF.


   Because PDF has a wide range of capabilities and alternatives, not
   all PDFs are "equal".  For example, visually similar documents could
   consist of scanned or rasterized images, or include text layout
   options, hyperlinks, embedded fonts, and digital signatures.  (See
   [APP-PDF] for a history of PDF.)


   This document explains some of the relevant options and makes
   recommendations, for both the RFC Series and Internet-Drafts.


   The PDF format and the tools to manipulate it are not as well known
   as those for the other RFC formats, at least in the IETF community.
   This document discusses some of the processes for creating and using
   PDFs using both open source and commercial products.


   The details described in this document are expected to change based
   on experience gained in implementing the new publication toolsets.
   Revised documents will be published capturing those changes as the
   toolsets are completed.  Other implementers must not expect those
   changes to remain backwards-compatible with the details described in
   this document.


2.  Choosing PDF Versions and Standards


   PDF [PDF] has gone through several revisions, primarily for the
   addition of features.  PDF features have generally been added in a
   way that older viewers "fail gracefully", but even so, the older the
   PDF version produced, the more legacy viewers will support that
   version but the fewer features will be enabled.


   As PDF has evolved a broad set of capabilities, additional standards
   for PDF files are applicable.  These standards establish ground rules
   that are important for specific applications.  For example, PDF/X was
   specifically designed for Prepress digital data exchange, with
   careful attention to color management and printing instructions.  The
   PDF/E standard was designed for engineering documents with dynamic
   workflows (where a document continues to be revised after
   publication) and allows interactive media (including animation
   and 3D).
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   Two additional standards families are important to the RFC format,
   though: long-term preservation (PDF/A), and user accessibility
   (PDF/UA [PDFUA]).  These then have sub-profiles (PDF/A-1, PDF/A-2
   [PDFA2], PDF/A-3 [PDFA3]), each of which has conformance levels.
   These standards are then supported by various software libraries and
   tools.


   It is effective and useful to use these standards to capture PDF for
   RFC requirements, and they will make the PDF files useful in
   workflows that expect them.


   Recommendations:


   o  Use PDF 1.7; although relatively recent, it is well supported by
      widely available viewers.


   o  For RFCs, require PDF/A-3 with conformance level "U".  This
      captures the archivability and long-term stability of PDF 1.7
      files, mandatory Unicode mapping (Sections 14.8.2.4.2 ("Unicode
      Mapping in Tagged PDF") and 9.10.2 ("Mapping Character Codes to
      Unicode Values") of [PDF]), and many of the requirement features.


   o  Use PDF/A-3 for embedding additional data (including the XML
      source file) in RFCs and Internet-Drafts.


   o  Use PDF/UA for user accessibility.


3.  Options and Requirements for PDF RFCs


   This section lays out options and requirements for PDFs produced by
   the RFC Editor for RFCs.  There are two subsections: Section 3.1
   covers "visible" requirements related to how the PDF normally appears
   when it is viewed with a PDF viewer; Section 3.2 covers "invisible"
   options and requirements, which primarily affect the ability to
   process PDFs in other ways but do not ordinarily control the way the
   document appears.  (Of course, a viewer UI might display processing
   capabilities, such as showing whether a document has been digitally
   signed.)


   In many cases, the choice of PDF requirements is heavily influenced
   by the capabilities of available tools to create PDFs.  Most of the
   discussion of tooling is to be found in Appendix C.


Hansen, et al.                Informational                     [Page 4]







RFC 7995                      PDF for RFCs                 December 2016


3.1.  "Visible" Requirements


   PDF supports rich visible layout of fixed-sized pages.


3.1.1.  General Visible Requirements


   For a consistent "look" of RFCs and good style, the PDFs produced by
   the RFC Editor should have a clear, consistent, identifiable, and
   easy-to-read style.  They should print well on the widest range of
   printers and should look good on displays of varying resolution.


3.1.2.  Page Size and Margins


   PDF files are laid out for a particular size of page and margins.
   There are two paper sizes in common use: "US Letter" (8.5x11 inches,
   216x279 mm, in popular use in North America) and "A4" (210x297 mm,
   8.27x11.7 inches, standard for the rest of the world).  Usually, PDF
   printing software is used in a "shrink to fit" mode where the
   printing is adjusted to fit the paper in the printer.  There is some
   controversy, but the argument that A4 is an international standard is
   compelling.  However, if the margins and header positioning are
   chosen appropriately, the document can be printed without any
   scaling.


   Recommendation:  The Internet-Draft and RFC processors should produce
      A4 size by default.  However, the margins and header positioning
      need to be chosen to look good on both paper sizes without
      scaling.  Following the advice found in [RFC2346], this means that
      we should use A4 portrait mode with left and right margins of
      20 mm, and top and bottom margins of 33 mm.


3.1.3.  Headers and Footers


   Page headers and footers are part of the page layout.  There are a
   variety of options.  Note that page headers and footers in PDF can be
   typeset in a way that the entire (longer) title might fit.


   Recommendation:  Page headers and footers should contain information
      similar to the headings in the current text versions of documents,
      including page numbers, title, author, and date.  However, the
      page headers and footers should be typeset in a way so as to be
      unobtrusive.  The page headers and footers should be placed into
      the PDF in such a way that they do not interfere with screen
      readers.
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3.1.4.  Paragraph Numbering


   One common feature of the Internet-Draft output formats is optional
   visible paragraph numbers, to aid in discussions.  In the PDF, and
   thus in the printed rendition, it is possible to make paragraph
   numbers unobtrusive and even to impinge on the margins.


   Recommendation:  When the XML "editing=yes" option has been chosen,
      show paragraph numbers in the right margin, typeset in a way so as
      to be unobtrusive.  (The right margin instead of the left margin
      prevents the paragraph numbers from being confused with the
      section numbers.)  If possible, the paragraph numbers should be
      coded in such a way that they do not interfere with screen
      readers.


3.1.5.  Paged Content Layout


   By its nature, PDF is paginated, so pagination issues must be
   considered.  This is reflected in two areas: running headers and
   footers, and how text is laid out on a page for optimal reading.


   Appendix B describes the process of creating a paged document from
   running text such that related material is present on the same page
   together and artifacts of pagination don’t interfere with easy
   reading of the document.


   Layout engines differ in the quality of the algorithms used to
   automate these processes.  In some cases, the automated processes
   require some manual assistance to ensure, for example, that a text
   line intended as a heading is "kept" with the text for which it is a
   heading.


   Recommendations:


   o  Headers and footers should be printed on each page.  The
      information should include the RFC number or Internet-Draft name,
      the page number, the category (e.g., Informational), a shortened
      version of the authors’ names, the date of the RFC or
      Internet-Draft, and the short form of the document title.


   o  Choose a layout engine so that


      *  manual intervention is minimized


      *  widow and orphan processing is automatic


      *  heading and title contiguation is automatic
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3.1.6.  Typeface Choices


   A PDF may refer to a font by name, or it may use an embedded font.
   When a font is not embedded, a PDF viewer will attempt to locate a
   locally installed font of the same name.  If it cannot find an exact
   match, it will find a "close match".  If a close match is not
   available, it will fall back to something implementation dependent
   and usually undesirable.


   In addition, the PDF/A standards mandate the embedding of fonts.
   Instead of using additional software to embed the fonts, the software
   generating the PDF files should produce PDF/A-conforming files
   directly, thus ensuring that all glyphs include Unicode mappings and
   embedded fonts from the outset.


   If the HTML version of the document is being visually mimicked, the
   font(s) chosen should have both variable-width and constant-width
   components, as well as bold and italic representations.


   The typefaces used by Internet-Drafts and by RFCs need not be
   identical.


   Few fonts have glyphs for the entire repertoire of Unicode
   characters; for this purpose, the PDF generation tool may need a set
   of fonts and a way of choosing them.  The RFC Editor is defining
   where Unicode characters may be used within RFCs [RFC7997].


   Typefaces are typically licensed, and in many cases there is a fee
   for use by PDF creation tools; however, there is usually no fee for
   display or print of the embedded fonts.


   Recommendations:


   o  For consistent viewing, all fonts should be embedded.  The fonts
      used must be available for use by the IETF community.  Some
      discussion of available typefaces can be found in Appendix C.4.


   o  The choice of typefaces with respect to serif, sans-serif,
      monospace, etc., should follow the recommendations for HTML and
      CSS renderings ("CSS" refers to a Cascading Style Sheet) [RFC7992]
      and [RFC7993].


   o  The range of Unicode characters allowed in the XML source for
      Internet-Drafts and RFCs may be bounded by the availability of
      embeddable fonts with appropriate glyphs [RFC7997].
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3.1.7.  Hyphenation and Line Breaks


   Typically, when doing page layout of running text, especially with
   narrow page width and long words, layout processors of English text
   often have the option of either hyphenating words or using existing
   hyphens as a place to introduce word breaks.  However, inserting line
   breaks mid-word can be harmful when the "word" is actually a sequence
   of characters representing a protocol element or protocol sequence.


   Recommendation:  Avoid introducing hyphenated line breaks mid-word
      into the visual display, consistent with requirements for
      plain text and HTML.


3.1.8.  Hyperlinks


   PDF supports hyperlinks to sections of the same document and also to
   sections of other documents.


   The conversion to PDF can generate:


   o  hyperlinks within the document


   o  hyperlinks to other RFCs and Internet-Drafts


   o  hyperlinks to external locations


   o  hyperlinks within a table of contents


   o  hyperlinks within an index


   Recommendations:


   o  All hyperlinks available in the HTML rendition of the RFC should
      also be visible and active in the PDF produced.  This includes
      both internal hyperlinks and hyperlinks to external resources.


   o  The table of contents, including page numbers, is useful when
      printed.  Section numbers and page numbers in the table of
      contents should also be hyperlinked to their respective sections
      in the body of the document.
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   o  As specified in Section 4.8.6.2 ("Referencing RFCs") of [RFC7322],
      hyperlinks to RFCs from the references section should point to the
      RFC "info" page (e.g., <https://www.rfc-editor.org/info/rfc7322>),
      which then links to the various formats available.


   o  Hyperlinks to Internet-Drafts from the references section should
      point to the Datatracker entry page for the draft, which then
      links to the various formats available.


3.1.9.  Similarity to Other Outputs


   There is some advantage to having the PDF files look like the text or
   HTML renderings of the same document.  Even so, there are several
   options.  The PDF


   1.  could look like the text version of the document, or


   2.  could look like the text version of the document but with
       pictures rendered as pictures instead of using their ASCII art
       equivalent, or


   3.  could look like the HTML version.


   Recommendation:  The PDF rendition should look like the HTML
      rendition, at least in spirit.  Some differences from the HTML
      rendition would include different typeface and size (chosen for
      printing), page numbers in the table of contents and index, and
      the use of page headers and footers.


   Most of the choices used for the renderings per [RFC7992] and
   [RFC7993] are thus applicable.  See those documents for specifics on
   the rendering of the specific XML elements.  Some notes:


   o  Every place in the document that would receive an HTML ID would be
      given an identical PDF named destination.  In addition, a named
      destination will be created for each page with the form "pg-#", as
      in "pg-35".


   o  No pilcrows are generated or made visible.


   o  The table of contents (generated if the XML’s <rfc> element’s
      tocInclude attribute has the value "true") [RFC7991] will have the
      section number linked to the section start but will also include a
      page number that is linked to the corresponding page.  The section
      title and the page number will be separated by a visually
      appropriate separator, and the page numbers will be aligned with
      each other.
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   o  The index (generated if the XML’s <rfc> element’s indexInclude
      attribute has the value "true") will have the section number
      linked to that section named destination but will also include a
      page number that is linked to the page named destination.


   o  The running header in one line (on page 2 and all subsequent
      pages) has the RFC number on the left (RFC NNNN), the (possibly
      shortened form) title centered, and the date (Month Year) on the
      right.  The text is rendered in a way that is visually
      unobtrusive.


   o  The running footer in one line (on all pages) has the author’s
      last name on the left, category centered, and the page number on
      the right ([Page N]).  The text is rendered in a way that is
      visually unobtrusive.


   o  We should not attempt to replicate in PDF the feature of the HTML
      format that includes a dynamic block that displays up-to-date
      information on updates, obsoletions, and errata.


3.2.  "Invisible" Options and Requirements


   PDF offers a number of features that improve the utility of PDF files
   in a variety of workflows, at the cost of extra effort in the xml2rfc
   conversion process; the trade-offs may be different for the
   RFC Editor production of RFCs and for Internet-Drafts.


3.2.1.  Internal Text Representation


   The contents of a PDF file can be represented in many ways.  The PDF
   file could be generated:


   o  as an image of the visual representation, such as a JPEG image of
      the word "IETF".  That is, there might be no internal
      representation of letters, words, or paragraphs at all.


   o  placing individual characters in position on the page, such as
      saying "put an ’F’ here," then "put a ’T’ before it," then "put an
      ’E’ before that," then "put an ’I’ before that" to render the word
      "IETF".  That is, there might be no internal representation of
      words or paragraphs at all.
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   o  placing words in position on the page, such as keeping the
      characters of the word "IETF" together.  That is, there might be
      no internal representation of paragraphs at all.


   o  ensuring that the running order of text in the content stream
      matches the logical reading order.  That is, a sentence such as
      "The Internet Engineering Task Force (IETF) supports the
      Internet." would be kept together as a sentence, and multiple
      sentences within a paragraph would be kept together.


   All of these end up with essentially the same visual representation
   of the output.  However, each level has trade-offs for auxiliary
   uses, such as searching or indexing, commenting and annotation, and
   accessibility (text-to-speech).  Keeping the running order of text in
   the content stream in the proper order supports all of these
   auxiliary uses.


   In addition, the "role map" feature of PDF (Section 14.7.3
   ("Structure Types") of [PDF]) would allow for the mapping of the
   logical tags found in the original XML into tags in the PDF.


   Recommendations:


   o  Text in content streams should follow the XML document’s logical
      order (in the order of tags) to the extent possible.  This will
      provide optimal reuse by software that does not understand
      Tagged PDF.  (PDF/UA requires this.)


   o  It might be possible to use the "role map" annotation to capture
      enough of the xml2rfc source structure, to the point where it is
      possible to reconstruct the XML source structure completely.
      However, there is not a compelling case to do so over embedding
      the original XML, as described in Section 3.2.7.


3.2.2.  Unicode Support


   PDF itself does not require the use of Unicode.  Text is represented
   as a sequence of glyphs that can then be mapped to Unicode.


   Recommendations:


   o  PDF files generated must have the full text, as it appears in the
      original XML.


   o  Unicode normalization may occur.
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   o  Text within SVG for SVG images should also have Unicode mappings.


   o  Alt-text for images should also support Unicode.


3.2.3.  Image Processing (Artwork)


   The XML allows both ASCII art and SVG to be used for artwork.


   Recommendations:


   o  If both ASCII art and SVG are available for a picture, the SVG
      artwork should be preferred over the ASCII artwork.


   o  ASCII artwork must be rendered using a monospace font.


3.2.4.  Text Description of Images (Alt-Text)


   Guidelines for the accessibility of PDF
   <http://www.w3.org/TR/WCAG20-TECHS/PDF1.html> recommend that images,
   formulas, and other non-text items provide textual alternatives,
   using the "/Alt" Tag in PDF to provide human-readable text that can
   be vocalized by text-to-speech technology.


   Recommendation:  Any alt-text for artwork and figures available in
      the XML source should be stored using the PDF /Alt property.
      Internet-Draft authors and the RFC Editor should ensure that
      alt-text for all SVG or images is included within the XML source.


3.2.5.  Metadata Support


   Metadata encodes information about the document authors, the document
   series, date created, etc.  Having this metadata within the PDF file
   allows it to be used by search engines, viewers, and other reuse
   tools.  PDF supports embedded metadata in a variety of ways,
   including using the Extensible Metadata Platform (XMP) [XMP].  The
   RFC Editor maintains metadata about an RFC on its info page.


   Recommendation:  The PDFs generated should have all of the metadata
      from the XML version embedded directly as XMP metadata, including
      the author, date, the document series, and a URL for where the
      document can be retrieved.  This information should be consistent
      with the RFC Editor info page at the time of publication.
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3.2.6.  Document Structure Support


   PDF supports an "outline" feature where sections of the document are
   marked; this could be used in addition to the table of contents as a
   navigation aid.


   The section structure of an RFC can be mapped into the PDF elements
   for the document structure.  This will allow the bookmark feature of
   PDF readers to be used to quickly access sections of the document.


   Recommendation:  The section structure of an RFC should be mapped
      into the PDF elements for the document structure.  This would
      include section headings for the boilerplate sections, such as the
      Abstract, the Status of This Memo section, the table of contents,
      and the Author’s Address section, plus the obvious section
      headings that are normally included in the table of contents.  If
      possible, this should be done in a way that the same fragment
      identifiers for the HTML version of the RFC will work for the PDF
      version.


3.2.7.  Embedded Files


   PDF has the capability of including other files; the files may be
   labeled by both a media type and a role, the AFRelationship key
   [PDFA3].  In this way, the PDF file also acts as a container.


   Embedded content may be compressed.


   Many PDF viewers support the ability to view and extract embedded
   files, although this capability is not universal.


   Embedding content in the PDF file allows the PDF to act as a complete
   package that can be transformed, archived, and digitally signed.
   (Some sample code illustrating how items can be attached to a PDF
   file and subsequently extracted can be found at
   <https://github.com/Aiybe/xmptest>.)  Useful possibilities:


   o  Embed the source XML input file itself within the PDF.  If the
      source SVG and images for illustrations are also embedded, this
      would make the PDF file totally self-referential.


   o  Embed directly extractable components that are useful for
      independent processing, including ABNF, MIBs, and source code for
      reference implementations.  This capability might be supported
      through other mechanisms from the XML source files but could also
      be supported within the PDF.
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   o  Finding, extracting, and embedding other components may require
      additional markup to clearly identify them and additional review
      to ensure the correctness of embedded files that are not visible.


   Recommendations:


   o  Embed the XML source and all illustrations, for RFCs, as a
      standard feature for xml2rfc’s PDF output.


   o  If possible, make this a standard feature for Internet-Drafts
      as well.


   o  Named <sourcecode> entries should be embedded.


   o  Bitmap images (SVG sources, JPEGs, PNGs, etc.) should be embedded.


3.3.  Digital Signatures


   The RFC Editor and staff are at times called to provide evidence that
   a particular RFC is the "original" and has not been modified; digital
   signatures can provide that verification.  As signatures also apply
   to embedded content, embedding the XML source will provide a way of
   signing the source XML that was used to produce the PDF file as well.


   PDF has supported digital signatures since PDF 1.2, and there are
   multiple methods and options available for signing PDF files.  The
   method chosen for the signing of Internet-Drafts and RFCs will be
   determined by separate policy.


   If PDF digital signatures are chosen, the authors suggest the
   following:


   o  PDF documents generated by the Internet-Draft upload tools should
      be signed with no restrictions on what can be done to the
      documents afterwards.


   o  If Internet-Drafts are allowed to be uploaded in PDF form by an
      individual, the signature being added should be set in the same
      way as that noted in the previous paragraph.  A PDF that would not
      allow the IETF Secretariat to re-sign it in that fashion should be
      rejected.


   o  PDF documents generated by the RFC Editor should be signed and
      certified, and restrictions placed on them to only allow
      additional signatures and comments (markup) to be added.
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4.  Security Considerations


   The following security considerations apply:


   Threats:


   o  There is a risk that user-submitted Internet-Drafts in PDF might
      contain malware that targets a vulnerability in one of the
      deployed PDF consumers (readers, printers, validation tools, etc.)
      in use.


   o  There is a small risk that a PDF production toolset might itself
      have some vulnerability by which it could be tricked into
      producing malware-bearing PDF files.


   o  Section 7 of [RFC3778] describes some additional security
      considerations for PDF, although this specification is intended to
      avoid features (like scripting) that might trigger some of those
      concerns.


   Mitigations:


   o  The toolsets for producing PDFs need careful security reviews
      before deploying broadly.


   o  If users are allowed to submit Internet-Drafts in PDF, such PDF
      files should be examined carefully for conformance to this
      specification, as well as any known exploits of deployed PDF
      software.
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Appendix A.  History and Current Use of PDF with RFCs and
             Internet-Drafts


   NOTE: This section is meant as an overview to give some background.


A.1.  RFCs


   The RFC Series has for a long time accepted Postscript renderings of
   RFCs, either in addition to or instead of the text renderings of
   those same RFCs.  These have usually been produced when there was a
   complicated figure or mathematics within the document.  For example,
   consider the figures and mathematics found in RFCs 1119 and 1142, and
   compare the figures found in the text version of RFC 3550 with those
   in the Postscript version.  The RFC Editor has provided a PDF
   rendering of RFCs.  Usually, this has been a print of the text file
   that does not take advantage of any of the broader PDF functionality,
   unless there was a Postscript version of the RFC, which would then be
   used by the RFC Editor to generate the PDF.


A.2.  Internet-Drafts


   In addition to PDFs generated and published by the RFC Editor, the
   IETF tools community has also long supported PDF for Internet-Drafts.
   Most RFCs start with Internet-Drafts, edited by individual authors.
   The Internet-Drafts submission tool at <https://datatracker.ietf.org/
   submit/> accepts PDF and Postscript files in addition to the
   (required) text submission and (currently optional) XML.  If a PDF
   wasn’t submitted for a particular version of an Internet-Draft, the
   tools would generate one from the Postscript, HTML, or text.


Appendix B.  Paged Content Layout Quality


   The process of creating a paged document from running text typically
   involves ensuring that related material is present on the same page
   together and that artifacts of pagination don’t interfere with easy
   reading of the document.  Typical high-quality layout processors do
   several things:


   Widow and Orphan Management:  Widows and orphans
      (<https://en.wikipedia.org/wiki/Widows_and_orphans>) should be
      avoided automatically (unless the entire paragraph is only one
      line).  Ensure that a page break does not occur after the first
      line of a paragraph (orphans), if necessary, using slightly longer
      page sizes.  Similarly, ensure that a page break does not occur
      before the last line of a paragraph (widows).
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   Keep Section Heading Contiguous:  Do not insert a page break
      immediately after a section heading.  If there isn’t room on a
      page for the first (two) lines of a section after the section
      heading, insert a page break before the heading.


   Avoid Splitting Artwork:  Figures should not be split from figure
      titles.  If possible, keep the figure on the same page as the
      (first) mention of the figure.


   Headers for Long Tables after Page Breaks:  Another common option in
      producing paginated documents is to include the column headings of
      a table if the table cannot be displayed on a single page.
      Similarly, tables should not be split from the table titles.


   keepWithNext and keepWithPrevious:  The XML attributes "keepWithNext"
      and "keepWithPrevious" should be used and followed whenever
      possible.


   Whitespace Preservation:  The Unicode Points for XML entities such as
      Non-Breaking Space (nbsp) and Non-Breaking Hyphen (nbhy) should be
      followed as directed whenever possible.


Appendix C.  Tooling


   This section discusses tools for viewing, comparing, creating,
   manipulating, and transforming PDF files, including those currently
   in use by the RFC Editor and Internet-Drafts, as well as outlining
   available PDF tools for various processes.


C.1.  PDF Viewers


   As with most file formats, PDF files are experienced through a reader
   or viewer of PDF files.  For most of the common platforms in use
   (iOS, OS X, Windows, Android, ChromeOS, Kindle) and for most browsers
   (Edge, Safari, Chrome, Firefox), PDF viewing is built in.  In
   addition there are many PDF viewers available for download and
   installation.


   PDF viewers vary in capabilities, and it is important to note which
   PDF viewers support the features utilized in PDF RFCs and
   Internet-Drafts (features such as links, digital signatures, Tagged
   PDF, and others mentioned in Section 3).


C.2.  Printers


   While almost all viewers also support the printing of PDF files,
   printing is one of the most important use cases for PDFs.  Some
   printers have direct PDF support.
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C.3.  PDF Generation Libraries


   Because the xml2rfc format is a unique format, software for
   converting XML source documents to the various formats will be
   needed, including PDF generation.


   One promising direction is suggested in
   <http://greenbytes.de/tech/webdav/rfc2629xslt/
   rfc2629xslt.html#output.pdf.fop>: using XSLT (Extensible Stylesheet
   Language Transformations) to generate XSL-FO (XSL Formatting
   Objects); XSL-FO is then processed by a FOP (Formatting Objects
   Processor) such as Apache FOP.


   Several libraries are also available for generating PDF signatures.
   The choice of library to use for xml2pdf will depend on many factors:
   programming language, quality of implementation, quality of PDF
   generated, support, cost, availability, and so forth.


C.4.  Typefaces


   Various typefaces are available that might satisfy the requirements
   of this document.  Google’s Noto typeface family
   <https://www.google.com/get/noto/> supports a significant subset of
   Unicode and includes fixed-width, serif, and sans-serif styles.
   Another potentially useful set of typefaces (without extensive
   Unicode support, however) includes:


   o  Source Sans Pro <https://en.wikipedia.org/wiki/Source_Sans_Pro>


   o  Source Serif Pro <https://en.wikipedia.org/wiki/Source_Serif_Pro>


   o  Source Code Pro <https://en.wikipedia.org/wiki/Source_Code_Pro>


   Another font that looks promising for its broad Unicode support is
   Skolar <https://www.rosettatype.com/Skolar>, but it requires
   licensing.


C.5.  Other Tools


   In addition to generating and viewing PDF, other categories of PDF
   tools are available and may be useful both during specification
   development and for published RFCs.  These include tools for
   comparing two PDFs, checkers that could be used to validate the
   results of conversion, reviewing and commentary tools that attach
   annotations to PDF files, and digital signature creation and
   validation.
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   Validation of an arbitrary author-generated PDF file would be quite
   difficult; there are few PDF validation tools.  However, if RFCs and
   Internet-Drafts are generated by conversion from XML via xml2rfc,
   then explicit validation of PDF and adherence to expected profiles
   would mainly be useful to ensure that xml2rfc has functioned
   properly.


   Recommendation:  Discourage (but allow) submission of a PDF
      representation for Internet-Drafts.  In most cases, the PDF for an
      Internet-Draft should be produced automatically when XML is
      submitted, with an opportunity to verify the conversion.
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