Challenge SSTIC 2026 - Step 0 : linenoise

nebucca

Hello analyst,

Following an alert from the ABSSI (*Agence Bretonne de la Sécurité des Systémes d'Information*), we are suspecting a
compromise of one of our contractors. An extract, containing a dubious network traffic, has been supplied. Could you

please have a look at it? As usual, we are looking for an analysis of the exchanges, and any IOCs if relevant.

Please be careful with contained data, if any. The, maybe, compromised contractor is working on a highly sensitive

infrastructure, all information related to this system MUST BE reported at the earliest opportunity.

Thanks for your assistance and your discretion,

-Incident Dispatcher - Investigation des Moyens et Plateformes Sous-traitées

1 Analyse

Direction WireShark pour I’analyse des traces réseaux. Il s’agit de communication entre deux
machines en utilisant le protocol QUIC. Les données sont chiffrées.

M cient_capturepcapng

Mais chose curieuse, le début de chaque paquet semble systématiquement "compréhensible" :

Fichier Editer Vue Aller Capture Analyser Statistiques Telephonie Wircless Outils Aide

AW 20 =RRB Recs=F 3= Eaaanm
L] liquer un filtre d'sffichage .. <Ctrl-/>
No, Destination Protocal Lengtl Info |
r QuIC 1248 Initial, O sc PKN: @, CRYPTO
QUIC 1248 Handshake, DCI! sc
Quic 334 Handshake, DCT sc
QUIC 1248 Handshake, DCI! sc
Quc 189 Protected Payload (KPe), DCID-2000000000608000
Quc 363 Protected Payload (KPe), DCID-2000000000608000
Quc 85 Protected Payload (KPO), DCID-2000006060608000
Quic 115 Protected Payload (KPE)
QuIc 115 Protected Payload (kPG)
QuIc 115 Protected Payload (kPa)
QuIc 115 Protected Payload (kPa)
QuIc 81 Protected Payload (kPo)
QuIc 81 Protected Payload (KPP), DCID-8080666660608000
QuIc 363 Protected Payload (KPe), DCID-2080800660608000
QuIc 115 Protected Payload (kPa)
16 0115142 Qic 115 Protected Payload (kPa)
17 0115245 Qic 115 Protected Payload (kPa)
18 0.115245 Qic 115 Protected Payload (kPa)
19 6116695 Qic 81 Protected Payload (kP8)
20 0116785 Qic 81 Protected Payload (KP8), DCID-B00A0GBBGG000000
21 0216893 Qic 386 Protected Payload (KPD), DCID=8090600000008000
22 0.217877 Qic 115 Protected Payload (KPa)
23 0.217878 Qic 115 Protected Payload (kPa)
26 0.217878 Quic 115 Protected Payload (KPo)
25 0.218153 Quic 115 Protected Payload (KPo)
26 0.219189 Quic 81 Protected Payload (kPa)
27 0.219299 Quic 80 Protected Fayload (KP8), DCID-B00060GG6000000
28 0.318682 Quic 367 Protected Payload (KPD), DCID=8000600000008000
29 0319524 Quic 115 Protected Payload (KPo)
30 0319767 203.6.2.95 outc 115 Protected Pavload (KPD)

> Frame 8: 115 bytes on wire (920 bits), 115 bytes captured (920 bits) on interface unknown, id &
> Linux cooked capture v2

> Internet Protocel Version 4, Src: 203.0.2.95, Dst: 203.0.17.102

> User Datagram Protocol, Src Port: 443, Dst Port: 36933
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 [ouzc tete possd
~ QUIC Connection information 000 |8

 [Expert Info (Note/Protocol): Unknown QUIC connection. Missing Initial Packet or migrated comnection?] 070

[Unknown QUIC comnection. Missing Initial Packet or migrated connection?]
[Severity level: Note]
[Group: Protocol]
[Packet Length: 67]
~ QUIC Short Header
o. - Header Form: Short Header (2)
Fixed Bit: True
. - Spin Bit: False
Remaining Payload: 14291

7¢11¢78dd15643634e

O 7 QUICIETF (quic), 67 octets

|| Paquets: 10765 1|“ Profil: Defautt



Du coup l'idée est d’extraire ces parties des différents échanges. Pour ce faire, on va adapter
un script[] afin de ne garder que la partie qui nous intéresse :

local strfld = tostring(ftvbr:string (ENC_UTF_8))
local strxt = string.sub(strfld, 2, 9)
tree:add(exfield_string, strxt)

Il n’y a plus qu’a lancer le script pour extraire de ce qui nous intéresse :

.\tshark.exe -r .\client_capture.pcapng -X lua_script:extract.lua -X
lua_scriptl:udp.payload -T fields -e extract.string > extract_full.
txt

On se rend compte assez vite que de nombreuses lignes sont dupliquées (des rejeux 7).
Petit travail de nettoyage et de mise en forme de ce qui s’avére étre un malware en python.

On trouve 13, le premier flag.

1. https ://wiki.wireshark.org/Lua/Examples#extract-field-values
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