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Your own personal multi-analysis engine

* Analyse de fichiers (Antivirus, Hashdb,
Analyse statique, Sandbox ...)

 Utilisation en mode public ou privée

* Contrble des fichiers analysés
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Macro Architecture
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Disponible sous licence Apache 2.0

C) GitHub

nttps://github.com/quarkslab/irma-frontend
nttps://github.com/quarkslab/irma-brain
nttps://github.com/quarkslab/irma-probe
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Installation
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Frontend pip / deb Debian stable
Brain pip / deb Debian stable
Probe pip only Debian stable

Win7
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Demo time
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virussign.com_oece7577758df81fbai3bbiiaed7bff1.vir

ClamAV: % The file came out as: Tr

FProt: *® The file came out as: W32/C
Kaspersky : * The file came out as: T er
E McAfeeVSCL: *® The file came out as: D
Sophos: * The file came out as: M
":l‘r Symantec: ® The file came out as: C
VirusTotal: % The file came out as: detected by 4
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Démo printf (2/2)

virussign.com_0Oece7577758df81fbai3bbiiaed7bffivir

ClamAV: * The file came out as: Trojan.Downloader-37552
FProt: *X The file came out as: W32/Downldr2.BZBO (exact)
Kaspersky : ® The file came out as: Trojan.Win32.FraudPack.gen

McAfeeVSCL: ® The file came out as: Downloader-FHU
Sophos: ® The file came out as: Mal/Spyzee-A
Symantec: * The file came out as: Downloader
VirusTotal: *X The file came out as: detected by 43/48
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Contact / Questions ?

@gb _irma

IRC  #gb_irma@freenode

David Carle

Bruno Dorsemaine
Fernand Lone-Sang
Alexandre Quint

dcarle@quarkslab.com
bruno.dorsemaine@orange.com
flonesang@quarkslab.com
aquint@quarkslab.com
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